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Abstract 
The report describes a number of important risk analysis methods and how risk 

assessment is required in order to fulfil the Directive 2006/42/EC on machinery. 

Risk analysis is described both in general terms and more specifically how it relates to 

standards ISO 12100 and ISO 13849, commonly used for designing machinery intended 

for the European market.  
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Preface 
This report was initiated with the intention of creating a document containing easy to read 

descriptions of the most common risk analysis methods used in evaluating machines 

regarding safety. 

A safe machine is a machine with no unacceptable risk present. Various ways to realise 

this target can be found in the next pages, where several of the methods available for risk 

analysis are described. 

A few standards have been frequently referenced in this report. If they are deemed to be 

of benefit to the reader, a strong recommendation is to procure them. Standards are 

protected by copyright and can be purchased from ISO (www.iso.org), IEC (www.iec.ch) 

or your national standardisation organisation (e.g. www.sis.se in Sweden). 
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Summary 
To fulfil the Directive 2006/42/EC on machinery, no unacceptable risks must be present 

in the released product. The directive states that this must be shown through a risk 

assessment. 

Risk assessment constitutes of risk analysis and risk estimation. This report focuses on a 

few of the most important risk analysis methods that are available and gives a brief 

description of the pros and cons of each. It also summarises a proposed workflow for 

applying the method, with the focus on safety of machinery. 

The advantage of using a harmonised standard to show conformance with the directive on 

machinery is also discussed in the report. 

The report is not meant to be a full guide to performing a risk analysis, but rather to work 

as an introduction for the beginner or a companion and reminder of the workflow for the 

more experienced reader in the area of risk management. 
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1 Introduction 

Machines meant for professional use that are made operational, and were completed after 

1995, are required to fulfil the Directive 2006/42/EC on machinery unless they are 

unequivocally excluded
*
. In annex I of the directive, the very first sentence reads:  

“The manufacturer of machinery or his authorised representative must ensure that a 

risk assessment is carried out in order to determine the health and safety 

requirements which apply to the machinery. The machinery must then be designed 

and constructed taking into account the results of the risk assessment.”  

The interpretation is that a risk analysis is an essential part in the design and evaluation 

process before a machine is released on the market within the European Community. Risk 

assessment is the overall process of risk analysis and risk evaluation [ISO 12100:2010]
†
.  

The directive also states that the process should be iterative and that appropriate measures 

should be taken for risk reduction. The principle for risk reduction in the machine 

directive reads as follows: 

“In selecting the most appropriate methods, the manufacturer or his authorised 

representative must apply the following principles, in the order given: 

‒ eliminate or reduce risks as far as possible (inherently safe machinery design and 

construction), 

‒ take the necessary protective measures in relation to risks that cannot be 

eliminated, 

‒ inform users of the residual risks due to any shortcomings of the protective 

measures adopted, indicate whether any particular training is required and specify 

any need to provide personal protective equipment.” 

For practical purposes the directive states that equipment that has been manufactured in 

conformance with a harmonised standard that has been referenced in the Official Journal 

of the European Union, shall be presumed to fulfil essential health and safety 

requirements. Conforming to a standard can be of great benefit to the manufacturer, since 

it makes it easier to prove that necessary precautions have been taken. 

In conclusion a risk analysis is the foundation that safety always has to be built on; a 

complete risk assessment is the approach to show confirmation with applicable laws and 

directives for safety of machinery and working environment. 

 

  

                                                           

*
 For the scope of Directive 2006/42/EC, see article 1 in the Directive. 

†
 Sometimes risk identification is considered a separate step in risk assessment, that 

precedes risk analysis, e.g. in ISO 31000:2009. The difference in definitions are due to 

the wide scope of risk analysis as an instrument to handle potential events or 

consequences. 
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2 Risk analysis 

A risk analysis is always initiated by defining the scope of the analysis. In the case of 

satisfying standard ISO 12100:2010 or ISO 13849-1:2008, this step consists of 

determining the limits of the machinery
*
. In a more general perspective this step involves 

specifying what type of hazards to include, by defining the consequences of concern and 

the physical limits for the analysis. It also includes defining assumptions regarding the 

status of equipment, operational personal and other factors. Following a standard can be 

very helpful since it give instructions on many potentially difficult questions that 

otherwise would have to be considered. 

 

                                                           
*
 See ISO 12100:2010, section 5.3 or ISO 13849-1:2008, section 5.3 respectively. 

Figure 1: Risk assessment workflow [ISO 13849-1:2008] 
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Based on the defined scope, hazards for the object of the evaluation are identified and 

documented. In applicable standards, there are lists that describe the different life cycle 

phases of the machine that have to be considered and the associated hazards. Depending 

of the nature of the hazard the risk can be described either in quantitative or qualitative 

terms.  In risk estimation, the identified hazards are analysed to find and weigh the 

severity of the harm with the probability of occurrence. Sometimes the probability for 

avoidance is also included in the estimation. 

When combining the factors for each identified hazard, a measurement of the level of risk 

will be obtained and it can be determined if the risk level is acceptable or if it has to be 

reduced. Usually this is done in a risk matrix with the severity of the risk on one axis and 

the expected frequency on the other (see Figure 2). In general terms, risk is only 

acceptable if the benefit outweighs it.  

There are several methods available for the structured identification and weighing of 

risks. To select an appropriate method the complexity of the system to be investigated 

must be considered. Other factors that affect the decision are the type of system and the 

incidents that are targeted. The decision is also affected by the kind of result that is 

needed and the reasons for performing an analysis. A few methods that are appropriate 

for fulfilling the requirements of the machine directive 2006/42/EC are given in this 

section. It is important that the analysis receives input from many different sources, so 

attention should be paid to the composition of the team so that various disciplines are 

heard in the process. 

There are several considerations when choosing the approach to risk analysis. The choice 

is influenced by in what stage of the development process the analysis is performed, the 

complexity of the system, the type of risks present, the resources available and several 

other factors. If the analysis is initiated during an early stage of the development process, 

What-if analysis can be used for a stream-lined approach, while Preliminary Hazard 

Analysis is better suited if more detailed results are needed. If the analysis is done in a 

later stage of the process, What-If can still be an option, especially if there are insufficient 

resources for a more detailed investigation. If the analysis is focused mostly on 

mechanical systems and human interaction, a variation of Preliminary Hazard Analysis 

known as Coarse Hazard Analysis can be a good option while a Hazard and Operability 

Analysis (HAZOP) is better suited to a more process related system. For complex 

processes or systems a Failure Modes and Effects Analysis (FMEA) can be useful. To 

select a suitable method to achieve the best results, experience from previous risk 

assessment is required. 

Figure 2: Risk matrix [from DiBerardinis] 
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2.1 What-if 

What-if is a method where a team of experts uses brain-storming and loosely structured 

questioning for examining a system to discover hazards and see if appropriate safeguards 

are in place. The discovered risks are typically assessed in a qualitative way. Often the 

method is used in combination with a different method, like checklist analysis, or on a 

smaller part of a greater whole.  The quality of the result will very much depend on the 

expertise of the team that performs the assessment and it can be hard to audit, since it will 

be difficult to evaluate how conclusive the review is. 

The analysis can be performed in the following steps: 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Subdivide the subject for analysis 

The resolution of the analysis will depend on the complexity of the system and 

the requirement for detailed information on individual subsystems or 

components. The most effective way of assessing a system is to keep the level as 

broad as possible, which can be achieved by starting at a high level and working 

down the system hierarchy as necessary. 

 

4) Generate what-if questions 

With a team assembled, the questions (that generally will start with „What if‟) are 

brainstormed and recorded as they are suggested. Once exhausted, the questions 

are grouped into logical groups and screened if there are overlapping questions. 

Example of questions can be found in Table 1. 

 

Table 1: Example of What-if questions 

System What-if questions 

Drive shaft  What if brake is engaged while motor is still running? 

 What if load is unbalanced? 

 What if bearings fail? 

 

5) Respond to questions 

The answers to the what-if questions should define the changes in the system if 

the suggested situation would occur and what the ultimate consequences would 

be without any mitigating measures. The safeguards that have been implemented 

against the undesired consequence should also be described along with recom-

mendations if the risk level is deemed unacceptable. See example in Table 2. 
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Table 2: Example of What-if documentation 

What if … Resulting 

system 

condition 

Ultimate 

consequences 

Safeguards Recommen-

dations 

Drive shaft 

break is 

engaged while 

motor is still 

running? 

Motor is 

overloaded 

 

Excessive heat 

generated by 

break. 

Fire hazard 

 

 

Damage to 

components. 

Manual states 

that power 

should be cut 

before 

engaging 

brake. 

The machine 

should 

automatically cut 

power to drive 

shaft motor if 

brake is 

engaged. 

Load is 

unbalanced? 

Possible 

critical failure 

of shaft. 

Heavy parts 

could come off 

at high velocity. 

Load on shaft 

is monitored, 

automatic shut 

off if limit is 

exceeded. 

 

Drive shaft 

bearings fail? 

Overheating  

 

 

Possible 

critical failure 

of shaft 

 

 

Fire hazard 

 

 

Fragments or 

heavy parts 

could come off 

Load is 

monitored. 

 

Periodical 

maintenance 

scheme. 

 

High 

specifications 

of bearings 

used. 

State in manual 

that only high 

quality replace-

ment 

components 

must be used. 

 

6) Subdivide required items further 

If applicable data is unavailable so the team is unable to answer the what-if 

question in an adequate manner, or if more information is required on a specific 

sub-section, further subdivision may be necessary. The previously described steps 

must then be repeated on the sub-section. 

7) Use the result for decision making 

When the process has been completed, the result can be used to determine if the 

estimated performance of the process meets the established goal and to identify 

improvement opportunities. For the purpose of fulfilling the machine directive, 

the purpose of the activity is to see if the process meets the requirements set up in 

the directive, nevertheless the result can give wider insights, depending on the 

limits that were defined at the beginning of the analysis. 
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2.2 Checklist 

Checklist analysis is a method that uses experience to incorporate a list of questions, with 

the purpose of verifying that the system or task it is applied to meets expected levels of 

safety. It is commonly used in combination with a different analysis method, like What-if 

analysis. Checklists can be composed from the requirements stated in annex I of the 

Machine directive 2006/42/EC and supplemented by analysing standards that are 

applicable to the product that is being developed. The risk assessment should not be based 

solely on such a check list, as an inherent problem with the method is that it is likely to 

overlook key issues. The hazards listed in the Machine directive are very general in their 

nature. A list that draws exclusively on these sources cannot be expected to completely 

describe all risks inherent in a specific machine. If a checklist is the preferred option to 

for the complete analysis, it must be extended with items based on previous experience in 

the relevant application field and compiled of a team with expert knowledge. 

The steps of a checklist analysis are the following: 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis.  

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Subdivide the subject for analysis 

The resolution of the analysis will depend on the complexity of the system and 

the requirement for detailed information on individual subsystems or 

components. The most effective way of assessing a system is to keep the level as 

broad as possible, which can be achieved by starting at a high level and working 

down the system hierarchy as necessary. 

 

4) Compile checklists 

The checklist to be used in the analysis should gather information from a variety 

of sources. The Machine directive 2006/42/EC as well as applicable standards 

and regulations can be used. For example ISO 12100:2010 Annex B includes a 

comprehensive list of hazards and potential consequences. Items gathered from 

these sources should be supplemented with expert knowledge on the internal 

process, which is a key component to avoid overlooking important issues. This 

step usually needs to include a team with a background in different disciplines to 

be comprehensive. 

 

5) Respond to questions 

This step involves applying the questions to the system and see if they are 

relevant to the situation and analysing if the level of the system meets the 

demands of the question. If it is determined that the level is insufficient a 

recommendation should be generated and documented. The responses are 
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typically given by an individual with a vested interest in the area covered by that 

part of the analysis and knowledgeable, for example a design manager. An 

example of the documentation can be found in Table 3. 

Table 3: Example of checklist documentation 

Questions Responses Recommendations 

Is there any risk for falling 

or ejected objects? 

Work piece could be 

ejected if machine is 

mishandled. 

Replace current window glass 

with laminated safety-glass. 

Do any surfaces have 

sharp edges, angles or 

rough surfaces likely to 

cause injury? 

No.  

 

6) Subdivide required items further 

In some cases it may be necessary to subdivide systems further, for example if 

decision makers need more detailed information or if data is not applicable at a 

higher level. This step can be repeated on subsystems down to the level of 

individual parts. 

 

7) Use the result for decision making 

When the process has been completed, the result can be used to determine if the 

estimated performance of the process meets the established goal and to identify 

improvement opportunities. For the purpose of fulfilling the machine directive, 

the purpose of the activity is to see if the process meets the requirements set up in 

the directive, nevertheless the result can give wider insights, depending on the 

limits that were defined at the beginning of the analysis. 
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Table 4: Selection of check list items from [ISO 12100:2010] 

No Type or group Origin of hazard 

 

1 Mechanical hazards  acceleration, deceleration; 

 angular parts; 

 approach of a moving element 

 … 

2 Electrical hazards  arc; 

 electromagnetic phenomena; 

 electrostatic phenomena 

 … 

3 Thermal hazards  explosion; 

 flame; 

 objects or materials with a high 

 or low temperature; 

 … 

4 Noise hazards … 

5 Vibration hazards … 

6 Radiation hazards  

7 Material/ substance 
hazards 

 

8 Ergonomic hazards  

9 Hazards associated with the 

environment in which the 
machine is used 

 

10 Combination of hazards  
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2.3 Preliminary Hazard Analysis 

Preliminary Hazard Analysis is a method for identifying hazards during an early phase of 

system design, which could save money by avoiding a later costly redesign. The result of 

the analysis is strictly a listing and classification of identified hazards, useful for design 

decisions and further analysis, later in the process. Typically the review is made by a 

small team and relies on their expertise and ability to use brainstorming to discover and 

assess hazards. 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Define the hazards classification 

The team must define the classification of the potential accidents that can occur, 

based on the severity or extent of the harm [ISO 12100:2010]. A suggested 

classification system based on bodily harm can be found in Table 5. 

 

Table 5: Example of hazard classification system 

Severity level Description Bodily harm 

4 Catastrophic 
Death or permanent disability to more 

than one person 

3 Major Death or permanent disability 

2 Moderate  
Injuries requiring hospitalisation or lost 

work days 

1 Minor Injuries requiring first aid 

 

4) Perform review 

Using the definitions from previous steps, the analysis team must find significant 

hazards and classify them according to the selected model. The available 

information and the capacity of the team will affect the quality of the result, 

which should be documented for further use in the design process or as a 

precursor to a more detailed assessment later in the process. Example of the work 

sheet can be found in Table 6. 
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Table 6: Example of Preliminary Hazard analysis work sheet 

Hazard Cause Effect Hazard 

classification
*
 

Recommendation 

Explosive fire Coolant oil is 

ignited due to 

sparks from 

machining 

Possible 

fatalities and 

extensive 

damage to 

property 

4 A fire suppression 

system is required 

Machine 

ejects work 

piece (at high 

velocity) 

Fixture fails Injury or 

death of 

machine 

operator 

3 Investigate if work 

piece can be safely 

encapsulated 

during machining 

 

5) Use the result for decision making 

Since Preliminary Hazard analysis is mainly used in the initial phase of a 

development process, it is important that the findings are used in an appropriate 

manner. Implemented successfully, design decisions can be made that completely 

eliminates hazards which otherwise would lead to costly or inconvenient 

modifications or safeguards later in the process. This methodology is completely 

in line with the intent of directive 2006/42/EC. 

The result from the assessment can also be used to determine the assessment 

method best suited for a later confirming analysis. 

  

                                                           
*
 See classification in Table 5. 
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2.4 Coarse Risk Analysis 

Coarse Risk Analysis is a more systematic approach of the method Preliminary Risk 

Analysis
*
. The US Coast Guard has estimated that 60-90% of an organizations need for 

risk-based decision-making tools can be met using Coarse Risk Analysis [United States 

Coast Guards – Risk Based Decision Making Guidelines Volume 3]. A variation of the 

method is also described in the technical report [ISO 14121-2:2007]. The resolution of 

the result may sometimes be too low for initiated decision making. In these instances, 

additional analysis on specific parts using a different method can be required. 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Define the hazards classification 

The team must define the classification of the potential accidents that can occur, 

based on the severity or extent of the harm [ISO 12100:2010]. A suggested 

classification system based on bodily harm can be found in Table 7. 

 

Table 7: Example of hazard classification system 

Severity level Description Bodily harm 

4 Catastrophic Death or permanent disability to more 

than one person 

3 Major Death or permanent disability 

2 Moderate  Injuries requiring hospitalisation or lost 

work days 

1 Minor Injuries requiring first aid 

 

4) Perform review 

Using the definitions from previous steps, the analysis team must find significant 

hazards and classify them according to the selected model. The available 

information and the capacity of the team will affect the quality of the result, 

which should be documented for further use in the design process or as a 

precursor to a more detailed assessment later in the process. Example of the work 

sheet can be found in Table 8. 

 

                                                           
*
 The method is not described separately in this report, but in short it is a qualitative 

method used to characterize risk associated with potential accidents through the effort of 

a team of experts and stakeholders. 



20 

 

 

 

 

Table 8: Example of Course Risk Analysis analysis work sheet 

Hazard Cause Effect Hazard 

classification
*
 

Recommendation 

Explosive fire Coolant oil is 

ignited due to 

sparks from 

machining 

Possible 

fatalities and 

extensive 

damage to 

property 

4 A fire suppression 

system is required 

Machine 

ejects work 

piece (at high 

velocity) 

Fixture fails Injury or 

death of 

machine 

operator 

3 Investigate if work 

piece can be safely 

encapsulated 

during machining 

 

5) Use the result for decision making 

Since Preliminary Hazard analysis is mainly used in the initial phase of a 

development process, it is important that the findings are used in an appropriate 

manner. Implemented successfully, design decisions can be made that completely 

eliminates hazards which otherwise would lead to costly or inconvenient 

measures that otherwise would be required. 

  

                                                           
*
 See classification in Table 7. 
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2.5 Energy Analysis 

The principle of Energy Analysis is that identifying all energy sources will enable the 

identification of the cause of possible harmful events. In addition to energy in the 

classical sense, chemical influence and risk of cutting are also covered (as something 

“that might give rise to an injury” [Harms-Ringdahl]) by the method. 

The assessment is made in the following six steps: 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Divide system in sections 

The object of the assessment is divided into physical entities suitable for the 

analysis. Usually the sections will correspond to the layout of the installation. It is 

important to receive full coverage, so no components are left out of the analysis.  

 

4) Identify energy sources 

All energy sources with an energy level that exceeds the trivial are identified and 

documented (see Table 9). 

Table 9: Energy check list (based on [Harms-Ringdahl]) 

Energy type Examples 

Potential energy Person at a height 

Object at a height 

Collapsing structure 

Handling, lifting 

Kinetic energy Moving machine part 

Flying object, spray, etc. 

Handled material 

Vehicle 

Rotational movement Machine part 

Power transmission 

Roller/Cylinder 

Stored pressure Gas 

Steam 

Liquid 

Pressure differences 

Coiled spring 

Material under tension 

Electric Voltage 

Condenser 
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Energy type Examples 

Battery 

Current (including storage and heating) 

Magnetic field 

Heat and Cold Hot or cold object 

Liquid or molten substance 

Steam or gas 

Chemical reaction 

Condensed gas (cooled) 

Auto-refrigeration 

Fire and Explosion Flammable substance 

Explosive: 

- Material 

- Steam or gas 

- Dust 

Chemical reaction, e.g.: 

- Exothermic combinations 

- Impurities 

Chemical influence Poisonous 

Corrosive 

Asphyxiating 

Contagious 

Radiation Acoustic 

Electromagnetic 

Light, including infra and ultra 

Ionised 

Miscellaneous Human movement 

Static load on operator 

Sharp edge 

Danger point, e.g. between rotating rollers 

Enclosed space 

 

5) Assess risks 

Using a qualitative method, the possible hazardous effects of the energy sources 

that have been discovered are assessed. In addition to the energy concept, the 

method calls for the consideration of barriers that protects persons from the 

energy, identifying where such barriers are insufficient as risk protection. When 

the safeguards are deemed insufficient, a recommendation for preventive 

measures should be offered in the report. 

 

6) Use the result for decision making 

When the process has been completed, the result can be used to determine if the 

estimated performance of the process meets the established goal and to identify 

improvement opportunities. For the purpose of fulfilling the machine directive, 

the purpose of the activity is to see if the process meets the requirements set up in 

the directive, nevertheless the result can give wider insights, depending on the 

limits that were defined at the beginning of the analysis. 
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2.6 Hazard and Operability Analysis (HAZOP) 

The HAZOP method is well suited for evaluation of process related risks. The method 

involves a structured and systematic way to identify potential risks and ensure that 

appropriate safeguards are in place through the use of key words in well-defined parts of 

the process. The method is focused on finding possible accidents with a single cause. If 

the objective is to find instances where several factors combined cause an accident, a 

more detailed technique is better, for example Fault Tree Analysis. The analysis can be 

carried out in 5 steps: 

1) Define the process 

By documenting the intended functions and boundaries of the system it is ensured 

that no key interfaces are overlooked or that the result is influenced by other 

systems beyond the scope of the investigation. HAZOP focuses on how the 

system deviates from normal operation, so the intended functions must be 

apparent in the documentation. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Subdivide the process and develop deviations 

The process is subdivided into sections to enable the HAZOP method. It is 

important to find the right balance for the size of the segments; they must be 

small enough to include all important deviations, but if they are too small the 

team will spend resources and time on analysing the same issues repeatedly. To 

decrease the required effort to complete the review there are two available 

strategies for reducing the number of sections required in the review phase. The 

first one is to recognize sections that are identical and do the review on only one 

of them. Secondly, if there is only one flow path for a series of components, that 

path can be defined as a single section. To develop the deviations, a guide word 

and a system condition are combined. Not every guide word will be applicable 

for all system conditions. The seven guide words that are used are [IEC 61882]: 

 

i. No (Not) – Complete negation of the design intent 

ii. More (high, long) – Quantitative increase 

iii. Less (low, short) – Quantitative decrease 

iv. As Well As – Qualitative modification/increase 

v. Part Of – Qualitative modification/decrease 

vi. Reverse – Logical opposite of the design intent 

vii. Other Than – Complete substitution 

 

System conditions can for example be [United States Coast Guards – Risk Based 

Decision Making Guidelines Volume 3]: 

Flow 

Pressure 

Temperature 
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Level 

Time 

Composition 

…others 

 

The resulting deviations (exemplified in Table 10) from the combination of guide 

words and system conditions are used in the next step review to find the 

hazardous situations for the system. Originating in the credible deviations that 

was discovered, a work sheet is created for documenting the hazards of the 

system being analysed. The worksheet should contain information about the 

sections that has been identified, the design intent of the system and the specific 

deviations that will be analysed. It should also have columns to be completed 

during the review where credible causes for the deviations, the potential 

consequences, available safeguards to avoid or mitigate an accident and 

recommendations for additional measures, in case the team find the current risk 

level unsatisfactory (see Table 11). 

 

4) Conduct HAZOP reviews 

During this phase, the team that has been assembled for performing the review is 

presented with the identified sections and deviations step by step. The team must 

define the design intent of the first section and thereafter the consequences for 

that section for all applicable deviations. For all hazards that have been identified, 

the team must analyse possible causes of the responsible deviation and describe 

installed safeguards. After determining if the safety level is sufficient, the team 

may give a recommendation and will summarize the discovered information in 

the worksheet before moving on to the next deviation and eventually the next 

section. A flowchart describing the process can be found in Figure 3. 

It should be noted that the process describes here differs somewhat from the IEC 

61882 standard, mainly in that the standard suggests that the entire team should 

be involved in the application of guide words and system conditions to develop 

credible deviations. For details, compare the workflow in Figure 3 and Figure 4. 

 

5) Use the result for decision making 

When the process has been completed, the result can be used to determine if the 

estimated performance of the process meets the established goal and to identify 

improvement opportunities. For the purpose of fulfilling the machine directive, 

the purpose of the activity is to see if the process meets the requirements set up in 

the directive, nevertheless the result can give wider insights, depending on the 

limits that were defined at the beginning of the analysis. 
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Table 10: HAZOP Deviation Guide [from United States Coast Guards – Risk Based Decision 

Making Guidelines Volume 3] 
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Table 11: Example HAZOP worksheet 

HAZOP review of coolant filter system 

1.0 Line from Filter System to Machine Centre 

Item Deviation Consequences 
Possible 

causes 
Safeguards Recommendations 

1.1 High pressure Leakage/rupture, 

exposure to harmful 

oil mist. 

Pump motor 

runs out of 

control. 
Pipe is 

partially 

blocked. 

Rotational speed of 

pump is monitored 

Install a pressure monitor 

with feed-back to filter 

control system. 

1.2 Low pressure No/low coolant 

flow. 
Potential 

overheating/fire. 

Pump failure. 

Filter is 
blocked. 

Flow sensor will 

stop machine if 
flow is too low. 
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Figure 3: Workflow for HAZOP review 
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Is safety 

satisfactory? 
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Have all 

sections been 

analysed? 

Review completed 

Start of HAZOP review 
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Figure 4: Flow chart of HAZOP review according to IEC 61882, one of two described 

procedures in the standard 
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2.7 Fault Tree Analysis 

Fault tree analysis is a method where the conditions and factors that can cause a specific 

accident are graphically visualised. The method is well suited for quantified results and 

can estimate expected failure frequencies and what the most critical components are. The 

method is very useful for assessing complex system, and can be used to supplement a 

different method when a higher level of detail is required. Because of the narrow focus of 

the procedure, each analysis explores only one top event that is the defined problem of 

the investigation, the method is most useful when a system can be reduced to a single 

safety critical component. The analysis uses logical symbols to describe the relationship 

between different contributors and events. Either of the symbol sets described in Table 12 

can be used for drawing the fault tree, together with the symbols found in Table 13. 

 

Table 12: Example of logical gates 

Description ANSI symbol Symbol from IEC 60617 

AND gate 

 

 

OR gate 

 

 

XOR gate 
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Table 13: Example of FTA specific symbols 

Description Symbol Explanation 

Basic event 

 

Root cause or event 

Event 
 

Event with underlying 

causes 

Undeveloped event 

 

Events that are not further 

investigated in the 

assessment 

Transfer symbol 

 

Symbol used to indicate 

that the tree is developed 

elsewhere 

Inhibit gate 

 

Special case of AND gate 

that occurs if a condition is 

true and the input event 

occurs 

 

The assessment is performed in the following steps: 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. It is usual to limit the resolution of the investigation 

by excluding certain systems from detailed study and also to disregard certain 

actions, e.g. deliberate sabotage. 

 

2) Define the top event 

The top event of the investigation must be clearly defined with exactly which 

system is affected and what the significant problem is. 

 

3) Create tree structure 

Define what events and conditions that leads to the top event and then iterate the 

process down the created branches until every branch is terminated in a basic or 

undeveloped event. If two or more events must coincide to lead to a consequence 

higher in the tree structure, an AND gate should be used. If only one of the 

conditions needs to be fulfilled for the top event to occur, an OR gate should be 

used to connect the tree (see example in Figure 5). 

All gates and basic and undeveloped events should be named so they can be 

referenced. 

 

 

Condition 
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4) Analyse Fault Tree 

Using Boolean algebra, the tree is analysed, starting with the top event and 

moving down from there. AND gates are replaced by the product of its inputs 

(A˅B) and OR gates with the sum of its input (A˄B). When all levels have been 

explored the tree is reduced, using the Boolean laws, so that the minimum cut 

sets are found. In general, shorter sets are more probable, and thus more 

important. A large fault tree can be complex to handle manually, but there are 

software analysis tools commercially available. 

 

5) Quantify result 

This is the classic application of a Fault Tree Analysis. In this step the probability 

of the top event is calculated. Quantifying data can involve different methods and 

is often a complex process that requires expert knowledge. 

 

Figure 5: Example of Fault Tree with AND gate and OR gate (not fully developed) 

6) Use the result for decision making 

When the process has been completed, the result can be used to determine if the 

estimated performance of the process meets the established goal and to identify 

improvement opportunities. For the purpose of fulfilling the machine directive, 

the purpose of the activity is to see if the process meets the requirements set up in 

the directive, nevertheless the result can give wider insights, depending on the 

limits that were defined at the beginning of the analysis. 
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2.8 Failure Modes and Effects Analysis (FMEA) 

FMEA is a qualitative method to analyse hardware systems on a component level. The 

method is very structured and requires a well-defined system, therefore also resource and 

time consuming. Using a variation called FMECA (Failure Modes, Effects and Criticality 

Analysis), quantitative data will be generated, which can be useful for showing 

compliance with certain standards or governing protocols. It is used predominantly for 

mechanical and electrical or electronic systems. 

The analysis can be divided into the following steps: 

1) Define the system 

The intended functions and boundaries of the system must be defined before the 

analysis can commence. This can include decisions on whether to include 

supplies like media and energy, the categories of people that will interact with the 

unit and identifying the different operational modes of the system to be 

incorporated in the analysis. When using the method FMEA it is important to 

specify the mode of operation that is being investigated. If the equipment has 

several operation modes, it can be necessary to perform individual analysis for 

each mode. 

 

2) Define the type of hazards to be included 

This step defines the category of hazards to be considered in the survey. For the 

purpose of fulfilling the Machine Directive, the focus will be on safety, but in a 

more general perspective it could also include environmental and/or financial 

aspects. 

 

3) Choose the approach to be used for the analysis 

The FMEA can be conducted either bottom-up or top-down. The first case is a 

hardware approach that looks on the possible failure modes on a component level 

and investigates the effect of component failure on the overall system. The latter 

is a functional approach, typically used when design data is unavailable or the 

system is very complex. This method looks more on ways the system can 

malfunction due to failures on a sub level. 

There is also a hybrid of the two methods where the top-down approach is used to 

limit the investigation to the functions that are most critical for the integrity of the 

system. Thereafter the hardware approach is applied to the functions that have 

been selected. 

4) Subdivide the system for analysis 

The system is divided in different elements that can be either components or 

functions depending on the approach used in the analysis 

 

5) Identify potential failures modes for system elements 

The ways each element can fail is registered to create a list of potential 

malfunctions. General failure conditions are [IEC 60812]: 

a) Failure during operation 

b) Failure to operate at a prescribed time 

c) Failure to cease operation at a prescribed time 

d) Premature operation 

This list needs to be extended with specific failure modes adapted to the system 

being analysed to achieve full representation. It is useful to identify probable 



33 

 

 

 

 

causes for the potential failures. Examples of typical failure modes for electrical 

and hydraulic components can be found in Table 14 and Table 15 respectively. 

[EN-ISO 13849-2] also contains similar data for mechanical and pneumatic 

systems, although not reproduced here. 

Table 14: Example of typical electrical component failure modes from [EN-ISO 13849-2], 

formatting by [Eriksson et al.] 

Group Component Typical Fault 

Conductors and 

connectors 

Conductors/cables 

Short-circuit between any two 

conductors 

Short circuit of any conductor to an 

exposed conductive part or to earth or 

to the protective bonding conductor 

Open circuit of any conductor 

Printed circuit 

boards/assemblies 

Short-circuit between two adjacent 

tracks/pads 

Open circuit of any track 

Terminal block 

Short-circuit between adjacent 

terminals 

Open circuit of individual terminals 

Multi-pin connector 

Short-circuit between any two adjacent 

pins 

Interchanged or incorrectly inserted 

connector when not prevented by 

mechanical means 

Short-circuit of any conductor to earth 

or a conductive part or to the protective 

conduction 

Open-circuit of individual connector 

pins 

Switches 

Electromechanical 

position switch, manually 

operated switch  

(e.g. push-button, DIP 

switch, temperature 

switch etc.) 

Contact will not close 

Contract will not open 

Short-circuit between adjacent contacts 

insulated from each other 

Simultaneous short-circuit between 

three terminals of change-over contacts 

Electromechanical 

devices  

All contacts remain in the energised 

position when the coil is de-energised 
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Group Component Typical Fault 

(e.g. relays) 
All contacts remain in the de-energised 

position when the power is applied 

Contact will not open 

Contact will not close 

Simultaneous short-circuit between the 

three terminals of a change-over 

contact  

Short-circuit between two pairs of 

contacts and/or between contacts and 

coil terminal 

Simultaneous closing of normally open 

and normally closed contacts 

Proximity switches 

Permanently low resistance at output 

Permanently high resistance at output 

Interruption in power supply 

No operation of switch due to 

mechanical failure 

Short-circuit between the three 

contacts of a change over switch 

Solenoid valves 

Does not energise 

Does not de-energise 

Discrete electrical 

components 

Transformers 

Open circuit of individual winding 

Short-circuit between different 

windings 

Short-circuit in one winding 

Change in effective turns ratio 

Inductances 

Open circuit 

Short-circuit 

Random change of value 

0.5 L < L < L + tolerance 

Resistors Open circuit 
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Group Component Typical Fault 

Short-circuit 

Random change of value 

0.5 R < R < 2 R 

Resistor networks 

Open circuit 

Short-circuit between any two 

connections 

Short-circuit between any connections 

Random change of value 

0.5 R < R < 2 R 

Potentiometers 

Open circuit of individual connection 

Short-circuit between all connections 

Short-circuit between any two 

connections 

Random change of value 

0.5 R < R < 2 R 

Capacitors 

Open circuit 

Short-circuit 

Random change of value 

0.5 C < C < C + tolerance 

Electronic 

components 

Discrete semi-conductors 

(e.g. diodes, transistors, 

voltage regulators, quartz 

crystals, LEDs) 

Open-circuit of any connection 

Short-circuit between any two 

connections 

Short-circuit between all connections 

Change in characteristics 

Optocouplers 

Open-circuit of individual connection 

Short-circuit between any two input 

connections 

Short-circuit between any two output 

connections 

Short-circuit between any two 

connections of input and output 
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Group Component Typical Fault 

Non-programmable 

integrated circuits 

(less than 1000 gates 

and/or less than 24 pins, 

e.g. OP amplifiers, shift 

registers) 

Open-circuit of each individual 

connection 

Short-circuit between any two 

connections 

Stuck-at-fault. Static “0” or “1” signal 

at all inputs and outputs, either 

individually or simultaneously 

Parasitic oscillations of outputs 

Changing values (e.g. input/output 

voltage of analogue devices) 

Programmable integrated 

circuits 

(more than 1000 gates 

and/or more than 24 pins) 

Faults in all or part of the function 

including software faults  

Open-circuit of each individual 

connection 

Short-circuit of any two connection 

Stuck-at-fault. Static “0” or “1” signal 

at all inputs and outputs, either 

individually or simultaneously 

Parasitic oscillations of outputs 

Changing value (e.g. input/output 

voltage of analogue devices) 

Undetected faults in the hardware 

which go unnoticed because of the 

complexity of the circuit 

 

Table 15: Example of typical hydraulic component failure modes from [EN-ISO 13849-2] 

Group Component Typical Fault 

Valves Directional control valves 

Change of switching times 

Non–switching (sticking at an end or 

zero position) or incomplete switching 

(sticking at a random intermediate 

position) 

Spontaneous change of the initial 

switching position (without an input 

signal) 
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Group Component Typical Fault 

Leakage 

Change in the leakage flow rate over a 

long period of use 

Bursting of the valve housing or 

breakage of the moving component(s) 

as well as breakage/ fracture of the 

mounting or housing screws 

For servo and proportional valves: 

hydraulic faults which cause 

uncontrolled behaviour 

Stop (shut–off) 

valves/non–return 

(check) valves/shuttle 

valves, etc. 

Change of switching times 

Non–opening, incomplete opening, 

non–closure or incomplete closure 

(sticking at an end position or at an 

arbitrary intermediate position) 

Spontaneous change of the initial 

switching position (without an input 

signal) 

For shuttle valves: simultaneous 

closing of both input connections 

Leakage 

Change in the leakage flow rate over a 

long period of use 

Bursting of the valve housing or 

breakage of the moving component(s) 

as well as breakage/fracture of the 

mounting or housing screws 

Flow valves 

Change in the flow rate without change 

in the setting device 

Change in the flow rate in the case of 

non–adjustable, circular orifices and 

nozzles 

For proportional flow valves: Change 

in the flow rate due to an unintended 

change in the set value 

Spontaneous change in the setting 

device 

Unintended loosening (unscrewing) of 
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Group Component Typical Fault 

the operating element(s) of the setting 

device 

Bursting of the valve housing or 

breakage of the moving component(s) 

as well as the breakage/fracture of the 

mounting or housing screws 

Non–opening or insufficient opening 

(spatially and temporarily) when 

exceeding the set pressure (sticking or 

sluggish movement of the moving 

component) 

Non–closing or insufficient closing 

(spatially and temporarily) if the 

pressure drops below the set value 

(sticking or sluggish movement of the 

moving component) 

Change of the pressure control 

behaviour without changing the setting 

device 

For proportional pressure valves: 

change in the pressure control 

behaviour due to unintended change in 

the set value 

Spontaneous change in the setting 

device 

Unintended unscrewing of the 

operating element of the setting device 

Leakage 

Change of the leakage flow rate over a 

long period of use 

Bursting of the valve housing or 

breakage of the moving component(s) 

as well as breakage/ fracture of the 

mounting or housing screws 

Metal pipework, 

hose assemblies 

and connectors 

Metal pipework 

Bursting and leakage 

Failure at the connector (e. g. tearing 

off, leakage) 

Clogging (blockage) 

Hose assemblies 

Bursting, tearing off at the fitting 

attachment and leakage 

Clogging (blockage) 
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Group Component Typical Fault 

Connectors 

Bursting, breaking of screws or 

stripping of threads 

Leakage (loss of the leak–tightness) 

Clogging (blockage) 

Filters Filters 

Blockage of the filter element 

Rupture of the filter element 

Failure of the bypass valve 

Failure of the dirt indicator or dirt 

monitor 

Bursting of the filter housing or 

fracture of the cover or connecting 

elements 

Energy storage Energy storage 

Fracture/bursting of the energy storage 

vessel or connectors or cover screws as 

well as stripping of the screw threads 

Leakage at the separating element 

between the gas and the operating fluid 

Failure/breakage of the separating 

element between the gas and the 

operating fluid 

Failure of the filling valve on the gas 

side 

Sensors Sensors 

Faulty sensor 

Change of the detection or output 

characteristics 

 

6) Evaluate consequences of potential failure modes 

The consequences of the potential failure mode is determined. Consequences can 

be divided into local effects that influences the element under consideration, 

higher level effects that changes conditions in the next element level or end 

effects that has an overall effect on the system and may be the combined outcome 

of more than one simultaneous faults. Recommendations for system 

improvements should also be included in this step. An example of a FMEA work 

sheet can be found in Table 16.  

7) Quantitative evaluation (optional) 

If quantitative data is required to make a justified decision, Table 16 nedan may 

also be augmented to include columns with evaluations of severity and 

probability. Incorporating this step in the analysis results in a so called Failure 

Modes, Effects and Criticality Analysis (FMECA). 

 



40 

 

 

 

 

Table 16: Example of FMEA work sheet. 

Item/Function 

F
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F
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a
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Start in-

hibitor 

Hatch 

closed 

detec-

tion 

Hatch 

open/ 

/closed 

detec-

tion 

sensor 

Detects 

closed 

when 

open 

Signals 

closed 

when 

open 

System 

reports 

hatch 

closed 

when it 

is open. 

System 

can be 

started 

in 

unsafe 

mode 

(hatch 

open) 

Short 

circuit 

 

Wiring 

fault 

System 

ready 

signal 

light 

while 

hatch is 

open 

Two 

channel 

system 

Consider 

a pre-start 

system 

status 

check 

requiring 

status 

change of 

hatch 

signal 
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3 Definitions 

 Definition 

Risk A combination of the probability and the degree of an injury or damage to 

health that can arise in a hazardous situation
*
 

Risk analysis Combination of the specification of the limits of the machine, hazard 

identification and risk estimation
†
 

Risk assessment Overall process comprising a risk analysis and a risk evaluation
†
 

Risk management Coordinated activities to direct and control an 

organization with regard to risk
‡
 

Hazard Potential source of injury or damage to health
*
 

Harm Physical injury or damage to health
†
 

Quantitative 

methods 

Methods used for risk assessment where the risk is calculated statistically.  

Qualitative risk 

analysis 

Methods where the risk is weighted on assumptions and estimates rather 

than calculated 

Top-down 

approach 

Determining possible hazardous situations and thereafter analysing the 

possible events leading to the situation, e.g. FTA. 

Bottom-up 

approach 

Analysing consequences from identified single faults, e.g. FMEA. 

Risk matrix Tool for ranking based on estimated consequence and probability. 

Level of risk Magnitude of a risk or combination of risks, expressed in terms of the 

combination of consequences and their likelihood
‡
 

  

                                                           
* Definition from Directive 2006/42/EC 

† Definition from ISO 12100:2010 

‡ Definition from ISO 31000:2009 



42 

 

 

 

 

4 Conclusions 

Risk analysis is a requirement to fulfil the demands of Directive 2006/42/EC on 

machinery. For maximum benefit the analysis should be initiated as early as possible in 

the design process. Otherwise, expensive design mistakes may occur that will have to be 

addressed at a later stage. Risk analysis should preferably be an on-going process 

throughout the development of a new product and needs to be iterative until an acceptable 

risk level is achieved and no new unacceptable risks have been introduced. 

There are several risk analysis methods available, each with their benefits and drawbacks. 

Selecting the most suitable method can be hard and requires experience. Inspiration can 

come from standards harmonised with Directive 2006/42/EC like ISO 12100 or 

ISO 13849 that contains information and proposed methods for managing risk. 
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