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Abstract—Sixth-generation (6G) networks are expected to
evolve toward Al-native and cross-layer mobile intelligence.
However, many current Al-enabled wireless designs remain
prediction-driven, producing estimates or decisions without ex-
posing the reliability of those outputs to the rest of the system.
This is especially problematic in applications such as teleop-
eration, where physical-layer AI functions, such as channel
estimation or link-quality prediction, may become unreliable
under fast-varying conditions. If higher layers, including MAC-
layer functions such as scheduling and link adaptation and
network-layer functions such as routing and mobility manage-
ment, act on such outputs without accounting for their confidence
or validity, errors may propagate across the protocol stack
and degrade end-to-end performance. In this vision paper, we
highlight that future 6G systems should move toward trust-aware
cross-layer intelligence. We envision a trust-aware mechanism
that complements existing 3GPP control and signaling procedures
by attaching reliability-related information to AI outputs. We
outline a conceptual system model spanning the physical (L1),
MAC (L2), and network/service (L.3) layers, with a teleoperation
use case, and highlight the key open challenges for building more
explainable and trustworthy Al-native mobile systems.

Index Terms—6G, cross-layer intelligence, trustworthy AlI,
explainable Al teleoperation, mobile intelligence, uncertainty-
aware wireless systems

I. INTRODUCTION

Wireless systems are undergoing a major architectural tran-
sition. Such a transition is driven by the growing complex-
ity of wireless environments and the increasing demands of
emerging applications, for example, industrial teleoperation
and immersive services [1], [2]. While fifth-generation (5G)
networks largely rely on manually designed optimization rules
across protocol layers/stack, sixth-generation (6G) systems
are expected to integrate artificial intelligence (AI) natively
across the protocol layers to support real-time adaptation and
zero-touch automation, as shown in Fig. 1, [3], [4]. As a
result, introducing Al-driven network operations in wireless
systems poses a fundamental architectural challenge. Although
Al models perform well at large-scale optimization and pattern
recognition, wireless environments remain highly dynamic,
partially observable, and subject to significant distributional
shifts between training and deployment conditions. In this
case, the factors such as user mobility, interference, and
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Fig. 1. From traditional 5G optimization to Al-driven, zero-touch 6G.

hardware impairments may cause the AI model outcomes
to become highly unreliable, especially when the network
needs to act quickly and reliably [5], [6]. Therefore, a highly
optimized prediction is insufficient if the rest of the protocol
stack cannot assess its underlying reliability. This limitation is
particularly important in Al-enabled cross-layer control, where
unreliable predictions from the physical (PHY (L1)) layer
functions can propagate into MAC- and network-level deci-
sions. For example, physical-layer operations, such as wireless
channel estimation and link-quality prediction, may influence
higher-layer (MAC (L2) and Network (L3)) control functions,
including scheduling, link adaptation, mobility handling, and
service continuity. Although uncertainty-aware Al methods are
increasingly being explored for specific wireless tasks such as
resource allocation and interference management [6]-[8], these
efforts usually focus on improving a single function at a time.
They do not often explain how reliability-related information
should be passed to other control functions across the protocol
stack. As a result, higher-layer control functions may still
receive lower-layer Al outputs without a clear indication of
their reliability under current operating conditions, leading to
unsafe or unstable behavior. [7], [8].

In this paper, we highlight that Al-native wireless systems
must evolve from prediction-driven operation toward trust-
aware cross-layer intelligence, as shown in Fig. 1. The next
architectural step for 6G is not just placing more Al blocks
within isolated protocol layers, but designing mechanisms that
explicitly represent, propagate, and act upon the reliability of



those outputs. In particular, the protocol layers must exchange
trust-aware control information attached to Al outputs that
reflect their expected reliability under current operating con-
ditions. This paradigm shift ensures the adaptability, explain-
ability, and trustworthiness required to meet the demands of
dynamic 6G environments. This vision paper also identifies
the lack of trust-aware information as a critical gap in current
Al-native designs and introduces its cross-layer exchange as a
unifying system-level concept for 6G. To map this concept to
practice, we present a cross-layer system model that shows
how trust-related information can be propagated and used
across the physical, MAC, and network/service layer functions,
with teleoperation as the primary use case.

II. WHY CURRENT AI-NATIVE WIRELESS SYSTEMS ARE
STILL NOT TRUST-AWARE?

The Current Al-driven wireless designs typically focus on
optimizing local protocol-layer functions, such as channel
estimation, traffic prediction, anomaly detection, scheduling,
or resource allocation [5]. Even when these blocks achieve
strong average performance, they rarely expose reliable trust
information to other functions that rely on their outputs. As
a result, the higher-layer (MAC, Network) control functions
may receive a prediction or recommendation without knowing
whether it was produced under known conditions or under
significant model uncertainty. This gap is critical because
two numerically similar predictions may therefore carry very
different levels of operational risk. In applications such as
teleoperation, this becomes especially problematic, since un-
reliable lower-layer (PHY) outputs may trigger unstable link
adaptation, poor scheduling decisions, or delayed higher-layer
responses, ultimately degrading end-to-end performance [1],
[9]. A strong local Al-based predictor is therefore not enough
if its outputs cannot be interpreted, verified, or safely used by
the rest of the protocol stack.

III. FROM PREDICTION-DRIVEN TO TRUST-AWARE
CROSS-LAYER INTELLIGENCE

Future 6G systems should not only optimize Al prediction
accuracy; they should also expose when an Al output is
reliable enough to guide network control. In this paper, trust-
aware control information refers to reliability-related metadata
attached to an Al-generated output in a form that other
control functions can interpret and use. Depending on the task,
this metadata may include calibrated confidence, uncertainty
estimates, consistency checks, or an out-of-distribution (OOD)
flag indicating that the current operating condition differs
significantly from the training or validation conditions.

The key idea is to translate this reliability information across
the protocol stack. At L1, it may describe the reliability of
channel estimation or link-quality prediction. At L2, it can be
converted into decision risk for scheduling, link adaptation,
HARQ configuration, or pilot adaptation. At L3, it can be
abstracted into service-level risk, such as service continuity or
mobility risk for teleoperation. Thus, trust-aware cross-layer
intelligence is not only about exposing uncertainty, but about

converting lower-layer reliability into control decisions that
higher layers can use.

As an Illustrative example, Consider a teleoperation flow
between an operator-side user equipment (UE) and a remote
machine through a serving base station. Let x; denote lower-
layer observations at time ¢, such as pilot/reference-signal
measurements, estimated channel state information (CSI),
and recent link-quality statistics. An Al-assisted L1 function
fo(-) may output both a channel-related estimate Z; and a
reliability descriptor 7y = {us, 04, ¢, s¢}. Here, u; denotes
an uncertainty score, o; an out-of-distribution (OOD) score
or flag, ¢; a calibration or consistency indicator, and s; €
{reliable, caution, unreliable} a derived reliability state used
by higher-layer control functions. Candidate mechanisms for
deriving these quantities are discussed in Section VII.

If the deployment environment shifts because of fast
Doppler, blockage, or interference, a prediction-driven design
may still use 2; directly for modulation and coding scheme
(MCS) selection and scheduling. This may lead to overly
aggressive link adaptation, additional retransmissions, and
latency variation. In the proposed trust-aware design, 7; is
exposed together with Z,. The medium access control/radio
resource management (MAC/RRM) layer can then apply
MCS backoff, adjust hybrid automatic repeat request (HARQ)
operation, allocate additional pilot/reference-signal resources,
or use more conservative scheduling for the affected UE
or service flow. The same reliability descriptor can also be
used to form a service-level status indicating whether lower-
layer uncertainty is starting to affect the latency or reliability
requirements of that flow. The Network/service-layer functions
can use this status to support mobility management, quality-
of-service (QoS) flow adaptation, network-slice resource adap-
tation, or application-level control-rate adaptation for tele-
operation. The logged observations, descriptors, actions, and
outcomes can also feed the monitoring and data management
loop in Fig. 3 for recalibration and model updates.

IV. ROLE IN EXPLAINABILITY AND TRUSTWORTHINESS?

This mechanism gives explainability and trustworthiness a
more practical role in Al-native wireless systems. Instead of
exposing only an Al output or a final control action, the
network can also expose why that output was accepted, used
cautiously, or discarded. For example, a fallback decision can
be explained by a high uncertainty score, an OOD indication,
or a failed consistency check, rather than appearing as an
opaque policy switch. This does not solve all explainability
challenges, but it gives network functions and human operators
a clearer basis for interpreting Al-assisted decisions [10], [11].

This information is also important for trustworthiness, be-
cause a high average prediction accuracy is insufficient for
safety-critical mobile services. A model may perform well
under normal conditions while becoming unreliable under
mobility, blockage, interference, or other distribution shifts
[6]. By exposing operational risk, higher layers can apply risk-
aware adaptation or trigger deterministic fallback mechanisms,
such as robust baselines, safe operating modes, or classical



rule-based control. This supports graceful degradation during
unreliable operating conditions and helps combine Al adapt-
ability with the reliability of classical control.

V. CONCEPTUAL SYSTEM MODEL FOR TRUST-AWARE 6G

Fig. 2 summarizes the proposed conceptual system model.
Rather than introducing a new protocol architecture, the figure
organizes the vision into three functional parts: layer-specific
Al functions, cross-layer reliability exchange, and a monitor-
ing/fallback plane. These parts indicate where Al outputs and
reliability descriptors may be generated, consumed, monitored,
and used to trigger safer operating modes when Al behavior
becomes unreliable. In this model, the standard data path car-
ries Al-assisted estimates and state information across layers,
while the trust-aware path carries reliability indicators that can
be translated into L2 radio decision risk and L3 service-level
adaptation.
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Fig. 2. Proposed System Model for trust-aware cross-layer intelligence in
Al-native 6G systems.

VI. TELEOPERATION USE CASE

We focus on teleoperation as a primary use case for this
vision. As illustrated in Fig. 3, the end-to-end performance
in robotic control and immersive feedback loops depends
not only on average throughput, but also on strict latency
constraints, control-loop stability, and service continuity under
dynamic operating conditions. In such settings, unreliable
lower-layer Al outputs can quickly propagate upward from
L1 to L3, degrading overall system behavior.

This challenge is reinforced by the operational time mis-
match between offline model development and real-time exe-
cution at the edge. While data management, model training,
and validation occur over longer time scales, such as minutes,
hours, or days, the deployed Al must make control decisions
within much narrower operational windows (milliseconds).
During live operation, the model may encounter mobility
changes, interference bursts, and other wireless conditions that
differ from those seen during development. For this reason,
teleoperation is an effective validation setting for the pro-
posed trust-aware mechanism. By exposing the reliability of
lower-layer outputs in real time, a trust-aware network allows
higher layers to interpret local variability and activate fallback
mechanisms when needed. More broadly, a safe teleoperation
requires adaptive Al-driven control to coexist with trustworthy
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Fig. 3. End-to-end view of the teleoperation use case, illustrating backend
orchestration, edge execution, and the closed-loop operator—network—robot
interaction under real-time constraints.

monitoring, ensuring graceful degradation under unreliable
conditions.

VII. CANDIDATE MECHANISMS AND MODELS FOR
TRUST-AWARE CONTROL

A key strength of this vision is that it is not tied to one
specific type of Al model, uncertainty method, or explainabil-
ity technique. In practice, trust-aware cross-layer intelligence
will likely require combining predictive AI models with trust-
aware signaling and explainability mechanisms across different
protocol layers. At L1, these signals may come from Al-based
modules for wireless channel estimation or prediction. For
example, a deep-learning-based channel estimator may provide
the channel estimate itself, while a Bayesian neural-network-
based predictor may additionally quantify uncertainty in that
estimate or prediction [12], [13]. Out-of-distribution detection
is another potential source of information, but it poses a dif-
ferent challenge: identifying when current wireless conditions
differ significantly from those encountered during training
or validation. At L2, reinforcement learning and constrained
decision methods may support trust-aware scheduling, link
adaptation, and dynamic resource management. At L3, graph-
based, relational, or policy-learning models may be useful for
mobility management, service orchestration, and slice-level
adaptation.

The trust-aware operation also requires more than predictive
intelligence. In this case, the explainability methods can help
operators interpret cross-layer decisions and fallback behavior,
while robust generalization is needed to keep these models
reliable across changing wireless conditions, mobility patterns,
and deployment environments. The main question is therefore
not which individual method performs best locally, but how
different methods can be integrated and translated into forms
that other control functions across the stack can use consis-
tently.

VIII. OPEN RESEARCH CHALLENGES

Several challenges must be addressed before trust-aware
cross-layer intelligence becomes practical in Al-native 6G
systems.



Calibration and generalization: These trust-aware signals
should reflect real operational risk rather than relying only on
the AI model’s own confidence estimate. It must also remain
meaningful across changing deployment conditions, mobility
profiles, and traffic patterns [6], [14].

Cross-layer semantics: Reliability-related information pro-
duced at one layer must be translated into forms that higher
layers can use. For example, reliability information from L1
may need to be translated into decision risk at L2, and
later into service-level reliability measures at L.3. Therefore,
designing these translations consistently across layers remains
an open problem [15].

Real-time operation under strict latency constraints:
confidence/risk signal must be computed and used under
strict latency constraints, especially in teleoperation. This
is especially challenging for operations such as uncertainty
estimation, explanation generation, and real-time monitoring,
which must remain lightweight enough for edge deployment
(1], [6], [14].

Hybrid control and interoperability: The proposed vision
depends on effective coexistence between Al-driven control
and traditional or classical approaches. It also requires com-
mon interfaces so that different Al functions, vendors, and
protocol layers can exchange and use information consistently
[15].

IX. TOWARD REALIZING THE VISION

Turning this vision into practice will require solving both
algorithmic and system-level challenges. A first step is to
identify suitable forms of trust-aware control information for
lower-layer Al functions such as channel estimation, sensing,
and radio control. A second step is to translate this information
into decision-relevant semantics for higher-layer logic, includ-
ing scheduling, link adaptation, mobility handling, and service
continuity management. A third step is to validate the resulting
architecture with use cases such as teleoperation, where cross-
layer reliability, explainability, and graceful degradation are
all critical. Finally, simulation and testbed environments such
as Sionna and QuaDRiGa can provide valuable intermediate
platforms for developing, testing, and validating these ideas
before deployment in more realistic 6G settings [16].

X. CONCLUSION

The Al-native 6G systems will require more than accurate
predictions. They will also require mechanisms that make
Al outputs more explainable and trustworthy across protocol
layers. We highlighted the need to move from prediction-
driven wireless intelligence toward trust-aware cross-layer
intelligence. Our core claim is that future protocol layers
should exchange not only state and control information but
also trust-aware control information reflecting the reliability
of Al-generated outputs under current operating conditions.
Such information can help higher layers interpret operational
risk, support hybrid Al-conventional operations, and maintain
graceful degradation in critical services such as teleoperation.
By framing the challenge in terms of trust-aware signaling

exchanged across protocol layers, rather than any single
modeling technique, this paper highlights a broader research
agenda for generalized, explainable, and trustworthy mobile
intelligence in 6G. In this view, the key system-level question
for Al-native 6G is not only how to make better predictions,
but how to represent, share, and use the reliability of Al
outputs across the protocol stack.
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