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Abstract—Reliable cellular connectivity is crucial for connected
and automated vehicles; however, evaluating how communica-
tion links behave under controlled degradation during real-
world driving remains challenging. This work introduces the
Connectivity Controller, a modem-based hardware–software tool
that enables deterministic, scenario-synchronized manipulation
of connectivity conditions in on-road experiments. The controller
integrates a programmable digital step attenuator and a network-
emulation engine within a dedicated modem, and exposes a uni-
fied API that allows external systems, including ATOS, an open-
source scenario execution framework, to trigger impairments at
precise spatial or temporal points during a driving scenario.
To validate the approach, test-track experiments are conducted
using a dual-modem setup in which one modem is subjected to
controlled RF attenuation while the other serves as a baseline
reference. The evaluation focuses on RF-layer behavior, demon-
strating consistent attenuation, repeatable trigger alignment, and
isolation between impaired and non-impaired communication
paths under real vehicle motion. These results indicate that
the proposed approach can support controlled and repeatable
connectivity experimentation in realistic environments. Overall,
the Connectivity Controller provides a practical platform for
studying vehicular connectivity under controlled degradation.

I. INTRODUCTION

Reliable connectivity is essential for connected and auto-
mated vehicles, supporting functions such as edge-based per-
ception, HD map updates, teleoperation, and V2X communica-
tion [1, 2, 3, 4]. Yet evaluating connectivity performance under
controlled degradation during real driving remains difficult.
Drive or walking tests offer realism but lack repeatability due
to varying network and environmental conditions [5, 6], while
laboratory approaches such as channel emulators and over-
the-air (OTA) setups provide control but cannot reproduce
real vehicle motion or propagation dynamics [7, 8]. This
creates a gap between controlled experimentation and realistic
evaluation.

To address this gap, we introduce the Connectivity Con-
troller, a hardware–software tool that enables deterministic,
scenario-synchronized manipulation of connectivity conditions

We thank Sweden’s Innovation Agency, Vinnova, for funding Grant No.
2023-01704, making the work described here possible.

This work is licensed under a “CC BY 4.0” license. cb

during real-world driving. The contribution lies in integrating
programmable RF and IP-layer impairments with a scenario
execution framework, enabling controlled and repeatable ex-
periments under realistic vehicle motion. The system combines
a vehicle-mounted modem, a programmable RF attenuator,
and a software layer integrated with ATOS [9], enabling
precise triggering of impairments while preserving real-world
propagation effects.

The goal of this work is to validate the correctness and
experimental utility of the Connectivity Controller. We employ
a dual-modem setup where one modem is controlled and the
other serves as a baseline, enabling attribution and isolation of
effects. The evaluation focuses on RF-layer behavior, indicat-
ing repeatable attenuation effects, consistent trigger alignment,
and independence between modems under real vehicle motion.

Section II reviews related work. Section III details the
Connectivity Controller, Section IV describes the experimental
methodology, Section V presents the results, and Sections VI
and VII discuss implications and conclusions as well as future
work.

II. RELATED WORK

Vehicular connectivity is traditionally evaluated through
drive tests on operational networks, which provide realistic
insight into channel behavior but exhibit substantial run-
to-run variability [6]. Laboratory-based RF testing provides
repeatability through tools such as channel emulators, which
are widely used in V2X research [10]. However, such setups
cannot replicate vehicle-body shadowing, dynamic multipath,
or large-scale mobility effects observed in real environments
[8, 11].

Scenario-based testing frameworks provide a complemen-
tary approach by enabling precise synchronization of vehicle
motion and event timing. These methods are commonly em-
ployed in automated driving research [12] and have demon-
strated strong run-to-run consistency in controlled experiments
[9]. ATOS, used in this work, builds on these principles to
execute repeatable driving scenarios.

Despite advances in connectivity measurement and test
automation, existing methods rarely enable realistic RF impair-
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ment during real-world vehicle motion. Most prior work either
analyzes natural link behavior or evaluates RF conditions in
isolated laboratory settings. The following section introduces
the proposed Connectivity Controller, which fills this gap
by enabling precise, software-controlled manipulation of RF
conditions on a moving vehicle using a modem, an inline RF
attenuator, and a scenario-triggered software interface.

III. CONNECTIVITY CONTROLLER

The Connectivity Controller (CC) is a device that provides
a programmable interface for imposing connectivity impair-
ments during vehicle operations. As shown in Fig. 1, the
controller integrates three major components: (i) the vehi-
cle’s onboard computer, performing computations related to
the operations of a vehicle, (ii) a CC modem, external to
the vehicle systems, that runs the controller software, and
(iii) the vehicle’s own modem, for interfacing with external
systems. Elements (i) and (iii), together with the CC, form
a configurable connectivity path whose characteristics can be
manipulated at precise points in a driving scenario. This en-
ables controlled experimentation while preserving real-world
propagation conditions.

During operation, the user (human operator or system) is-
sues impairment commands to the Connectivity Controller via
an API. The controller software interprets these commands and
determines whether packet-level emulation or RF attenuation
should be applied. Because the Connectivity Controller is
implemented directly in a modem, it acts both as a network
endpoint and as an intermediary device capable of shaping
the conditions experienced by the downstream vehicle modem.
This allows impairments to be applied transparently without
modifying vehicle systems.

CC can operate in several modes, whose descriptions follow:
Baseline In baseline operation, the controller modem is not

on the connectivity path, and packets follow the edges marked
(1) in Fig. 1. This mode represents normal operations, preserv-
ing the vehicle modem’s native connectivity characteristics and
serving as a reference condition.

Man-in-the-middle In man-in-the-middle (MiTM) mode,
packets destined for or originating from the vehicle modem
are routed through the operating system of the CC modem’s
internal packet-emulation engine along edges marked (2) in
Fig. 1. Here, controlled IP-layer impairments, such as delay,
jitter, loss, duplication, and corruption, can be applied before
packets are forwarded to the vehicle modem1. Because the
vehicle modem remains unaware of this manipulation, the
controller functions as a transparent inline router.

RF Attenuation In RF attenuation mode, user commands
influence CC to adjust a digital step attenuator inserted be-
tween the vehicle modem and its antenna (edge (3)). Increasing
attenuation reduces the power of the RF signal received or
transmitted by the vehicle modem, enabling emulation of
weak-signal conditions.

1netem is a suitable software package for network emulation, allowing such
operations [13].

The controller exposes a unified API, allowing external
tools, such as ATOS [9], as well as manual users via
graphical user interfaces, to trigger impairments based on
scenario progress, time, or vehicle position. The Connectiv-
ity Controller can operate in both Man-in-the-Middle and
RF Attenuation modes simultaneously. Because impairment
commands are executed inside the controller modem itself,
timing alignment is precise and consistent across repeated
runs. Trigger execution is performed with millisecond-level
resolution in alignment with the work presented in [9].

Overall, the Connectivity Controller forms a flexible plat-
form for scenario-driven manipulation of vehicular connec-
tivity. Its contribution lies in enabling repeatable, scenario-
synchronized experiments under realistic conditions.
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Fig. 1: Overarching setup and packet flow. Edge (1) represents
baseline passthrough. Edge (2) routes packets through the
Network Emulation module during MiTM operation. Edge (3)
illustrates the digital step attenuator’s impact on the RF path
between the vehicle modem and the packet destination.

IV. EXPERIMENTAL METHODOLOGY

Experiments were conducted at the AstaZero proving
ground on the multilane test track, which provides a controlled
environment with minimal external variability. All measure-
ments were taken on a commercial 5G network, and the
serving cell configuration for the area is shown in Fig. 2.

A Ford Mondeo research vehicle, configured as in previous
experiments [14], was equipped with two independent 5G
modems (Teltonika RUTX50), each connected to a dedicated
roof-mounted antenna (Poynting MIMO-3-17). Both modems
were restricted to the same carrier band (N3) and PLMN,
and were synchronized via NTP to the same time source



Fig. 2: Cell tower location.

(gbg1.ntp.se). Each modem’s integrated GNSS receiver pro-
vided continuous positioning, enabling RF measurements to
be accurately aligned with the vehicle’s trajectory.

Two straight-line driving scenarios were orchestrated using
ATOS [9], which controlled launch timing, vehicle speed,
and scenario execution. The experiments featured both north-
to-south and south-to-north driving directions with 35 dB
attenuation. ATOS triggered the Connectivity Controller’s at-
tenuation module (Mini-Circuits RCDAT-6000-60) at a prede-
fined spatial location in every run, producing consistent RF
degradation events under nearly identical dynamic conditions.
Each scenario was repeated 3 times under identical conditions.
For clarity, representative runs are shown in the figures of
Section V.

Signal-quality metrics were sampled from both RUTX50
modems by polling the gsmctl software [15] at 1 Hz. Logged
parameters included Reference Signal Received Power (RSRP)
and Received Signal Strength Indicator (RSSI). For analysis,
these metrics were interpreted according to the standard 3GPP
definitions [16]. RSRP was derived as the linear average of the
received power of all reference signal resource elements,

RSRP =
1

N

N∑
i=1

PRS,i, (1)

where PRS,i denotes the received power of each reference
symbol. RSSI was computed as the total received wideband
power,

RSSI =
∑
k

Pk, (2)

where Pk represents the received power across all occupied
subcarriers, including signal, interference, and noise. These
formulations enable the evaluation of attenuation-induced ef-
fects independently of channel bandwidth and resource allo-
cation.

In parallel, the Connectivity Controller logged all com-
manded attenuation values with timestamps, ensuring precise

Fig. 3: Top: The Connectivity Controller modem together with
the attenuator used in the experiments. Bottom right: Research
vehicle on the AstaZero multilane track with the serving 5G
cell tower in the background. Bottom left: External MIMO
antennas used for the dual-modem setup.

correlation between induced RF impairments and modem
responses. This setup enabled systematic evaluation of both
(1) the quantitative relationship between applied attenuation
and observed signal-quality degradation and (2) the indepen-
dence of the two modems’ measurements despite operating in
identical physical conditions.

V. RESULTS

This section presents the experimental results obtained using
the Connectivity Controller under two driving scenarios: (i)
a north-to-south trajectory in which the vehicle moves away
from the serving 5G cell tower shown in Fig. 2, and (ii) a
south-to-north trajectory in which the vehicle approaches it. In
both cases, ATOS [9] triggered the controller’s RF attenuation
module at a fixed spatial point.

Each scenario was repeated 3 times per direction. For each
run, the attenuation magnitude is computed as the difference
between the mean RSRP values over fixed-size temporal win-
dows (5 seconds) immediately before and after the attenuation
trigger.

A. North-to-South Scenario

Figures 4 and 5 show the spatial and temporal behavior
observed when traveling away from the tower for a represen-
tative run. In the baseline condition, RSRP gradually decreases



with distance. When attenuation is activated, the Connectivity
Controller produces a clear and immediate drop in RSRP and
RSSI at the same point along the trajectory.

The drop size, around 35 dB, closely matches the pro-
grammed attenuation levels. The moment of attenuation onset
aligns with the ATOS trigger. These observations indicate
that the controller applies RF degradation in a controlled and
consistent manner.

(a) Baseline (b) Attenuated

Fig. 4: North-to-south scenario: spatial RSRP distribution for
(a) baseline and (b) attenuated runs.

(a) Baseline (b) Attenuated

Fig. 5: North-to-south scenario: temporal RSRP and RSSI
traces for (a) baseline and (b) attenuated runs.

B. South-to-North Scenario

Figures 6 and 7 show results for the direction in which
the vehicle approaches the serving cell. In baseline runs,
RSRP increases as the vehicle approaches the tower. When
attenuation is triggered, the Connectivity Controller produces
a clear reduction in signal strength that overlays the natural
upward trend.

A brief dip in RSRP and RSSI occurs around 20 seconds
in both modems. Since the collected data logs do not contain
any cell reselection, and the location of the dip aligns with
the geometry of the track, this behavior is consistent with
transient shadowing from the control tower building located
in the upper left side of figures 4 and 6. The attenuated
modem shows a deeper drop because the applied attenuation
amplifies the shadowing effect. Despite this natural fluctuation,

the attenuation trigger remains aligned, and the controller-
induced reduction remains consistent in magnitude.

(a) Baseline (b) Attenuated

Fig. 6: South-to-north scenario: spatial RSRP distribution for
(a) baseline and (b) attenuated runs.

(a) Baseline (b) Attenuated

Fig. 7: South-to-north scenario: temporal RSRP and RSSI
traces for (a) baseline and (b) attenuated runs.

C. Quantitative Attenuation Analysis

TABLE I: Observed RSRP attenuation across six runs (three
per direction). For each run, the pre and post-attenuation values
are computed as the mean RSRP over 5 seconds, immediately
before and after the attenuation trigger, respectively. The
reported ∆RSRP corresponds to the difference between these
averaged values.

Direction Run Pre (dBm) Post (dBm) ∆RSRP (dB)
N→S 1 -71.9 -105.9 34.0
N→S 2 -74.3 -108.4 34.1
N→S 3 -71.7 -107.4 35.7
S→N 1 -78.6 -115.3 36.7
S→N 2 -73.5 -113.4 39.9
S→N 3 -74.0 -104.0 30.0
Mean – – – 35.1
Std – – – 3.2

Table I summarizes the observed attenuation across the
experimental runs. The reported values are computed using
averaged RSRP measurements before and after the attenuation
event, and ∆RSRP corresponds to the difference between these
averaged values.



Across the runs, the observed attenuation yields an average
RSRP reduction of approximately 35.1 dB with a standard
deviation of 3.2 dB, indicating moderate variability while
maintaining a consistent attenuation effect relative to the
applied signal degradation.

VI. DISCUSSION

The results show that the Connectivity Controller enables a
controlled manipulation of RF conditions during real driving,
while preserving real-world propagation effects. The quanti-
tative analysis demonstrates consistent attenuation across runs
with limited variability relative to the applied degradation, con-
firming reproducible connectivity behavior under controlled
triggers. The system produces RF attenuation with a consistent
magnitude and operates under varying propagation conditions,
including brief natural shadowing, while maintaining isolation
between impaired and baseline modem paths. These findings
show that the controller can support scenario-driven evaluation
of vehicular connectivity under controlled RF degradation.

At the same time, the approach has limitations. Wireless
communication networks exhibit natural variability, and RF
attenuation cannot fully capture complex fading or multipath
effects. The evaluation is limited to a single environment
and RF-layer observations, and should be interpreted as a
controlled validation of the approach.

Future work will extend the evaluation to more diverse envi-
ronments and include higher-layer evaluation and performance
metrics such as throughput and latency.

VII. CONCLUSIONS AND FUTURE WORK

This paper presented a scenario-driven testbed for evaluating
vehicular connectivity under controlled RF degradation. The
approach combines a modem-based Connectivity Controller,
an inline programmable RF attenuator, and the ATOS frame-
work to trigger impairments during real-world driving in a
synchronized, repeatable manner. Validation using a dual-
modem setup showed consistent attenuation effects, reliable
trigger timing, and separation between impaired and baseline
modem paths. These results show that the testbed can sup-
port repeatable on-road connectivity evaluation and provide a
practical platform for studying connectivity-dependent vehicle
functions under controlled conditions.

Future work will extend the system to include multi-channel
attenuation and conduct experiments across a wider range
of environments. Further evaluation will include higher-layer
evaluation and performance metrics such as throughput and
latency, as well as broader statistical analysis across larger
experimental datasets and higher sampling frequencies.
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“Vehicle-to-Infrastructure Communication for Real-
Time Object Detection in Autonomous Driving”. In:
2023 18th Wireless On-Demand Network Systems and
Services Conference (WONS). 2023, pp. 40–46.

[4] Anis Boubakri et al. “High definition map update for
autonomous and connected vehicles: A survey”. In:
2022 International Wireless Communications and Mo-
bile Computing (IWCMC). 2022, pp. 1148–1153.

[5] Konstantinos Kousias et al. “A Large-Scale Dataset of
4G, NB-IoT, and 5G Non-Standalone Network Mea-
surements”. In: IEEE Communications Magazine 62.5
(2024), pp. 44–49.

[6] Jiahai Hu et al. “A comparative measurement study
of cross-layer 5G performance under different mo-
bility scenarios”. In: Computer Networks 257 (2025),
p. 110952.

[7] Fidel Rodriguez Corbo et al. “Propagation Models in
Vehicular Communications”. In: IEEE Access PP (Jan.
2021), pp. 1–1.

[8] Xiang Cheng, Ziwei Huang, and Shanzhi Chen. “Vehic-
ular communication channel measurement, modelling,
and application for beyond 5G and 6G”. In: IET Com-
munications 14.19 (2020), pp. 3303–3311.

[9] Victor Jarlow et al. “ATOS: An Open-Source Platform
for Testing AI-Based Automated Vehicle Systems in
Integrated Simulated and Physical Scenarios”. In: 2025
IEEE Conference on Artificial Intelligence (CAI). 2025,
pp. 651–658.

[10] Kristian Karlsson et al. “Channel Emulation for OTA
Test Based on a Simulated Channel in a V2V Drive
Scenario”. In: Mar. 2025, pp. 1–5.

[11] Andreas F. Molisch et al. “A Survey on Vehicle-to-
Vehicle Propagation Channels”. In: IEEE Wireless Com-
munications 16.6 (2009), pp. 12–22.

[12] Maikol Funk Drechsler et al. “Dynamic Vehicle-in-the-
Loop: A Novel Method for Testing Automated Driving
Functions”. In: SAE International Journal of Connected
and Automated Vehicles 5.4 (2022), pp. 367–380.

[13] Michael Kerrisk. tc-netem(8) — Linux manual page.
2025. URL: https://man7.org/linux/man-pages/man8/tc-
netem.8.html.

[14] Samuel. Thorén et al. “Model Predictive Geofencing
for Vehicle Containment”. In: Proceedings of the 2024
IEEE International Conference on Systems, Man, and
Cybernetics (SMC). 2024, pp. 65–70.

[15] Peter Hofmann. gsmctl(8) — Linux manual page. 2025.
URL: https://manpages.debian.org/experimental/gsm-
utils/gsmctl.8.en.html.

[16] NR; Physical layer measurements (3GPP TS 38.215).
Technical Specification 38.215. Version Rel-17. 3rd
Generation Partnership Project (3GPP), 2024.

https://man7.org/linux/man-pages/man8/tc-netem.8.html
https://man7.org/linux/man-pages/man8/tc-netem.8.html
https://manpages.debian.org/experimental/gsm-utils/gsmctl.8.en.html
https://manpages.debian.org/experimental/gsm-utils/gsmctl.8.en.html

	Introduction
	Related Work
	Connectivity Controller
	Experimental Methodology
	Results
	North-to-South Scenario
	South-to-North Scenario
	Quantitative Attenuation Analysis

	Discussion
	Conclusions and Future Work

