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Abstract. This paper presents our initial contributions toward defin-
ing security benchmarks for simulation-based assessment of Coopera-
tive Driving Automation (CDA) applications. A security benchmark is
a process or procedure for assessing and validating a system’s ability to
achieve its operational objectives in the presence of specific security at-
tacks. This work lays the groundwork for developing security benchmarks
that assess the robustness of CDA applications against jamming attacks.
The scenario and the attack model are the core components of our pro-
posed security benchmark. We used two scenarios braking and sinusoidal
as a stimulus for evaluating the robustness of a platooning application
modeled in a simulation framework called Plexe. Moreover, we injected
barrage jamming attacks into the vehicle communication system based
on the IEEE 802.11p protocol. The platooning application is equipped
with a Cooperative Adaptive Cruise Control (CACC) controller. Our ex-
periments utilized the sinusoidal and braking driving scenarios available
in Plexe. We demonstrate that jamming attacks can compromise safety,
leading to emergency braking and collision incidents among platooning
vehicles. Our findings also indicate that the severity of jamming attacks
varies with the driving scenario, with the most severe impacts (i.e., colli-
sions) occurring when the attack is injected during vehicle acceleration.
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1 Introduction

Today’s road vehicles have transformed into complex interconnected cyber-physical
systems, unlocking new possibilities for improved safety, fuel efficiency, driver as-
sistance, and passenger convenience. The advent of vehicle-to-vehicle (V2V) and
vehicle-to-everything (V2X) communication technology provides an important
and necessary step towards the introduction of cooperative driving automation
(CDA) technology. Although CDA [1] is expected to increase the safety, effi-
ciency, and reliability of automated automotive transportation systems, more
research is needed to tackle the safety and security concerns that naturally oc-
cur for systems that depend on sensor data received via a wireless network.

Ensuring that a cooperative driving application is adequately protected against
potential security threats is a challenging and costly task that involves many
work-intensive activities [2, 3]. In this paper, we address an important part of
these activities: simulation-based testing of a cooperative system’s ability to cope
with security attacks directed toward its wireless communication channel.

Due to the high cost of proving ground testing and field operational tests,
simulation has become the preferred method to study and validate system prop-
erties of advanced driver assistance systems (ADAS) [4] and cooperative driving
applications such as platooning [5,6]. The work presented in this paper explicitly
addresses simulation-based testing of a cooperative system’s resilience against
barrage jamming attacks directed toward the physical layer of the wireless com-
munication system.

Jamming attacks constitute an important class of security threats since they
are relatively easy to implement and carry out. The widespread availability of
software-defined radio technology [7, 8] has enabled the implementation of new
types of “intelligent” jamming without costly investments in expensive equip-
ment. Jamming also requires a minimum of knowledge about the targeted sys-
tem beyond the protocol specifications for the wireless network, which normally
are publicly available in open standardization documents. Relevant standards
include IEEE 802.11p [9] and C-V2X [10].

This paper introduces and demonstrates a barrage jamming attack model for
simulations. Barrage jamming is a brute-force approach in which the adversary
sends noise-like energy over a broad spectrum of frequencies to block the legiti-
mate signal. According to Lichtman et al., [11], barrage jamming can be classified
as time-uncorrelated and protocol-unaware. This means that barrage jamming
is uncorrelated in time concerning the targeted signal and requires no detailed
information about the communication protocol. Hence, it is easy to implement
and execute.

The work presented in this paper is intended as an initial contribution to-
wards a definition of security benchmarks for simulation-based assessment of
CDA applications concerning their ability to operate safely in the presence of
jamming attacks. A security benchmark is a process or procedure for assess-
ing, validating, or testing a system’s ability to achieve its operational objectives
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in the presence of a given set of security attacks1. Work on benchmarks for
assessing, testing, and evaluating essential system properties has a history of
several decades. Examples include benchmarks for computing performance [12],
transaction processing [13, 14], dependability [15], and security [16]. In the field
of intelligent transportation systems, several papers have addressed simulation-
based assessment of the resilience against security attacks for CDA systems,
mainly for platooning systems [2, 3, 17–20]. However, only a few of these papers
deal specifically with jamming attacks [20–23] and – to the best of our knowledge
– no previous paper has discussed the idea of defining security benchmarks for
simulation-based assessment of CDA applications.

Benchmarking, in general, must be widely accepted within the community
and capable of providing a standardized framework for comparing and evaluating
different solutions. To allow a simple and constructive exchange of benchmark
definitions and results, we have implemented our attack models in a tool called
‘ComFASE’2, which utilizes well-known and widely used simulation frameworks
such as Plexe [6], and Veins [24]. We simulate barrage jamming attacks against
a platooning system consisting of four vehicles that use the CACC controller
model3 [6, 25]. We also utilized sinusoidal and braking scenarios from Plexe
for experimentation and analysis. In summary, the paper makes the following
contributions:

1. A comprehensive study of the impact of barrage jamming attacks on a pla-
tooning system equipped with the Cooperative Adaptive Cruise Control
(CACC) algorithm [6,25] using two driving scenarios: sinusoidal and braking.

2. A detailed analysis of the impact of the parameters of the attack model,
including ‘attack start time’, ‘attack duration’, and ‘attack value’, on the
outcome of the simulation results.

3. A conceptual discussion and proposals for the future development of security
benchmarks for platooning and other CDA systems.

2 Background

2.1 Platooning Application

Platooning is a cooperative driving technology in which a group of vehicles,
known as a platoon, travels closely together at high speeds, maintaining a small
distance between each other. The vehicles in a platoon are equipped with ad-
vanced communication systems and cooperative adaptive cruise controllers that
allow them to share information and coordinate their movements.
1 The terms security benchmark and security benchmarking are also used in other

contexts, e.g., in the security rating of organizations.
2 The ComFASE tool has been developed in our research group and is available for

download at [27].
3 The Plexe simulation framework includes four collaborative cruise controllers:

‘CACC’ [25], ‘Flatbed’ [29], ‘Ploeg’ [30], and ‘Consensus’ [31].
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In the CACC controller, each vehicle receives information from the lead ve-
hicle and the preceding vehicle in the platoon via the wireless network. This
information includes the controller’s desired acceleration, the vehicle’s actual
acceleration, speed, XY position, and the time at which the data has been mea-
sured. Further details about setting the controller parameters, such as engine and
driver parameters, can be found in the API section of the Plexe webpage [26].

2.2 ComFASE: A Fault and Attack Injection Tool

ComFASE [27, 32] is an open-source simulation-based fault and attack injec-
tion tool built on top of Veins, a network simulation framework [24]. ComFASE
can inject faults and attacks on different communication system layers, such as
the physical, MAC, and application layers. Moreover, various types of jamming
attacks can be modeled in ComFASE, such as delay attacks, denial-of-service
(DoS) attacks [32], barrage jamming, deceptive and destructive jamming [28].
The simulation frameworks that are utilized by the ComFASE simulation envi-
ronment are (i) OMNeT++ v. 5.6.2 (a network simulator) [33], (ii) Veins v. 5.1
(a vehicular network simulator) to simulate the V2V communication [24], (iii)
SUMO v. 1.9.2 (a traffic simulator) to design, simulate traffic, and study traffic
behavior [34] and (iv) Plexe v. 3.0a2 (a cooperative driving framework) enables
realistic platooning system simulation [6].

Barrage Jamming Attack Modeling in ComFASE Barrage jamming is a
physical layer attack where an attacker continuously transmits noise-like energy
across the entire frequency spectrum of the communication channels [35] to re-
duce the quality of the legitimate signal in terms of signal-to-interference-noise
ratio (SINR). Barrage jamming attacks are categorized as non–protocol aware
jamming [11] since the attacker does not require any prior knowledge about the
communication protocol to be able to conduct the attacks.

In ComFASE, we model the impact of barrage jamming by manipulating the
‘noise power’ parameters originally used for Signal to Interference & Noise Ratio
(SINR) calculations in the Veins simulator. The noise power parameter is used
to model the impact of various sources of noise. The barrage jamming attack
targets a broad range of frequencies, impacting a large area and simultaneously
affecting vehicles’ sending and receiving capabilities. Our barrage jamming at-
tack model accounts for the possibility of injecting equal noise simultaneously
into all vehicles in a platoon. However, the effect of this noise may vary among
the vehicles in a platoon, potentially causing asymmetrical message losses.

Asymmetric message losses refer to an unequal loss of messages across dif-
ferent vehicles. The distance between each vehicle and the platoon leader varies,
leading to differences in how effectively the jamming noise disrupts communica-
tion. Apart from distance, other factors such as signal strength and interference
level could cause asymmetric message losses. Symmetric message losses, on the
other hand, refer to an equal loss of messages across all vehicles.
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2.3 Related Work

Security Benchmarks Researchers have proposed security benchmarking frame-
works for various cybersecurity domains. Oliveira et al. [16] introduced a two-
phase benchmarking framework for web service frameworks (WSFs), focusing
on security qualification and trustworthiness assessment. Similarly, Anisetti et
al. [36] developed a security benchmark for assessing the security assurance of
OpenStack, an open-source cloud infrastructure. Braun et al. also presented
NETCARBENCH [37], a benchmark for assessing and comparing techniques
and tools used to design in-vehicle communication networks. Despite these ad-
vancements, to the best of our knowledge, no previous work has focused on
defining security benchmarks for simulation-based assessment of Cooperative
Driving Automation (CDA) applications.

Jamming Techniques Previous studies have explored various jamming tech-
niques capable of partially or entirely disrupting wireless communication. Moser
et al. [21] studied the impact of signal cancellation attacks against wireless com-
munication systems such as GPS, where the attacker’s signal interferes destruc-
tively with the legitimate signal. Mahal et al. [23] designed jammers to emulate
the effects of CP (Cyclic Prefix) jamming and nulling, which involves adding
a copy of the end of a signal to the beginning of the signal. In these attacks,
the attacker’s objective is to partially or entirely cancel the legitimate signal
frequency to cause a denial of service. Nulling or cancellation attacks are usually
considered challenging and even infeasible to realize, as argued by Lichtman et
al. [11]. Clancy et al. studied the performance of wireless transmission under
jamming attacks, i.e., pilot jamming and pilot nulling [22]. Pilot symbols are
inserted at specific subcarriers or time slots and help the receiver estimate the
channel’s frequency response, synchronization, and equalization. Our study as-
sessed the impact of barrage jamming, which covers a broader frequency range
than other types of jamming such as pilot jamming and nulling.

Impact of Jamming Attacks on Platoons Previous studies investigated the
impacts of jamming attacks on platoons equipped with cooperative controllers.
Hu et al. [38] studied the impact of jamming attacks on platoon stability. They
used software-defined radios (SDRs) and the Plexe simulator to demonstrate the
feasibility of their attacks. Segata et al. [17] implemented jamming attacks and
argued the need for ultra-reliable communication in cooperative driving since no
single technology can provide reliability in jamming attacks. They used Plexe for
their experimentation. van der Heijden et al. [3] proposed a general attack model
which they used to evaluate the resilience of three cooperative cruise controllers
implemented in Plexe. Alipour-Fanid et al.’s [5] injected jamming attacks on the
IEEE 802.11p communication protocol where the CACC controller is evaluated.

What distinguishes our work with others is the way we modeled jamming at-
tacks. We implemented a more detailed barrage jamming attack model featuring
asymmetric message losses. Additionally, the granularity of the attack parameter
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values in our test campaigns is significantly higher; the step size of our attack
model parameters is considerably smaller than those used in comparable studies.

3 Security Benchmarks

In this section, we present the details of our proposed security benchmarks for
evaluating the resilience of CDA applications against jamming attacks. We define
a security benchmark as a well-defined procedure for assessing, validating, or
testing a system’s ability to achieve its operational objectives in a given set of
security attacks. This work addresses benchmarks conducted using simulations
where the system under test is subjected to jamming attacks.

In general, the primary motivation for defining benchmarks for computer-
based systems is to provide a widely accepted and easy-to-use procedure for eval-
uating or comparing system implementations, components, or design solutions.
When it comes to basic concepts and main objectives, security benchmarking is
akin to the closely related field of dependability benchmarking.

In their work on dependability benchmarking, Kanoun et al. [39] identified
“the main dimensions that are decisive for defining dependability benchmarks
and the way experimentation can be conducted in practice”. They are (i) the
target system and benchmarking context, (ii) the measures to be evaluated, and
(iii) the experimental conditions. We believe that these dimensions are also ap-
plicable to security benchmarking. Kanoun et al. [39] also give examples of prop-
erties that a benchmark must achieve to be successful, such as repeatability (at
least in statistical terms), representativeness, portability, and cost-effectiveness.

Benchmarking has proven to be pivotal for advancing the state of the art in
some fields of computer engineering, such as computer architecture [40]. However,
defining a benchmark, or a benchmark suite, is a challenging undertaking that
requires involvement and interaction among many groups of researchers, devel-
opers, and other stakeholders in the field of interest. Since security benchmarking
is a novel topic in the context of CDA systems, we would like to emphasize that
our benchmarks are intended as tentative examples of how security benchmarks
for assessing the resilience of a CDA system against jamming attacks could be
defined. They are not intended as final solutions but rather as a starting point
for a wider effort to develop security benchmarks for CDA systems, including
benchmarks for other types of security attacks than jamming attacks. In the
remainder of this section we discuss the main elements of our benchmarks.

3.1 Driving Scenario

A driving scenario comprises specific driving conditions and parameters. The
driving scenario includes road and traffic conditions, vehicle driving behavior,
and their interaction. Our security benchmarks are based on sinusoidal and
braking scenarios, available in Plexe. The key parameters for sinusoidal scenario
include ‘frequency’, ‘amplitude’, ‘initial speed’ and ‘number of vehicles’. Simi-
larly, the key parameters for the braking scenario include the ‘deceleration rate’,
‘initial speed’ and the ‘number of vehicles.’
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Note that the key scenario parameters mentioned above as well as the values
selected for them are detailed in Section 4.2. The sinusoidal scenario simulates
an extreme driving condition and is ideal for testing a platoon’s string stability.
In contrast, the braking scenario is more representative of real-world situations.
Additionally, for both scenarios, a single lane on a highway with no elevation or
friction is considered, and no incoming traffic or vehicles that are not a part of the
platoon are considered. To further develop our proposed security benchmarks,
exploring additional scenarios that reflect real-world traffic conditions would be
valuable. This would offer a better evaluation of the system’s resilience against
the investigated jamming attacks.

3.2 Attack Model

Selecting an attack model is critical for security benchmarking CDA applications
because it defines the type, scope, and severity of potential jamming attacks. An
accurate attack model simulates real-world threats, providing insights into vul-
nerabilities specific to vehicle communication protocols or decision-making sys-
tems. By choosing an appropriate attack model, researchers and developers can
evaluate system resilience, identify weaknesses, and develop countermeasures.

We implemented a ‘barrage jamming’ attack model for our proposed security
benchmarks. Selecting the attack model parameters that produce correct results
is crucial. The key parameters of our selected attack model include ‘attack du-
ration’, ‘attack value’, and ‘attack start time’. In Section 4, we provide details
about these parameters as well as the values selected for them.

3.3 Data

Raw data collection is crucial for understanding the CDA application’s perfor-
mance, safety, and security. It provides the foundational information to analyze
vehicle behavior, assess system efficiency, and detect potential vulnerabilities.
Key elements of data collection include vehicle performance data (speed, accel-
eration, braking), sensor data (cameras, radar, LiDAR, and other sensors that
help the vehicle perceive its surroundings), communication data (data exchanged
between vehicles (V2V) and with infrastructure (V2I)), environment data (road
conditions, weather, and traffic patterns), and security data (logs of cyber events,
anomalies, or intrusion attempts).

The raw data we collected from SUMO includes vehicles’ speed, accelera-
tion, deceleration, emergency deceleration, collisions, length of the vehicle, and
minimum gap between the cars, etc.

3.4 Parameters Used For Outcome Classification

The parameters used for outcome classification, such as collisions, speed, accel-
eration, and deceleration, are critical in analyzing the performance and safety of
interconnected, automated vehicles. These parameters help convert raw data into
meaningful insights that can guide system optimization and improvement. We
have specifically used vehicle acceleration and collisions to classify the outcomes.
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3.5 Challenges

In this paper, we used two specific scenarios (i.e., sinusoidal and braking) as a
stimulus for evaluating the platooning application equipped with the CACC con-
troller. Other system components influencing the evaluation, such as the wireless
communication model, wireless channel model, and the number of vehicles, are
kept constant throughout the testing and evaluation process.

One of the primary challenges arises from the number of possible combina-
tions that can be formed using the available system components, such as sce-
narios and attack models with their various configurations. The permutations of
these combinations can be overwhelming, making it difficult to determine which
elements should be tested together and how many combinations are necessary
for a comprehensive evaluation. Moreover, simulations may not accurately rep-
resent all real-world conditions. Factors like unpredictable human behavior and
weather conditions can introduce vulnerabilities that might not be captured in
a simulated environment.

4 Experimental Setup

4.1 Attack Model

We modeled ‘barrage jamming’ attacks for a simple and constructive exchange
of benchmark definitions and results. We defined three parameters for our attack
model: ‘attack start time,’ ‘attack duration,’ and ‘attack value.’ The ‘attack start
time’ defines the time when the attack starts. The ‘attack duration’ defines the
duration while the attack is active. Finally, the ‘attack value’ defines the severity
of the attack, i.e., the amount of noise injected into the communication channel.

To configure the attack injection campaigns, we vary the attack value (i.e.,
the noise signal power) from 0 to 1 × 10−5 mW, where the power used in each
experiment is 0.01 × 10−5 mW apart, resulting in 100 experiments. It is worth
noting that preliminary tests showed little or no difference in noise signal power
values above 1×10−5 mW. The selection of attack start time and duration values
is related to the driving scenario. Hence, each scenario has a unique test setup,
which is explained in section 4.2.

4.2 Driving Scenarios

Sinusoidal Scenario In this scenario, the vehicles follow a sinusoidal driving
pattern, which is used to observe the impact of the attacks on vehicles while ac-
celerating or decelerating. The lead vehicle’s maximum speed is set to 100 km/h.
Moreover, the vehicles in the platoon are constantly accelerating and decelerat-
ing with the oscillating frequency of 0.2 Hz and amplitude of 5.0 km/h.

Using a total simulation time of 60 s (see Fig. 1), we vary the attack start
time from 17.0 s to 21.8 s in increments of 0.2 seconds, resulting in 25 attack start
times. The selected attack start times allow us to evaluate the vehicle’s behavior
under different situations (e.g., acceleration and deceleration). For each attack



Title Suppressed Due to Excessive Length 9

start time, we ran experiments with 30 attack durations ranging from 1 s to
30 s and 100 noise values. Thus, we conducted a total of 75000 (25 attack start
times*30 attack end times*100 attack values) attack simulations.

Fig. 1: Sinusoidal scenario: Acceleration profiles of all vehicles in the platoon.

Braking Scenario This scenario evaluates the safety implications of jamming
attacks on vehicles when they decelerate until a complete stop. In the first part
this scenario, the vehicles drive at a constant speed of 100 km/h. In the second
part, which starts from 9 s, the vehicles brake until a complete stop. The lead
vehicle’s maximum braking is set to 4 m/s2.

Fig. 2: Braking scenario: Deceleration profiles of all vehicles in the platoon. NB:
the solid line marks the selected attack start times.

Using a total simulation time of 30 s (see Fig 2 ), we vary the attack start
time from 7.0 s to 16.4 s in increments of 0.2 seconds, resulting in 48 cases.
The selected attack start times allow us to evaluate the vehicle’s behavior under
different situations (e.g., constant speed and hard braking). For each attack start
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Table 1: Test campaign results for sinusoidal (S1) and braking (B1) scenarios.
Campaign Non-Effective Negligible Benign Severe Total

S1 3042 (4.0%) 5424 (7.2%) 30788 (41.0%) 35746 (47.8%) 75000
B1 9029 (18.8%) 25827 (53.8%) 2649 (5.5%) 10495 (21.9%) 48000

time, we ran experiments with 10 attack durations ranging from 1 s to 10 s and
100 noise values. Thus, we conducted a total of 48000 (48 attack start times*10
attack end times*100 attack values) attack simulations.

4.3 Outcome Classification

To classify the outcome of attack injection campagins, we define four categories
based on the vehicles’ deceleration profiles and collision events. These four cate-
gories are: Non-effective: The deceleration profile of the faulty run is identical
to the one observed for the golden (attack-free) run. Negligible: The recorded
maximum deceleration of the faulty run (RMDfaulty) is less than or equal to
the recorded maximum deceleration in the golden run (RMDgolden). Benign:
The RMDfaulty is greater than the RMDgolden and less than or equal to the
‘maximum comfortable braking’ value. Severe: RMDfaulty is greater than the
‘maximum comfortable braking’ value, or a collision has occurred. RMDgolden

is 1.53 m/s2 for the sinusoidal scenario, and 4.0 m/s2 for the braking scenario.
The ‘maximum comfortable braking’ value for both scenarios is 5.0 m/s2.

5 Experimental Results

We conducted experiments with barrage jamming as described in Section 2.2
using the test setups for sinusoidal and the braking scenarios as presented in
Section 4.2. The outcomes of these experiments are summarized in Table 1.

As described in Section 4.3, the outcomes of the attack experiments are
divided into four categories: non-effective, negligible, benign, and severe. Severe
outcomes represent experiments resulting in collisions or emergency braking,
while the other categories represent no to less significant consequences.

Table 1 shows that the outcomes vary considerably depending on the driving
scenario. Notably, the severe outcomes are much more prevalent in the sinusoidal
scenario than in the braking scenario. The sinusoidal scenario includes periods
of acceleration and deceleration, while the braking scenario consists of periods
of constant speed and deceleration. Our experiments revealed that collisions are
more likely to occur if the attacks coincide with an acceleration period, which
explains why severe outcomes are more prevalent in the sinusoidal scenario.

We conducted 75000 experiments in campaign S1 and 48000 experiments in
campaign B1. Fig. 3 shows the outcomes for all experiments in campaigns S1
and B1, focusing on attack duration (Fig. 3a and Fig. 3b), attack start time
(Fig. 3c and Fig. 3d), and attack (noise) value (Fig. 3e and Fig. 3f). Note that
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(a) Result distribution w.r.t. the attack du-
ration in S1.

(b) Result distribution w.r.t. the attack du-
ration in B1.

(c) Result distribution w.r.t the attack start
times in S1.

(d) Result distribution w.r.t the attack start
times in B1.

(e) Result distribution w.r.t. the noise val-
ues in S1.

(f) Result distribution w.r.t. the noise val-
ues chosen in B1.

Fig. 3: Result distribution for barrage jamming attacks on all vehicles for the
sinusoidal and braking scenarios.

the classified results for each ’attack duration’ (see Fig. 3a and Fig. 3b) include
all ‘attack start time’ and ‘noise value’. Similarly, the classified results for each
‘attack start time’ (see Fig. 3c and Fig. 3d) include all ‘attack duration’ and
‘noise value’. Finally, the classified results for each ‘noise value’ (see Fig. 3e
and Fig. 3f) include all ‘attack duration’ and ‘attack start time’. We start our
analysis of the results by comparing the results presented in Fig. 3a (S1) and
Fig. 3b (B1).
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In S1, severe outcomes (indicated by the red bars) are the most prevalent
category, comprising 47.8% of all experiments. These severe outcomes show an
increasing trend as the attack duration extends. For attack durations longer than
15 seconds, severe outcomes account for over 50% of the total outcomes in S1.

The second-largest category of outcomes in S1 is benign outcomes (blue bars),
which includes cases where the deceleration values fall between 1.53 m/s2 and
5.0 m/s2, as described in Section 4.3. These benign outcomes make up 41.0% of
the total outcomes in S1, and their percentage tends to decrease as the attack
duration increases. Negligible outcomes (orange bars) account for 7.2% of the
outcomes in S1. These outcomes are more prevalent for short attacks lasting
less than 4 seconds and attacks lasting longer than 25 seconds. Non-effective
outcomes (green bars) comprise approximately 4% of the outcomes in S1, and
their distribution remains relatively consistent across all attack durations.

Turning to B1 (Fig. 3b), we observe a different pattern compared to S1
(Fig. 3a). The percentage of severe outcomes is much lower for B1 (i.e., 21.9% and
represented by red bars). In contrast, outcomes with negligible impact (orange
bars) are the most frequent in B1, accounting for 53.8% of all outcomes. Their
occurrence remains relatively constant across all attack durations. In contrast,
B1 exhibits a lower percentage of benign outcomes (blue bars) than S1, while
the percentage of non-effective experiments (green bars) is higher in B1.

There are two noteworthy observations when comparing the outcomes pre-
sented in Fig. 3a and Fig. 3b. Firstly, the impact of barrage jamming attacks can
vary significantly depending on the driving scenarios. Secondly, the percentage
of severe attacks (successful attacks from the attacker’s perspective) tends to
increase with the duration of the attack until a certain point, after which the
increasing trend becomes less significant. In the tested driving scenarios, attacks
lasting longer than 5 seconds are comparatively likely to cause severe outcomes.

We now examine the impact of the attack start times on the outcome dis-
tributions, as illustrated in Fig. 3c (S1) and Fig. 3d (B1). The data depicted in
these figures strongly correlate to the acceleration and deceleration profiles of
the two driving scenarios shown in Fig. 1 and Fig. 2.

In campaign S1, the start times range from 17.0 s to 21.8 s, where the
intervals 17.0 s to 17.6 s, and 20.4 s to 21.8 s represent acceleration periods,
while the interval from 17.8 s to 20.2 s represents a deceleration period. Fig. 3c
shows that severe outcomes dominate when the attack start times coincide with
an acceleration period, as indicated by the red curve.

In contrast, attacks initiated during the deceleration period predominately
result in benign outcomes (blue curve), representing around 75% of the outcomes
for the attacks initiated during this period. Furthermore, the negligible outcomes
(orange curve) account for around 10% of the attacks initiated during the decel-
eration period, while they represent less than 5% of the outcomes of the attacks
initiated during the two acceleration periods. Less than 5% of the attacks in S1
result in non-effective outcomes (green curve). Interestingly, these outcomes are
evenly distributed across all attack start times; hence, their percentage appears
independent of the acceleration and deceleration periods.
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The design of the CACC controller model explains why the platooning system
is more vulnerable to attacks during an acceleration period. When utilizing this
controller, the lead vehicle periodically sends acceleration and deceleration com-
mands to the platoon’s trailing vehicles. If a vehicle loses many messages, it will
continue accelerating, decelerating, or keeping a constant speed according to the
last received command. Consequently, if a jamming attack begins to block the
communication channel during an acceleration period, the affected vehicles will
continue to accelerate until the jamming attack ceases and the vehicles receive
a deceleration or constant speed command from the lead vehicle, V1.

In campaign B1, the start times range from 7.0 s to 16.4 s, where the time
interval 7.0 s to 9.0 s represents a period when the vehicles maintain a constant
speed. In contrast, the time interval 9.2 s to 16.4 s represents a period when
the vehicles reduce their speed rapidly until they have reached a full stop. As
shown in Fig. 3d, the most severe outcomes observed in B1 occurred for attacks
initiated between 7.0 s and 9.0 s. The high proportion of severe outcomes for at-
tacks initiated in this time interval can be explained by many attacks preventing
the target vehicles from receiving deceleration commands that the lead vehicle
transmits between 9.0 s and 16.0 s. Thus, these attacks often result in situations
where the lead vehicle decelerates. In contrast, one or several other vehicles in
the platoon continue at a constant speed, increasing the risk of collisions.

For attacks initiated in the interval from 10.2 s to 14.2 s, the most prevalent
outcomes are those with a negligible impact (indicated by the orange curve). This
time interval corresponds to a period in which all vehicles in the platoon rapidly
reduce their speed. As shown in Fig. 3d, no severe outcomes (i.e., collisions) were
observed for attacks initiated at 10.2 s or later. Furthermore, for attacks initiated
at 14.2 seconds and beyond, we noticed a rapid increase in the percentage of non-
effective attacks (represented by the green curve), reaching 100% at 16.4 s, which
corresponds to the time when all vehicles in the platoon have come to a complete
stop. One important observation we can make from Fig. 3c and Fig. 3d is that
the platooning system is more vulnerable to attacks initiated during periods
of acceleration and also periods of constant speed that precede a deceleration
period, compared to attacks initiated during a deceleration period.

Next, we examine how the outcome distributions are affected by the attack
value, as illustrated by graphs depicted in Fig. 3e (S1) and Fig. 3f (B1). As ex-
plained earlier, in the sinusoidal scenario, the attack value represents the power
of the interfering noise signal. We simulate barrage jamming attacks by manip-
ulating the noise signal power parameter, which the network simulator uses to
calculate the SINR value. As the attack value increases, the SINR decreases,
resulting in a complete loss of communication among all vehicles in the platoon.

In Fig. 3e, we observe a negative correlation between the ‘severe’ (presented
by the red curve) and ‘benign’ (presented by the blue curve) outcomes. In other
words, an increase in the percentage of severe cases comes with a decrease in
the percentage of benign cases. The graph depicting the negligible outcomes
(presented by the orange curve) shows a relatively even distribution across all
attack values. Furthermore, for attack values below 0.04 × 10−5 mW , all the
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Fig. 4: Number of collisions caused by different vehicles in the platoon for differ-
ent noise values.

attacks are classified as non-effective (presented by the green curve), implying
that these attacks do not result in any message losses.

The figure also shows that the percentage of severe outcomes remains rela-
tively constant at approximately 42% for attack values below 0.30 × 10−5 mW
and above 0.60 × 10−5 mW . However, for attack values ranging from 0.30 ×
10−5 mW to 0.60×10−5 mW , the proportion of severe outcomes increases to an
average value of approximately 60%. To explain these results, here we present
Fig. 4, which illustrates the relationship between ‘noise values’ and ‘collisions’
caused by vehicle 2 (represented by the orange curve), vehicle 3 (represented by
the green curve), and vehicle 4 (represented by the red curve). We remind the
reader that the noise values range from 0.0 to 1.00× 10−5 mW . To present the
results illustrated in this figure, we partition the noise value range into smaller
intervals and examine the collisions caused by vehicles within each interval.

Noise value range [0.0 – 0.04] × 10−5 mW : No collisions occur, and the
platoon operates normally under this low noise level.

Noise value range [0.05 – 0.15] × 10−5 mW : Collisions begin to occur,
primarily involving vehicle 4. This vehicle is the first in the platoon to be affected
by the increasing noise. This is because this vehicle is the farthest away from
the lead vehicle, causing the signal’s power received, even in the attack-free run,
to be the weakest compared to those received by the other vehicles. Therefore,
introducing even a small amount of noise in its signals would cause this vehicle
to collide. Up to 41% of the injections within this noise range caused collisions.

Noise value range [0.16 – 0.30]×10−5 mW : With the increase in the noise
value, vehicle 3 starts to also be affected by the noise interference, adding to the
number of vehicles that could potentially cause a collision. Although the total
percentage of collisions caused by these two vehicles remains the same as the
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one observed for the previous range, i.e., ≈ 41% (see Fig. 3e), the majority of
the collisions are caused by vehicle 3. This is because now, vehicle 3 is the first
vehicle in the platoon to be affected by the increasing noise.

Noise value range [0.31 – 0.55]× 10−5 mW : By increasing the noise value
further, we observe a larger number of collisions caused by vehicles 3 and 4. This
is not surprising as higher noise levels cause more disruptions in communication.
In fact, within this range, up to around 60% of the injections cause either of
these vehicles to collide with the vehicle in front.

Noise value range [0.56 – 0.60]× 10−5 mW : Within this range, The noise
level has reached a point where it disrupts communication of all following vehicles
in a platoon. This means that now, vehicle 2, which is the closest vehicle to the
lead vehicle, also starts to cause collisions. This dramatically increases the total
number of collisions, comprising around 80% of the injections using the noise
values within this range.

Noise value range [0.61 – 1.0] × 10−5 mW : The noise levels indicated in
this range are so high that as they continue to rise, we observe a complete loss
of communication with the lead vehicle for all following vehicles. Although the
initial expectation might be that the complete loss of communication should
cause collisions amongst the vehicles, Fig. 3e shows that only about 41% of the
injections cause collisions. The reason for this is that for the injection initiated
when the vehicles are decelerating, the complete loss of communication does
not result in collisions, as the loss of communication happens after the vehicles
reduce their speed. Fig. 4 also shows that almost all collisions are caused by
vehicle 2. This is because now, vehicle 2 is the first vehicle in the platoon to be
affected by the increasing noise.

For the braking scenario, Fig. 3f shows that attacks with attack values below
0.04 × 10−5 mW have no impact, which is in line with our observation for the
sinusoidal scenario in Fig. 3e. For attack values ranging from 0.05 × 10−5 mW
to 0.11 × 10−5 mW , there is a significant increase in the proportion of benign,
negligible, and severe outcomes with increasing attack values, and an equally
significant drop in the non-effective outcomes. As the attack values exceed 0.11×
10−5 mW , we observe slowly increasing values for the proportion of negligible
and severe outcomes with increasing attack values. In contrast, the proportion
of benign outcomes remains approximately constant. The proportion of non-
effective outcomes intermittently declines in steps until it reaches a constant
value of approximately 7% for attack values above 0.61× 10−5 mW .

6 Discussions

6.1 Threats to Validity

Validity refers to how accurately a test method measures its intended purpose. A
test is valid when its results are closely aligned with real-world outcomes [41,42].
This section discusses potential threats to our results’ internal and external
validity.
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Internal validity can be defined as the degree of confidence that the exper-
imental design parameters are relevant and produce meaningful results. In our
benchmarking framework, the key experimental design parameters include: (i)
the scenario and its parameters, (ii) the attack model and its parameters. In-
accurate or inappropriate choices of these parameters would compromise the
internal validity, making the results unreliable.

External validity can be defined as the extent to which results from an exper-
imental study can be applied to other situations. The platooning application we
evaluated involved a cooperative adaptive controller, a particular scenario, the
wireless channel, and the attack model.

Altering any of the above potentially yields different outcomes. For instance,
Consensus-based CACC controllers that maintain larger inter-vehicle distances
might demonstrate greater resilience to message losses caused by jamming at-
tacks, potentially leading to fewer severe outcomes. Our results are inherently
tied to the experimental design and application under test. Even minor varia-
tions in them can significantly impact the outcomes. Consequently, generalizing
our findings to other contexts is challenging.

7 Conclusion and Future Work

To demonstrate our security benchmarking approach we used two driving scenar-
ios, sinusoidal and braking, for assessing the platooning application. Our bench-
mark approach offers significant potential for broad adoption. This is primarily
because our simulation environment and associated tools are open-source and
have already gained wide acceptance in the research for automotive use cases.

Our experimental results reveal that the likelihood of a successful jamming
attack is notably higher when initiated during acceleration periods of a driving
scenario. However, it should be noted that the attack start time is not the only
factor that influences the likelihood of a collision. The attack duration is another
factor; longer attacks are generally more likely to cause a collision. However,
attack durations longer than a certain threshold do not significantly increase the
number of severe outcomes. Moreover, higher noise values contribute to greater
signal distortion, which can eventually cause communication loss. This loss of
communication significantly contributes to collisions when vehicles accelerate.
However, we observe fewer collisions for attacks initiated when the vehicles are
braking because the communication loss happens already when the vehicles have
started to reduce their speed.

As part of our future work, we intend to use our proposed security bench-
marking approach for evaluating other cooperative cruise controllers implemented
in the Veins, such as Ploeg [30,43] and Consensus [31,44]. Additionally, we aim
to compare our results with those obtained by other similar test methodologies,
such as the one implemented by van der Heijden et al. [3], to ensure the applica-
bility of our approach across different CACC controllers and testing scenarios.
Moreover, we plan to implement fallback mechanisms in the CACC controller
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that detect communication losses and activate appropriate responses. We also
aim to design and implement real-world testing methodology and tools to val-
idate simulation-based results. This approach will ensure our simulation-based
results are reliable and applicable to real-world scenarios.
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