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Abstract

Today, almost all enterprises are highly dependent on IT services. Thus, high availability
IT services and the cost of downtime have received a lot of attention in recent years. One
increasingly used tool for cyber risk management and transfer is cyber insurance, which
typically offers some form of business interruption coverage. However, cost structures of IT
service outages are still poorly understood, as costs are often just reported as lump sums.
This article contributes a multiple case study of IT service outage cost in three sectors in
Sweden: transport companies (N = 11), food companies (N = 9), and government agencies
(N = 19). The contribution is three-fold: (i) the measurement instrument itself, (ii) the
insights into different cost structures gained, and (iii) the implications of different cost
structures on availability investment strategies. Main findings include that whereas some
enterprises incur only fixed outage cost, some incur (almost) only lost productivity, and
some incur almost only lost revenue. In the public sector, lost revenue is often negligible.
The results are further contextualized by a discussion of cyber insurance implications.

Keywords— IT service availability, outage cost, cyber insurance, business interruption, availability
investment, fixed and variable cost

1 Introduction

In modern society, individuals, private companies and public agencies all depend on functioning and
available IT services in their daily lives and operations. For business, outages can have dramatic conse-
quences, including lost revenue, lost productivity and damage to reputation (Lerner et al., 2016). Though
the latter category of damage can be difficult to quantify, it has been demonstrated that IT failures result
in abnormal drops in stock prices, by 2% on average, in the days following the event (Bharadwaj et al.,
2009).

To avoid such consequences, enterprises pose demanding requirements on IT service continuity. The
consultancy Gartner reports of “aggressive” targets such as recovery times of at most four hours and
availability levels of at least 99.5% (Morency, 2014). However, in many cases even these targets are not
sufficient, and it has been argued that enterprises typically require four ‘nines’ IT service availability,
i.e., 99.99%, or more (Durkee, 2010). For a service running 24 hours a day, 365 days a year, this
corresponds to slightly below a single hour of allowed annual downtime.

However, despite technical efforts, outages can never be avoided altogether. This is one of the
rationales for writing cyber insurance policies that cover business interruption and related incident man-
agement costs, both first party coverage of internal IT service failures and third party coverage of external
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failures (OECD 2017, pp. 33–38; Biener et al. 2015). Oftentimes, academic and practitioner discussions
of cyber insurance instead focus on data breach, possibly due to the availability of the Privacy Rights
Clearinghouse curated data set on breaches, which has been used in several papers (e.g. Carfora et al.
2019; Tonn et al. 2019; Eling and Loperfido 2017; Edwards et al. 2015). However, business interruption
and data breach are both important in their own right. Neither should overshadow the other. Depend-
ing on the circumstances, the one or the other could be the greatest risk. For example, Lloyd’s recently
explored a scenario similar to the NotPetya and WannaCry cases, where malware rapidly spreads and
causes IT service outages across the globe (Daffron et al., 2019). In all the variations of this scenario,
business interruption constitutes the greatest insured loss, several times those of incident response or
liabilities (Daffron et al., 2019, Table 9, p. 41).

This is the background to the overall research question of this article: How can the cost of IT
service outages be measured, investigated, and insured? Of course, IT service outage cost has been
studied before. Hourly cost of downtime have regularly been estimated to be in the range of hundreds
of thousands or even millions of US dollars (Rapoza, 2014; IBM Global Services, 1998; Ponemon, 2016),
at least for large companies in certain lines of industry. However, such reports often stop short at lump
numbers. This article, by contrast, aims to contribute insight into how outage cost structures differ and
to demonstrate the relevance of these differences both to the enterprises and their insurers. Briefly stated,
some cost components are insurable, while others are not, and different cost structures imply different
managerial strategies. Thus, knowledge about cost structure can be crucial. The vehicle of investigation
is a multiple case-study, where a questionnaire instrument to measure outage cost has been applied at 39
Swedish enterprises from various sectors in society. The article makes three main contributions: (i) the
measurement instrument itself, (ii) empirical evidence on how IT service outage costs differ between
enterprises and sectors, and (iii) the implications of different cost structures on availability investment
strategies, as modeled mathematically.

IT service outage cost at Swedish enterprises may seem like a provincial concern, but the results are
interesting to a wider audience for two reasons. First, Sweden is often near the top when countries are
ranked by digital maturity. For example, Sweden was ranked 2nd in the EU Digital Economy & Society
Index 2019 (European Commission, 2019) and 3rd in the World Economic Forum’s Networked Readiness
Index 2016 (World Economic Forum, 2016). Therefore, insights from Sweden, as a forerunner, might
offer valuable insights also for other countries. Second, Sweden has a rapidly developing cyber insurance
market (Insurance Sweden, 2019).

More precisely, the following research questions are addressed:

1. How should a measurement instrument suitable for investigating IT service outage cost look? This
has implications for the forms used in cyber insurance underwriting (Woods et al., 2017), as well
as claims adjustment.

2. How do IT service outage cost structures vary across enterprises and sectors? This has implications
for how insurers and re-insurers should manage accumulation risk, arguably the greatest concern
about cyber insurance (Hofmann et al., 2018), in their portfolios.

3. How does IT service outage cost structure affect availability investment strategies? This has
implications for how insurers can proactively nudge their customers towards more security, a
question at the heart of recent policy interest in cyber insurance (ENISA, 2016; OECD, 2017;
World Economic Forum, 2018).

The remainder of the paper is structured as follows: Section 2 puts the contribution in context by
discussing related work. Section 3 explains the data collection method used in the study. The results
are first described in Section 4, then discussed and contextualized using a mathematical investment
allocation problem in Section 5. Validity and reliability are addressed in Section 6, which also spells out
implications for cyber insurance, before Section 7 concludes the paper, and offers some directions for
future work.
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2 Related work

Given the importance of available IT services, it is not surprising that there is much work on availability
modeling, including cost modeling. Recent examples from the technical literature include important
topics such as cloud infrastructure design (Sousa et al., 2017), IT service design (Bosse et al., 2016),
and disaster recovery strategy evaluation (Andrade et al., 2017; Nguyen et al., 2016). However, these
contributions typically take the cost of outages as exogenously given starting points, readily available
to be plugged into mathematical frameworks to find solutions to availability engineering problems. The
same is true of the abundant recent literature on optimization of IT service availability, addressing topics
such as optimal placement of virtual machines (Jammal et al., 2017), optimal reconfiguration decisions
(Logeswaran et al., 2017), and optimal backup (Li et al., 2017) in clouds in order to minimize downtime.
These all differ from the objective of this paper, which is to study the cost, and its structure, itself.

Unsurprisingly, there are also treatments of outage cost in the cyber insurance literature. Franke
(2017) observes that business interruption coverage for attacks is included in all insurance policies on offer
in Sweden, whereas non-malicious interruptions are treated differently by different insurers. Similarly,
an OECD survey found that standard business interruption coverage was included in almost all policies
investigated (OECD, 2017, p. 62). In an investigation of US and UK cyber insurance proposal forms,
Woods et al. (2017) found that out of 24 forms studied, 15 evaluate the business continuity plan of the
prospective client. Based on mandatory regulatory filings of US insurers, Romanosky et al. (2019) offer
an overview of cyber insurance policy contents. Findings indicate that business interruption is priced by
insurers as an additional percentage of a base-rate premium. With respect to service provider failure BI,
Romanosky et al. also document that many proposal forms ask insureds to list which services have been
out-sourced to which providers, a practice that is also in line with previous findings from the Swedish
market Franke (2017). Based on the same mandatory US filings, Woods et al. (2019) study the pricing
information in the filings of 26 US insurers more in-depth. Out of the 26 insurers studied, 15 offered
business interruption coverage, at an average premium of 0.36 times the corresponding premium for cyber
liability (4 offered contingent business interruption coverage at 0.06 times the cyber liability premium).
While all these studies offer insights on outage cost, such evidence is indirect—observed, as it were,
through the lens of insurers. In this paper, observations are instead made through the organizations
bearing the cost.

There are also a few related contributions in the empirical risk management and insurance literature.
In this strand of research, data from financial sector operational risk databases or similar is often used.
Examples include Goldstein et al. (2011) who analyze 25 years of IT operational failure events in US
financial service firms, Rachev et al. (2006) who test alternatives to the Basel II rules on operational risk
data, Franke et al. (2014) who do statistical analysis of IT service outage durations in a large Nordic bank,
Ibrahimovic and Franke (2016) who use operational risk data from a Bosnian bank to propose improved
risk management under Basel II, and Biener et al. (2015) who test the insurability of cyber risk using
financial sector operational risk data. Biener et al. in particular connect this empirical investigation to
cyber insurance, but also illustrate a shortcoming of the existing literature: the losses from operational
risks are not analyzed in the context of, e.g., outage durations for business interruptions, number of
records lost for data breaches, or similar contextual numbers. This makes it hard to connect knowledge
about, e.g., outage duration with knowledge about cost entailed. This paper aims to contribute to this
area, shedding more light on the structure of outage cost, beyond lump numbers.

Though, to the knowledge of the author, there are no peer reviewed empirical studies of IT service
outage cost in Sweden, a limited study by the Swedish Social Insurance Inspectorate should be mentioned.
Using a methodology similar to ours (cf. Section 3) the cost of lost productivity due to system failures
and outages were estimated to 19 million SEK at the Swedish Social Insurance Agency and 1.7 million
SEK at the Swedish Pensions Agency in 2012 (Sohlberg and Jansson, 2012). (10 SEK is roughly one
euro or one US dollar.)

To conclude, while there is abundant literature on (i) IT service outages, (ii) the treatment of business
interruption in cyber insurance policies, and (iii) operational risk and its cost, literature connecting these
three fields by addressing cost structures is scarce. This paper makes a novel contribution precisely in
this area, thus also responding to calls for more empirical research on cyber insurance in general Eling
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and Schnell (2016) and cyber cost measurement in particular (Falco et al., 2019, Section 3).

3 Methodology

The empirical part of this investigation is a multiple case study, conducted using an electronic question-
naire to investigate the magnitude of IT service outage cost incurred by the respondents in one year. In
all, 41 responses were received.

The study used purposive sampling, aiming to cover respondents from several contrasting sectors.
Respondents were sought primarily from sectors identified as particularly important by the Swedish
Civil Contingencies Agency, MSB. In the end, three sectors were represented in sufficient numbers to be
included: transport companies (N = 11), food companies (N = 9), and government agencies (N = 19).
Two responses from the financial industry were also received, but are too few to constitute a proper case
study, and are excluded from further analysis.

To put these sectors in context, there are some 6 000 Swedish road transport companies, employing
some 150 000 people, with an annual revenue of some 160 GSEK.1 In 2017, the Swedish food industry
comprised some 4 600 companies, employing some 49 000 people, with an annual revenue of some 195
GSEK.2 In 2017, there were some 340 Swedish government agencies employing some 220 000 people,
with an annual revenue (2016) of 1 344 GSEK (Statskontoret, 2017).

Since the sampling is nonrandom, this investigation is not a statistical survey, but rather a multiple
case study. The implications of this, in particular with regard to generalization, are further discussed in
Section 6.

3.1 Questionnaire construction: core questions

The questionnaire aims to estimate respondent cost of IT service outages. However, just asking for this
cost simpliciter entails a substantial risk that different respondents will interpret the question in different
ways.Therefore, it was decided to let respondents answer several simpler component-wise questions before
these answers were combined into the grand total sought for. Respondents were also given the opportunity
to interactively refine their grand totals by revising the component-wise answers until the result was
judged reasonable. All outage costs are covered, regardless of cause. Thus, the questionnaire instrument
is agnostic on distinctions such as whether, for instance, (i) outages are caused by internal or external
IT service failures, or (ii) caused by attacks or non-malicious mistakes.

As a starting point, Patterson’s “simple way” to estimate the average cost of 1 hour of downtime
was used (Patterson, 2002):

Employee costs/hour ·% Employees affected by outage
+ Average revenue/hour ·% Revenue affected by outage
= Estimated average cost of 1 hour of downtime

(1)

In Eq. (1), the average employee costs per hour are multiplied with the fraction of employees affected
by the outage, representing loss of productivity, i.e., unproductive working hours that are still paid for.
For example, with employee costs per hour at 300 000 SEK (e.g., with 1 000 employees who cost 300
SEK an hour) and half of the employees are affected, the first line of Eq. (1) is 150 000 SEK. Second, the
average revenue per hour is multiplied with the fraction of revenue affected by the outage, representing
loss of revenue. For example, with an average hourly revenue of 1 000 000 SEK (e.g., with 100 stores
selling goods for 10 000 SEK an hour) and 30 % of the point-of-sales systems being down so that sales
cannot take place, the second line of Eq. (1) is 300 000 SEK. Given these figures, the estimated average
cost of 1 hour of downtime is then the sum of lines one and two, or 450 000 SEK in the example. This is
essentially the method used to study outage cost at Swedish government agencies (Sohlberg and Jansson,
2012), also pedagogically explained in a recent Gartner report (Vecchio, 2016).

1https://www.akeri.se/en/node/161, accessed March 25, 2020.
2https://www.livsmedelsforetagen.se/in-english/, accessed March 25, 2020.
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However, Eq. (1) only considers the variable cost associated with an outage, i.e., the cost per hour.
There could also be a fixed cost associated with an outage, i.e., a cost which is constant whether the
outage lasts a second, a minute, or an hour. To see the importance of fixed costs, consider the difference
between 30 interruptions of 2 minutes and a single interruption of 1 hour. In the absence of fixed cost,
the difference between the two cases—continuous and aggregated downtime—disappears.

From a cyber insurance perspective, it is worth noting that such fixed first-party response cost is
often covered in policies. In an investigation of cyber insurance policies, Meland et al. cite data showing
that response costs (which are mostly fixed costs) are on average three times as great as loss of business
income (which are mostly variable costs) (Meland et al., 2017).

Based on these considerations, the following core cost questions were included in the questionnaire,
along with examples to make them easier to answer (numbering as in the final questionnaire, translation
from Swedish, slightly abbreviated, italics in original):

Unplanned IT service downtime in 2016

5. Number of outages during the year:

Example: 7

6. Number of hours of unplanned IT service outages during the year:

Example: The 7 outages sum to a grand total of 235 hours of downtime

Cost to restore service per IT service outage (fixed cost)

7. Cost to restore service per IT service outage (average):

Example: Overtime, crisis management, extra work, and consultancy bills sum to

10 000 SEK per outage

Average cost of one hour of IT service downtime (variable cost)

Lost productivity

8. Hourly cost of an employee including payroll tax, excluding overhead costs (average):

Example: 250 SEK

9. Number (equivalents) of employees affected by an IT service outage (average):

Example: 5 employees who can do nothing gives the answer 5. 10 employees who can

work with half productivity gives the equivalent 5. 5 employees who can do nothing

and 2 employees who leave their regular tasks gives the answer 7.

Lost revenue

10. Revenue per hour (average):

Example: 100 stores selling goods for 10 000 SEK an hour gives 1 000 000 SEK

11. Fraction of revenue affected by an IT service outage (average):

Example: If 100 stores are all of the same size and a single store has a payment

system outage, that gives the answer 1%

Once these questions were answered by the respondent, the electronic questionnaire automatically
calculated the estimated total cost of IT service outages in 2016, and displayed the derivation explicitly,
for example as follows:

12. 7 outages · 10 000 SEK per outage + 235 hours · (250 SEK per employee and hour ·
5 employees + 1 000 000 SEK per hour · 1% of the revenue) = 2 713 750 SEK

The respondent was then given the choice either to confirm that the estimate was reasonable, or go
back and revise the answers to the cost component questions. Once the estimate was thus established,
its representativeness was investigated by an explicit question:

13. Is the 2016 cost representative of previous years and assessments of future years?

If not, in what way does the 2016 cost differ?
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• The 2016 cost was greater than previous years and assessments of future years

• The 2016 cost was less than previous years and assessments of future years

Respondents who answered that the 2016 cost was not representative could also give additional free
text comments on representativeness. Concluding the core questions, all respondents were also asked
about additional impact:

14. Additional impact on the enterprise not reflected in the estimated figure

Example: The reputation of the company among customers and stock owners has been

damaged, patients have had to wait for care, citizens have had to wait for service,

employees have been stressed etc.

(The examples in question 14 were tailored to respondents so that, e.g., private companies were
given the example of customers and stock owners, whereas government agencies were given the example
of citizens waiting for service.)

3.2 Questionnaire construction: additional questions

The questionnaire also contained some demographics on size and IT dependency (questions 1–4) before
the core questions, and some additional questions (questions 15–19) after the core questions. When
asked about cyber insurance (questions 15–17), it turned out that no respondent had such a policy,
which is not surprising given the small uptake on the Swedish market at the time (Franke, 2017), though
this has changed dramatically since then (Insurance Sweden, 2019). Some questions on Service Level
Agreements (SLA) for IT service availability governance (questions 18–19) are separately treated by
Olsson and Franke (2019).The full questionnaire, translated into English, is available as supplemental
material.

3.3 Questionnaire validation

The questionnaire was iteratively developed with external feedback. As the original model (Patterson,
2002) fits commercial operations best, feedback on the suitability for the public sector was important.
Discussions were therefore held first with experts at the Swedish Social Insurance Inspectorate and the
Swedish National Audit Office, then with two Swedish municipalities.

3.4 Respondents and questionnaire distribution

Respondents were approached through three avenues of contact. First, the author visited 5 public-
private fora for coordination between government agencies and private companies, who distributed the
questionnaire to their members. Second, trade associations were contacted, 4 of which distributed the
survey to their members (or a subset thereof). Third, 35 government agencies not represented in the
public-private fora were approached.

E-mails with links to the questionnaire were distributed in February and March 2017 to respondents,
who were typically given some 1-2 weeks to answer. As deadlines approached, reminders were sent, and
opportunities to submit late answers were given.

For reasons of respondent confidentiality, in particular with regard to the trade association members
whom the author only accessed indirectly through the respective association, the exact total number of
invited respondents is not known.

4 Results

In the following, the results from the questionnaire are briefly described, first broken down into the three
sector case studies, then with some general remarks on the bigger picture. As this is a multiple case
study, the section focuses on qualitative descriptions of the data obtained and its interpretation, rather

6



than on quantitative data. Throughout, the k (103), M (106) and G (109) prefixes are used on cost
figures. For convenience, a brief summary of typical results is also given in Table 1.

4.1 Case 1: Transportation

The first case study concerns transport companies, 11 of which completed the questionnaire. A short
characteristic of their responses follows.

Employees: Typically below 100; a few hundred in a single case.

Revenues: In the order of tens or hundreds of MSEK.

IT dependency: Typically high (8-10), a few medium (5).

IT service outage cost 2016: Typically ranging from tens to hundreds of kSEK; a few MSEK in a
single case, zero cost in a single case.

Number of IT service outages 2016: Ranging from single digits to a dozen, or a score in a single
case.

Hours of unplanned IT service outages 2016: Ranging from single hours to tens of hours; a few
hundred hours in a single case.

Representativeness: All except for the company with zero losses report that the 2016 cost figures are
representative of previous years and assessments of future years.

Additional impacts: Overtime and stress among employees, poor route planning for trucks, inability
to fulfill obligations to customers, having to switch to manual procedures, general anxiety about IT
service outages, customers who cannot order services and thus may be tempted to use competitors
instead.

It is worth pointing out that many of the additional impacts listed by respondents should actually
be included in the cost estimate; in particular, this applies to overtime and customers switching to
competitors.

4.2 Case 2: Food

The second case study concerns food companies, 9 of which completed the questionnaire.

Employees: Typically one or two hundreds; a few below a hundred and a single case with a thousand.

Revenues: In the order of hundreds or thousands of MSEK, a single case below a hundred MSEK.

IT dependency: High (8-10).

IT service outage cost 2016: Typically ranging from tens to hundreds of kSEK; zero cost in a single
case.

Number of IT service outages 2016: Typically single digits, ten in a single case.

Hours of unplanned IT service outages 2016: Ranging from single hours to tens of hours.

Representativeness: Three companies report higher cost in 2016, the rest report that the 2016 cost
figures are representative of previous years and assessments of future years.

Additional impacts: Stress among employees who have to switch to manual procedures, annoyed
customers who get decreased service levels, longer outages would dramatically affect customer
experience (but the respondent has avoided this so far).

It is noteworthy that the single company with zero IT service outage cost in 2016 reports that this
is representative.
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4.3 Case 3: Government

The third case study concerns government agencies, 19 of which completed the questionnaire.

Employees: Typically hundreds or thousands, below 100 in a single case.

Revenues: Typically hundreds or thousands of MSEK; a few dozen GSEK in a single big case, a few
dozen MSEK in a single small case.

IT dependency: High (7-10).

IT service outage cost 2016: Ranging from tens to hundreds of kSEK to single digit and tens of
MSEK; zero cost in a single case.

Number of IT service outages 2016: Ranging from single digits to a few dozen, to a few hundred
in a few cases.

Hours of unplanned IT service outages 2016: Ranging from single hours to tens of hours; a few
hundred hours in a few cases and a thousand hours in a single case.

Representativeness: Four agencies report higher cost in 2016, the rest report that the 2016 cost figures
are representative of previous years and assessments of future years.

Additional impacts: In some cases citizens and external partners have had to wait for information, but
in other cases short outages are reported as not having affected citizens or anyone else outside the
organization. Stress among employees, annoyed users, some customers choosing other alternatives.

Table 1: A summary of typical results from the three sector case studies. For more details, see
the text. Costs, number and durations of outages are cumulative and annual, reflecting the sum
total of the entire year. The ∼ sign is used to denote ‘order of’, i.e., ∼ 1 denotes single digits,
∼ 10 is roughly from 10 to 90, and ∼ 103 is roughly from 1 000 to 9 000.

Transportation Food Government

Employees ∼ 10; a few ∼ 100 ∼ 10 to ∼ 100 ∼ 100 to ∼ 1000

Revenues
(SEK)

∼ 107 to ∼ 108 ∼ 108 to ∼ 109 ∼ 108 to ∼ 109

Outage cost
(SEK)

∼ 104 to ∼ 105 ∼ 104 to ∼ 105 ∼ 104 through ∼ 105 and
∼ 106 to ∼ 107

Outages ∼ 1 to ∼ 10 ∼ 1 ∼ 1 to ∼ 10; ∼ 100 in a
few cases

Cumulative
outages (h)

∼ 1 to ∼ 10 ∼ 1 to ∼ 10 ∼ 1 to ∼ 10; ∼ 100 in a
few cases

4.4 IT service outage costs relative to revenues

It is also interesting to consider cost magnitudes relative to revenues, as a crude way of normalizing the
outage cost with respect to the size of the enterprise. Fig. 1 displays these relative outage costs as box
plots categorized by the three case studies, giving an overview of the data.

As seen, the vast majority of annual IT service outage costs represent a few basis points (i.e., hun-
dredths of a percent) of revenues. All typical values are below fifty basis points (0.5%); only a few outliers
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Figure 1: Annual IT service outage costs relative to annual revenues. For transportation, N = 9, with
two respondents removed due to spurious answers (on revenue and lost productivity, respectively). For
food, N = 9, with all respondents included. For government N = 18, with one respondent removed due
to a spurious answer (on revenue).

reach one or even two percent. This is as expected: if IT service outage cost typically reached several
percent of revenue, it would be in the same order of magnitude as overall profit margins, and enterprises
would regularly go bankrupt in the wake of outages. This does not happen regularly. However, the
outliers in the box plot do suggest that it could happen, which is an important observation for an insurer
underwriting these risks.

Furthermore, only two of the six outlier-costs in the plot have been classified by the respondents
as not being representative. In fact, these are the two smallest ones. The two greatest costs from the
transportation case and the two greatest costs from the government case have, somewhat surprising,
been classified as representative.

4.5 Loss distribution over cost components

It is also interesting to study the relative importance of the cost components. Specifically, the ques-
tionnaire described in Section 3.1 defines three components: (i) the fixed cost to restore service per IT
service outage (insurable as first-party incident response cost), (ii) the variable cost from lost productivity
(typically not insurable), and (iii) the variable cost from lost revenue (insurable as first-party business
interruption cost). For each respondent, total annual IT service outage cost can be broken down into
contributions from these three.

Fig. 2 displays this loss component-wise distribution in a ternary (simplex) plot. Each position
within the triangle represents a possible distribution over the three cost components, as can be read
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Figure 2: Loss distribution over the three cost components. For transportation, N = 9, with two
respondents removed (one for a spurious answer on lost productivity, one for zero outage cost). For
food, N = 8, with one respondent removed (for zero outage cost). For government, N = 18, with one
respondent removed (for zero outage cost).

off the axes. For example, the transportation company found to the right in the vertical middle of the
triangle represents a distribution of 11% fixed cost (potentially insurable), 46% lost productivity (not
insurable), and 43% lost revenue (potentially insurable). Similarly, the food company found almost at the
top of the triangle represents a distribution of 3% fixed cost (potentially insurable), 5% lost productivity
(not insurable), and 91% lost revenue (potentially insurable). As a final example, the government agency
at the leftmost corner at the bottom of the triangle represents the extreme distribution of 100% fixed
cost (potentially insurable), and no variable cost for lost productivity or revenue.

Some tendencies can be observed. First, in a cluster of government agencies in the lower right corner,
almost all outage cost come from lost productivity, with only small contributions from fixed cost or lost
income. Indeed, for 13 agencies (hard to distinguish in the plot) lost productivity represents more than
90% of total IT service outage cost. These losses are virtually uninsurable on the present market. Second,
there is a large number of enterprises where the revenue lost in IT service outages is comparatively small,
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represented by the large number of markers in the lower part of the triangle. Indeed, for 31 of the 35
enterprises in the plot revenue lost represents less than 20% of total losses. Third, the few enterprises
with a very high proportion of revenue lost (top of the triangle) are both private companies.

4.6 Losses and waiting periods

Cyber insurance coverage of lost revenue from business interruption typically applies a waiting period,
i.e., a kind of temporal deductible. Compensation for lost revenue is only paid for outage durations
that exceed the waiting period, though compensation for incident response cost can be paid for shorter
outages as well. Typical waiting periods can be in the order of 24, 36, 48, or even 72 hours, though some
6 or 8 hours can be negotiated (Franke, 2017). Looking at the mean outage durations inferred in the case
studies, they all fall short of an hypothetical 24 hour waiting period. Instead assuming a 6 hour waiting
period, 8 (out of 36 respondents with outages in 2016) have longer inferred mean outage durations, and
would thus in principle be eligible for compensation. However, of these 8, only 4 actually had non-zero
lost revenue.

4.7 Passing cost on in supply chains

One interesting observation was made by a representative of a cloud service provider, who declined to
respond based on the argument that their outage cost is typically passed along to their customers. This is
relevant from an insurance perspective, as the ability of cloud service providers to pass outage cost along
has been identified as a driver for their customers buying insurance coverage instead (Franke, 2017).

5 Implications for investment allocation

The results reported in the previous section are descriptive. However, they also have interesting impli-
cations of a more prescriptive nature. To investigate this further, we develop a mathematical investment
allocation problem to discuss and contextualize the results. How, conceptually, should an enterprise
invest its scarce resources to minimize its net cost of downtime, and what should its insurer incentivize?

5.1 An IT service availability investment allocation problem

Steady state availability A is typically defined as the Mean Time To Failure (MTTF) divided by the
total time of operation, which consists of the MTTF plus the Mean Time To Repair/Restore (MTTR):

A =
MTTF

MTTF + MTTR
(2)

Adhering to the model introduced in (Franke, 2014) (where more details can be found) , assume
that an enterprise can invest resources aimed either at increasing MTTF (so that outages occur less
frequently) or decrease MTTR (so that outages are recovered more quickly). We assume simple Cobb-
Douglas production functions:

MTTF = kKK
βK (3)

MTTR = kLL
−βL (4)

The β parameters are known as output elasticities, and for production with decreasing returns to scales,
as is reasonable here,

∑
βi < 1. Note the minus sign in Eq. (4)—as shorter MTTR is better, it decreases

with greater investment in L. The k parameters are scaling factors, the importance of which will be
discussed shortly. The Cobb-Douglas production function (Cobb and Douglas, 1928) is a simple model
widely used in economics, which has also been used in studies of software reliability (Kapur et al., 2012).

The intuition behind this model is that Capital K can buy better hardware and software, increasing
MTTF, while Labor L can be used to monitor a system and take action to recover it upon failure, decreas-
ing MTTR. As also stressed in (Franke, 2014), Labor and Capital should be taken with a grain of salt (a
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failover system is Capital that decreases MTTR). The model does, however, distinguish two conceptually
different availability investments: production factors that affect MTTF and MTTR, respectively.

Following Section 3.1, the total annual cost of IT service outages derived can be summarized as
follows:

ctot = nout(cfix + t · cvar) (5)

In Eq. (5), ctot is the total annual cost of IT service outages, nout is the number of outages (question 5),
cfix is the fixed restoration cost per outage (question 7), t is the mean duration, in hours, of an outage,
and cvar is the variable cost per hour, composed by lost productivity (questions 8–9) and lost revenue
(questions 10–11).

Eqs. (3)–(5) now allow us to formulate a net cost as the sum of investments K and L to avoid outages
and the outage cost incurred when outages nevertheless happen:

Net cost = K + L+
top

MTTF
(cfix + cvar ·MTTR) = K + L+

top

kKKβK

(
cfix + cvar · kLL−βL

)
(6)

top is the annual operating time, e.g., 365 · 24 = 8760 hours per year. Dividing it by MTTF gives the
number of annual outages, each of which entails (i) a fixed cost independent of duration and (ii) a variable
cost proportional to MTTR. (More precisely, top should be divided by the sum of MTTF and MTTR,
but we know that MTTF� MTTR.)

An enterprise wants to minimize Eq. (6), and doing so, we can now analyze how availability in-
vestments should be allocated between K and L, i.e., between increasing MTTF and decreasing MTTR.
Setting a fixed budget M = K+L and using the method of Lagrange multipliers, we find that an optimal
allocation {K∗, L∗} should satisfy the following first order condition (details in appendix):

K∗

L∗
=
βK
βL

(
cfix

cvar

L∗βL

kL
+ 1

)
(7)

Since Eq. (7) does not give K∗ and L∗ on a closed form, it can be difficult to draw conclusions from
it. However, two special cases can readily be seen:

cfix � cvar In the case of negligible fixed cost, the first term within the parentheses of Eq. (7) is close to
zero, and K∗

L∗ = βK

βL
. Thus, K and L are allocated by the ratio of their output elasticities.

cfix � cvar In the case of negligible variable cost, it can be seen directly from Eq. (6) that any investment
in L is wasted, so K∗ = M and L∗ = 0.

For cost structures between these two extreme cases, the relationship between K∗ and L∗ is non-linear
and also dependent on the value of kL (but not on kK).

5.2 Empirical cost structures and their implications

As the outage cost structure thus has important implications for the allocation of availability investments,
it is interesting to revisit the cost structures found empirically in the case studies. Fig. 3 displays these
cost structures on the x-axis with the implied optimal allocation K∗ as a proportion of the total budget
on the y-axis. (L∗, of course, is the remaining part of the budget). The graphs are based on numerical
solutions of Eq. (7). It should be stressed that these are theoretical numbers—investment allocations
were not investigated in the questionnaire.

To illustrate the dependence of Eq. (7) on kL, three different curves are plotted for different hypo-
thetical kL values, expressed in terms of the total budget M = K + L. For legibility, the respondents
are explicitly shown only on the lowest curve, but as their positions on the x-axis are fixed, their corre-
sponding locations on the other curves are readily found by just shifting them upwards along the y-axis
to the next curve.

Looking at Fig. 3, we first note that the entire range of cost structures is present in the data, including
the two limiting cases discussed above. Several respondents have no, or almost no, fixed cost, leading
to the optimal allocation where K∗

L∗ = βK

βL
. This level is marked separately on the y-axis, to the lower
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Figure 3: Optimal allocation of a fixed budget M = K + L (y-axis) as functions of the cost structure
(x-axis). The respondents plotted are the same as in Fig. 2.

left.3 On the other side, on the upper right, one respondent has no variable cost, leading to the optimal
allocation K∗ = M and L∗ = 0. A few others also have relatively large fixed cost.

It is evident from Fig. 3 that the magnitude of kL is important in determining the optimal allocations
for cost structures between the extremes. Recalling Eq. (4), a large kL implies a large impact of L
investments. This is seen on the lowest curve in Fig. 3, where L is important and the optimal L
share remains almost constant over a large region of cost structures, before the K share begins to grow
substantially. Conversely, a small kL implies a small impact of L investments, so on the upper curves, L
is less important and the optimal K share grows more rapidly as the cost structure changes.

Of course, the allocation problem described here is stylized. The exact figures needed to make
these calculations in a real case are difficult to find in practice. Nevertheless, the problem does lead to
interesting conceptual insights, especially when combined with the case study findings:

• First, while it is sometimes the case that all investments should go into increasing MTTF, it is
never the case that all investments should go into decreasing MTTR. Regardless of cost structure,
investments in MTTF should never go below the proportion implied by its output elasticity over
that of MTTR investment.

• Second, ignoring fixed cost can skew investment decisions. This might seem like a trivial observa-
tion, but well-cited models such as Patterson (2002) do ignore fixed cost. Using Patterson’s model,

3The axes are normalized, to emphasize the general nature of the plot. As in (Franke, 2014), the particular β
values used are βK = 0.212 and βL = 0.663, building on empirical work by Hitt and Brynjolfsson (1996). For a
discussion of the applicability of these numbers, see (Franke, 2014, Section II) .
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the optimal ratio of investments into increasing MTTF and decreasing MTTR is always the same,
viz. the ratio of output elasticities. But as seen in Figs. 2 (per annum) and 3 (per outage), fixed
cost cannot be ignored. It is an important insight of practical relevance that the greater the share
of fixed cost, the greater the share of the budget that should go to increasing MTTF.

• A third insight relates to the non-linearity of outage cost. As put by Gartner (Vecchio, 2016):
“While one hour out of 2,000 may represent one-twentieth of 1% of annual revenue, a five-day
(40-hour) outage may have an impact substantially greater than 2% of revenue. That is, for some
firms, a brief interruption may be of little consequence, while a substantial outage could jeopardize
the firm’s financial viability.” In this respect, Eq. (1) is clearly a simplification, though often a
necessary one in practice, e.g., to elicit questionnaire responses. Nevertheless, it is possible to
modify Eq. (6) to derive some more insight into this problem. In (Franke, 2012), the snowball
effect illustrated in the Gartner quotation is modeled by a cost term growing quadratically with
outage duration. If Eq. (6) is modified by squaring MTTR, it is straightforward to derive the new
first order optimality condition for K∗ and L∗:

K∗

L∗
=

βK
2βL

(
cfix

cvar

L∗2βL

k2
L

+ 1

)
(7A)

Compared to Eq. (7), taking MTTR to the power of 2 in Eq. (6) has translated into multiplying
βL with 2 and taking kL to the power of 2 in Eq. (7A). Mutatis mutandis, the same changes
apply to any exponent n applied to MTTR. As seen in Eq. (7A), the optimal allocation in the
case of negligible fixed cost has changed, so that K∗

L∗ = βK

2βL
. In fact, except for the extreme case

of fixed cost only, where all resources are devoted to K, the new condition in Eq. (7A) shifts the
optimal balance towards more L over the entire range of cost structures. Thus the presence of
a snowball effect consistently implies devoting relatively more resources to decreasing MTTR, in
order to limit a cost growing polynomially in time.

6 Discussion

This section discusses the results, starting by scrutinizing the individual cost estimates, then addressing
implications for cyber insurance.

6.1 Validity and reliability of individual cost estimates

There are several reasons why the measurements of total annual IT service outage cost should be consid-
ered valid for each individual enterprise responding: (i) The cost is broken down into several components,
each of which should be straightforward for the respondent to understand. (ii) The cost resulting from
the combination of these component-wise answers was transparently shown to the respondent, who either
confirmed that the answer was reasonable, or went back to revise the component-wise answers. This
error-correcting mechanism ensures that the answers correspond to the deliberated assessments of the
respondents, rather than merely their prima facie intuitions. (iii) Respondents were also asked to assess
the representativeness of the estimated 2016 cost compared to previous years and assessments of future
years, implicitly forcing them to make yet another check that the answer was reasonable. (iv) Respon-
dents were given the opportunity to comment, in free text, on the total cost estimate, including any
shortcomings.

Since Florêncio and Herley (2013) have pointed out some important limitations of cyber security
surveys, it is a good idea to also discuss the results in light of their criticism. In short, a problem of
many cyber security surveys is that aggregate numbers are derived from data which is very sensitive
to errors. For example, consider determining the total cost of business interruption in a population.
A straightforward method to do so is to ask respondents about their costs, finding the average, and
then multiply this average with the total number of enterprises in the population. However, if any one
respondent has overestimated the cost, this carries over into the aggregate number. Such errors are
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indeed a concern, as some actors might have incentives to produce certain results. However, the results
reported in Section 4 are not aggregated in such ways. Indeed, it is precisely concerns such as that voiced
by Florêncio and Herley that motivate the free text format chosen in Sections 4.1–4.3, as well as the use
of box plots in Figure 1. For example, the outlier response in the transportation sector seen in Figure 1
would be precisely the kind of extreme value that concerns Florêncio and Herley. While its accuracy is
hard to judge, it is clear that it would significantly impact an average value. Therefore, no such average
value is given. Instead, the box plot used gives the reader a better view of the entire distribution. Thus,
the survey results, as presented in non-aggregate forms in Section 4 do not suffer from this particular
threat to validity.

Still, some threats to validity remain: (i) Respondents may not have an accurate understanding of
the enterprise-wide consequences of IT service outages. This is particularly true since respondents (as
far as can be assessed from the channels used to approach them, and the instructions in the beginning of
the questionnaire) typically come from the IT department.(ii) Respondents were explicitly encouraged to
give approximate answers, and make a note of this in free text comments, rather than abstain, so answers
should be assessed in light of this. (iii) The model used, epitomized in questions 5–12 in Section 3.1
above, may not be applicable or accurate for some (kinds of) enterprises. Following the insights from
Section 5, enterprises with very non-linear variable cost or with very long outage durations may not get
accurate results. As mentioned in Section 3.1, the survey instrument is agnostic with respect to whether
incidents are non-malicious or attacks. This is both a strength and a weakness. The strength is that
respondents are not forced to make a distinction that is simple in theory, but difficult in practice (as a
skillful attacker can disguise an attack as a non-malicious failure). This clearly eliminates one source of
errors. The weakness, however, is that the two kinds of incidents are different in nature. Specifically,
as attacks depend on strategic interactions between attackers and defenders, they can be expected to
exhibit more complicated (game-theoretical) features, compared to regular failures that can be expected
to correspond to a more straightforward (decision-theoretical) problem structure. Thus, care has to be
taken when analyzing them together. In particular, this is another reason for not presenting aggregate
statistics (such as sums and averages) in Section 4, but rather qualitative descriptions and box plots.

It is important to note the case study nature of the results presented. While results are reasonably
valid for each individual enterprise, statistically valid inferences cannot be made about the IT service
outage costs of Swedish enterprises in general, or the particular sectors investigated, since the sampling
is purposive, not random, as described in Section 3. Instead, as put by Yin, the aim of a case study such
as the one reported here is analytical, not statistical, generalization (Yin, 2003).

6.2 Implications for cyber insurance

As a relatively novel and rapidly developing insurance line, cyber insurance faces a number of obstacles.
For example, it is well known that a lack of incident statistics prohibits premiums from being actuarially
set (ENISA, 2016; Franke, 2017), reflecting a wider problem of risk quantifiability (OECD, 2017, pp. 94–
96). While the study presented in Sections 4 and 5 offers cost structure case studies rather than statistics,
some implications and suggested courses of action for insurers can nevertheless be identified:

• It is well known that insurers use reasonable proxies such as revenue or industry to group similar
insureds together so that a common pricing model can be applied (Woods et al., 2017; Romanosky
et al., 2019). The results presented in Sections 4 and 5 show the limits of this approach: cost
structures differ across organizations. On a very strict interpretation, the results thus suggest that
cost structure information should be collected individually from each applicant. This is perfectly
feasible on the market for large enterprises, with indemnity limits in the order of tens or hundreds
of millions of dollars or euros, where each insured is thoroughly evaluated through a long and
complicated underwriting process (such as most of the Swedish cyber insurance market from a few
years ago (Franke, 2017)). But it is certainly not feasible on the mass market for SMEs, where
insurers underwrite cyber risk based on just a few questions, or even without any cyber specific
questions at all. Thus, efforts should be directed towards finding good ways to reliably infer cost
structures without necessarily asking all the questions listed in Section 3.1.
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• Using an instrument such as the questions presented in Section 3.1 (or a more efficient proxy),
insurers can get an overview of how the potential losses look in a portfolio, thus addressing con-
cerns over accumulation risk (Hofmann et al., 2018; OECD, 2017, pp. 96–98), in their portfolios.
For example, a portfolio where some insureds have mostly fixed outage cost and some insured
have mostly variable outage cost should, ceteris paribus, be considered less risky than a more
homogeneous portfolio.

• Using an instrument as the questions presented in Section 3.1 in underwriting (on the large enter-
prise market) could have a pedagogical value. Lack of awareness of potential losses and misunder-
standings about coverage are two well-known obstacles for cyber insurance becoming a mature tool
for cyber risk management and transfer (OECD, 2017, pp. 101–104), and an instrument showing
the different components of outage cost, some of which are covered, some of which are not, could
help the demand-side better understand what it buys.

• Continuing this line of reasoning, there is also scope for product development. Some insurers
might want to develop a policy that does cover lost productivity, as this is indeed a substantial
cost driver for some potential customers, especially in the public sector, as seen in Fig. 3. However,
such a product would also entail new challenges in terms of asymmetric information and accounting
transparency.

• Insurers may also want to proactively nudge their customers towards more security, by influencing
their availability investment strategies as outlined in Section 5. While this is certainly useful on
the individual enterprise level, it might be even more useful if an insurer could get a bird’s-eye
view of its portfolio, including interdependencies where IT service outages at one insured could
spill over to others.In such situations, insurers might be able to resolve collective action problems
by innovative new business models along the lines suggested by Wang (2019).

7 Conclusions and future work

Relating back to the three research questions posed at the end of Section 1, some conclusions can be
drawn:

1. The instrument developed in Section 3.1 works quite well, as elaborated in Section 6.1. For
example, it can demonstrably be used in both the public and the private sector, and the respondents
find the cost estimates reasonable. Still, the number of questions required may be too taxing when
underwriting SMEs.

2. The cost structures of different enterprises differ, as illustrated in Fig. 2, and they differ substan-
tially. For example, some enterprises incur only fixed outage cost, some incur (almost) only lost
productivity, and some incur almost only lost revenue. This may seem trivial a posteriori, but
it takes empirical investigation to know. The differing cost structures, furthermore, entail other
consequences. For example, fixed cost and lost revenue are insurable, whereas lost productivity is
not.
In the public sector, lost revenue is often negligible. However, this does not always hold—some
government agencies do experience substantial revenue losses. They may wish to pursue different
risk management strategies than other agencies, e.g. using insurance to a greater extent. This is
a good example of how a case study can make us better understand what is possible, even in the
absence of statistics one exactly how often it is encountered in a population.

3. Different cost structures matter to availability investment strategies, as seen in Section 5. Though
stylized, the availability investment allocation problem provides practical insight relating to the
relative importance of investments in increasing MTTF and decreasing MTTR, respectively, the
importance of fixed cost, and the non-linearity of outage cost.

In addition to these general conclusions, some more insurance-specific implications were discussed in the
previous section.

16



The results also suggest some interesting future work. One such direction is to further investigate
the notion of IT service outage cost consisting of different cost components, as illustrated in Fig. 2. In
particular, it would be interesting to contrast the government agencies with, e.g., municipalities, to see
whether lost revenue is typically negligible there as well, and to contrast the results from transportation
and food with other private sector industries. Another direction is to conduct in-depth interviews
to collect richer and more qualitative information on outage management and IT service availability
decision-making. A third idea is to do a similar exercise on the insurance side—mapping rationales
behind current cost calculations and assessing the opportunities for product development. A fourth
worthwhile direction would be to work with government agencies responsible for introducing reporting
regimes on service outages, e.g., those mandated by the NIS Directive in the EU (European Commission,
2017), thus obtaining more cost data and a correspondingly improved picture of outage cost. A fifth
idea is to further investigate the differences between outages caused by (i) non-malicious failures or
(ii) attacks, as these are typically treated differently in insurance policies. Finally, a sixth direction
involves finding more efficient means to reliable infer cost structure, as discussed in Section 6.2.

Appendix: Derivation of Eq. (7)

Denoting the net cost in Eq. (6) by f and the fixed budget constraint by g, we have:

min
K,L

f = K + L+
top

kKKβK

(
cfix + cvar · kLL−βL

)
such that g = K + L−M = 0

The Lagrangian is thus L = f(K,L)− λg(K,L), and we solve the system of equations ∇L = 0:
∂L
∂K = 1− top

kK
βKK

−βK−1
(
cfix + cvarkLL

−βL
)
− λ = 0

∂L
∂L = 1− top

kK
K−βK cvarkLβLL

−βL−1 − λ = 0
∂L
∂λ = K + L−M = 0

Using the first two equations, we eliminate λ and obtain:
top

kK
βKK

−βK−1
(
cfix + cvarkLL

−βL
)

=
top

kK
K−βK cvarkLβLL

−βL−1

Dividing by
top
kK
K−βK−1βL we have

βK
βL

(
cfix + cvarkLL

−βL
)

= cvarkLKL
−βL−1

Dividing by cvarkL and multiplying by LβL we have

βK
βL

(
cfix

cvar

LβL

kL
+ 1

)
=
K

L

which is the first-order optimality condition for K∗ and L∗ in Eq. (7).
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