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1 Executive Summary 

The current Deliverable of the IMPROVER H2020 project is the third and last in the project’s Work 

Package 2. While it draws heavily on previous work and deliverables, it shows the direction for the 

following workpackages, helping in their task to develop an approach for critical infrastructure (CI) 

resilience assessment which is applicable across Europe and to different infrastructure sectors as well 

as being compatible with the EU Risk Assessment guidelines.  

The current report combines the work done most notably in Task 2.4 and Task 2.5 as defined in the 

project’s work plan. These tasks aim to evaluate the contribution of individual resilience concepts to 

the resilience of critical infrastructure and to compare a number of existing methodologies for 

implementation of resilience concepts to critical infrastructure.  

In short, a set of existing, relevant, resilience analysis or assessment approaches were identified that. 

Based on well-defined criteria, three of the approaches were selected for more detailed comparison. In 

Chapter 1, these three approaches are concisely presented and reviewed. In Chapter 2, a set of several 

individual indicators that are widely used in resilience analysis are selected to be used as ‘test’ 

indicators to discuss their use vis-à-vis the selected three approaches. Chapter 3 presents four fictional 

scenarios, based on the projects living labs and representing different sectors of critical infrastructure 

in different countries. In Chapter 4, the use of the selected set of indicators is illustrated both vis-à-vis 

the three selected approaches and the four scenarios. Chapter 5 goes deeper in this discussion, and 

demonstrates how each of the approaches could be used against the four scenarios. Finally, in Chapter 

6 the three critical infrastructure resilience analysis or assessment approaches are evaluated and their 

relative performance compared, identifying their pros and cons based on the author’s experiences from 

using the methodologies for the illustrations and demonstration. A more detailed, qualitative, 

comparison of the functioning of the three methodologies against the chosen criteria is also given.  

The feedback from illustrations and demonstrations of the three selected methodologies shows that all 

approaches have pros and cons. Moreover, there seems not to be any strict objective way to evaluate 

the approaches, but much depends on what one wants to do with a resilience analysis or assessment 

approach, and how much one is ready put effort and time to it, and who is doing it.  

These notions lead to the conclusion that, first, in the subsequent phases the IMPROVER project 

should aim at combining – in so far it is possible and commensurable – the identified/perceived pros 

while avoiding the identified/perceived cons. Second, the IMPROVER project should aim at 

developing a CI resilience assessment approach which can utilise the strengths of the analysis methods 

shown taking into account the idiosyncrasies of different type of CI and its operators. Such an 

assessment approach should take the form of a framework that combines a resilience analysis and a 

resilience evaluation methodology and is compatible with the EU Risk Assessment Guidelines. 
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Nomenclature 

A-priori: Relating to or denoting reasoning or knowledge which proceeds from theoretical deduction 

rather than from observation or experience 

ASIS International: An organization for security professionals worldwide 

BRT: Benchmark Resilience Tool  

CI: Critical Infrastructure 

CMI: Consequences Measurement Index  

CIP: Center for Infrastructure Protection 

CIRI: Critical Infrastructure Resilience Indicator  

COBIT: IT risk management framework, the most used today are COBIT 4.1 and COBIT 5 

DHS: The United States Department of Homeland Security 

DRS-07-14: Horizon2020 call: Disaster-Resilience, Topic 7, 2014 

DS: Design Science 

DSR: Design Science Research  

ECIP: The Enhanced Critical Infrastructure Protection (Homeland Security, US) 

IST: Infrastructure Survey Tool  

Living lab: Participating critical infrastructure operators in the IMPROVER project 

ORHC: Organisational Resilience Health Check  

Post-hoc: Occurring or done after the event, especially with reference to the fallacious assumption that 

the occurrence in question has a logical relationship with the event it follows  

PMI: Protective Measures Index  

RAG: Resilience Analysis Grid  

Resilience: The ability of a system, community or society exposed to hazards to resist, absorb, 

accommodate to and recover from the effects of a hazard in a timely and efficient manner, including 

through the preservation and restoration of its essential basic structures and functions (UNISDR 

definition) 

Resilience analysis: Resilience analysis is the process to comprehend and to determine the level of 

resilience, based on selected resilience indicators 

Resilience assessment: Resilience assessment is the overall process of resilience analysis and 

evaluation. 

Resilience assessment approach: Any framework, methodology, method or tool that can be used to 

assess infrastructure resilience  
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Resilience evaluation: Resilience evaluation is the process of comparing the results of resilience 

analysis with criteria or objectives to determine whether resilience level is acceptable and identify 

areas for improvement. 

Resilience concept: Qualitative or quantitative, measureable indicators that constitutes parts of the 

overall critical infrastructure resilience. 

Resilient design: The intentional design of buildings, landscapes, communities, and regions in order to 

respond to natural and manmade disasters and disturbances – as well as long-term changes resulting 

from climate change – including sea level rise, increased frequency of heat waves, and regional 

drought
1
 

Resilience domain: Separate, but overlapping, area of critical infrastructure resilience. IMPROVER 

considers the resilient domains as 

 technological 

 organisational  

 societal resilience  

Resilience indicator: Qualitatively or quantitatively measureable entity that constitutes parts of the 

overall critical infrastructure resilience 

RMI: Resilience Management Index 

SPC: ASIS (see above) Security, Preparedness and Continuity standard 

UNISDR: The United Nations Office for Disaster Risk Reduction  
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2 Resilience analysis and assessment methodologies 

2.1 Introduction 

The aim of this report is to evaluate the contribution of individual resilience concepts to the resilience 

of critical infrastructure and to compare a number of existing methodologies for implementation of 

resilience concepts to critical infrastructure. The idea of implementation of resilience concepts to 

critical infrastructure and a comparison of those however requires that the methodologies are aiming to 

achieve the same thing, which they are not. Some of the methodologies identified and discussed in the 

subsequent sections are focused on organisational resilience as opposed to critical infrastructure 

resilience; whereas others focus on different domains of resilience. The output of all of the 

methodologies is also expressed differently and the question remains what should be done with the 

calculated resilience of critical infrastructure. 

This leads to the proposal of the following definitions for the various stages in a resilience assessment 

framework which are based on the equivalent ISO 31000 definitions for risk assessment: 

Resilience analysis: Resilience analysis is the process to comprehend and to determine the level of 

resilience, based on selected resilience indicators 

Resilience evaluation: Resilience evaluation is the process of comparing the results of resilience 

analysis with criteria or objectives to determine whether resilience level is acceptable and identify 

areas for improvement. 

Resilience assessment: Resilience assessment is the overall process of resilience analysis and 

evaluation. 

As will be seen, the majority of the available approaches for studying resilience are only resilience 

analysis methodologies. The subsequent stage of resilience evaluation is often missing, and where it is 

present then it is only in the form of a comparison of the resilience of the organisation, asset, or system 

in question with other comparable objects. Thus the evaluation is reduced to a simple comparison with 

ones peers. The implementation of resilience concepts to critical infrastructure on this basis seems to 

be rather arbitrary and this points towards the need for a framework for assessing resilience which 

includes some sort of evaluation process based on the needs and requirements of stakeholders of the 

CI – including dependent entities, governments and the society which the infrastructure serves. The 

elaboration of this framework is the current work of Work Package 5 in IMPROVER, however the 

intention is that it will be able to incorporate the results from all of the analysis methodologies 

discussed here. 

2.2 Selected approaches 

There exist several methodologies to study critical infrastructure resilience worldwide. These 

methodologies differ considerably in their background, focus and application. While a few of them are 

already in operational use, others exist only as theoretical and methodological models.  

Mainly based on work done previously in IMPROVER (Deliverables 1.1 and 2.2), the following seven 

approaches for evaluating resilience have been longlisted and considered relevant for the study of 

critical infrastructure resilience in the current context: 

 Critical Infrastructure Resilience Indicator (CIRI)
2
  

 Resilience Management Index (RMI)
3
 

 Benchmark Resilience Tool (BRT)
4
 

 Guidelines for Critical Infrastructures Resilience Evaluation (“Guidelines”)
5
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 Organisational Resilience Health Check (ORHC)
6
 

 Resilience Analysis Grid (RAG)
7
 

  “Swiss approach”
8
 

Further analysis of these longlisted approaches, based on criteria and motivation described in 

Appendix A, made it possible to shortlist the underlined three of them for closer consideration: CIRI, 

BRT, and “Guidelines”. In this chapter, the main characteristics of the three chosen approaches are 

concisely presented, while the remaining four are described in Appendix B. 

2.3 Critical infrastructure resilience indicator (CIRI)  

Authors/developer: The IMPROVER project consortium. 

Unless otherwise specified, the reference document for this section is IMPROVER’s Deliverable 2.2.
2
 

The reference document uses the following definition of resilience: 

 

2.3.1 Main characteristics of the approach 

The aim of CIRI is to provide a holistic, easy-to-use and computable methodology, applicable to all 

types of critical infrastructure (CI) and all three domains that are being studied in the IMPROVER 

projects; technological, organisational and societal. The approach is tailorable to the specific needs of 

different sectors, facilities and hazard scenarios. The approach was developed as a potential self-

auditing tool for CI operators, or to be used in cooperation between CI operators and authorities. 

2.3.2 Features and indicators 

The methodology is comprised of four levels of hierarchically organised indicators. CIRI Level 1 

represents each phase in the crisis management cycle, shown in Figure 2.1. Throughout this document 

we include Pre-event mitigation in the level 1 indicator of Prevention; therefore the 2
nd

 level 1 

indicator in CIRI becomes Prevention and pre-event mitigation, a slight difference from IMPROVERS 

Deliverable 2.2.  

 

“The ability of a system, community or society exposed to hazards to resist, absorb, accommodate to and 

recover from the effects of a hazard in a timely and efficient manner, including through the preservation 

and restoration of its essential basic structures and functions.” 
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Figure 2.1  The crisis management cycle constitutes the Level 1 indicators of the CIRI 

approach. 

Examples of CIRI Level 2 indicators are provided in Table 2.1. These are generic indicators found in 

the resilience literature, and while Level 1 remains given, Level 2 is tailorable. Level 3 in turn consists 

of subsets under each Level 2 indicator, and is also tailorable. Level 4 consists of indicators specific to 

the operator who uses the methodology, taking into account selected crisis scenarios.  

Table 2.1  The two top levels (Level 1 and Level 2) in the CIRI hierarchy.  

 

TARGETED 
RESILIENCE 
MEASURES 

Prepared- 
ness 

Warning 

Response 

Recovery Learning 

Risk 
assessment 

Prevention 
and pre-

event 
mitigation 
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2.3.3 Data collection 

Using the model, first the context of the scenario needs to be stated, i.e. the domain, hazard scenario 

and situational factors must be described, as illustrated in Figure 2.2.  

 

 

Figure 2.2  Establishing the context in CIRI. 

The next step is to define the indicators, which are interesting to measure, at Levels 2, 3 and 4, as 

illustrated in the example in Figure 2.3.  

 

Figure 2.3  The structure of CIRI. 

 

The Level 4 quantitative, semi-quantitative and qualitative data is transformed through a maturity 

scale, based on the COBIT 4.1 model, onto the scale 0 – 5, as shown in Table 2.2.   
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Table 2.2  Transformation of Level 4 measurements onto maturity scale. 

Maturity scale Level 4 indicator 

0 Non-existent 

Specific metric of any indicator is transformed into 

processes, procedures, series of actions, series of 

operations, schemes, methods or systems, 
corresponding to one of the maturity levels 0 – 5. 

1 Initial/Ad hoc 

2 Repeatable but intuitive 

3 Defined process 

4 Managed and measureable 

5 Optimised 

Subsequently one should work upwards through Levels 3 – 1, following Figure 2.3 above. Either the 

overall resilience can be calculated using weighting factors or one can focus on single indicators/levels 

(an approach which is more suitable to identify gaps in resilience). 

2.4 Data analysis 

Figure 2.3 above shows an example of the workflow in a CIRI analysis. After determining the 

individual indicators, the CI’s overall resilience is determined by aggregation. Each Level 1 indicator 

can be determined by: 

 

where L1 is the calculated value of the Level 1 indicator and L4 is the maturity of the Level 4 

indicator. The number of indicators at Levels 2, 3 and 4 are denoted a, b and c, respectively. Each 

indicator’s weight factor is denoted u, v and w for Levels 2, 3 and 4, respectively.  

2.4.1 Presentation of result 

Resilience may be presented in a radar chart, as shown in Figure 2.4, at a chosen level in the CIRI 

hierarchy. In this example the score for D (Warning) may indicate that one does not have any warning 

system or that one has not so far measured it. 

 

Figure 2.4 A radar chart presenting resilience evaluation results by using CIRI 

2.5 Benchmark resilience tool (BRT) 

Authors/developer: The Resilient Organisations (ResOrg), New Zealand. 
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Unless otherwise specified, the reference document for this section is “Developing a Tool to Measure 

and Compare Organisations’ Resilience” by Lee et al.
9 

The approach is also described in the 

IMPROVER’s Deliverable 1.1 and references therein. 

ResOrg uses the following definition of resilience
10

: 

 

Development of the BRT was based on the original Relative Overall Resilience (ROR) model, 

developed by McManus et al., who defined organisational resilience as “a function of the overall 

situation awareness, management of keystone vulnerabilities, and adaptive capacity of an 

organisation in a complex, dynamic, and interdependent environment”.
11

 

2.5.1 Main characteristics of the approach 

The BRT was developed for the organisational resilience domain. It is a survey tool designed to help 

to measure the resilience of an organisation, to monitor progress over time, and to compare strengths 

and weaknesses in resilience against other organisations within the same sector or of a similar size.   

The motivation for developing the approach is as follows: 

 Metrics for measuring and evaluating organisational resilience can contribute to four key 

organisational needs: 

o The need to demonstrate progress toward becoming more resilient 

o The need for leading, as opposed to lagging, indicators of resilience 

o The need to link improvements in organisational resilience with competitiveness 

o The need to demonstrate a business case for resilience investments 

 Resilient organisations can be more competitive during Business As Usual, and organisational 

resilience and competitive excellence share many of the same features. 

The BRT is a self-administered (or consultant administered) questionnaire that provides organisations 

with an indication of their performance for each of the 13 areas of organisational resilience. The 

difference in results from use of the BRT at different times makes it possible for organisations to 

assess themselves and make improvements. 

The BRT exists in two versions
12

 to be completed by senior managers and staff, respectively. 

The BRT and the Organisational Resilience Health Check (OHRC) (see Appendix B) are approaches 

designed to complement each other. 

2.5.2 Features and indicators 

Within the BRT, resilience consists of the following three interdependent attributes that build Business 

As Usual effectiveness as well as robust and agile response and recovery from crises: 

 Leadership and culture 

 Networks 

 Change ready processes  

These three attributes constitute the basic understanding of the behavioural element, as described in the 

paper “A supply chain resilience maturity model” of Ahmad et al., who divide resilience into two 

categories
13

: 

 Operational elements: Flexibility, Redundancy, Collaboration, Visibility and Agility 

 Behavioural elements: Leadership & Culture, Change Ready and Network 

“Resilience is the ability of an organisation to survive a crisis and thrive in a world of uncertainty”. 
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Organised between the three behavioural attributes, organisational resilience is measured using 13 

indicators, categorised as illustrated in Figure 2.5. Furthermore, the 13 indicators may also be 

categorised within two factors, planning and adaptive capacity, comprising organisational resilience. 

This two-pronged approach helps organisations identify which approach they inherently favour and 

leverage those strengths, while they also address potential weaknesses. The BRT provides more 

detailed definitions for the 13 indicators, reproduced in Table 2.3. 

 

Figure 2.5 The Benchmark Resilience Tools is built-up of three organisational resilience 

attributes and 13 indicators14 

2.5.3 Data collection 

The data collection may be administered online, over the phone or as a paper-based survey. The online 

version is claimed to be very user-friendly. It automates the collation and analysis of results, and the 

production of a confidential results report for the organisation. 

The full survey (BRT-53) consists of 53 questions and takes approximately 20 – 30 minutes to 

complete. The survey also exists in short-form versions of 13 questions (BRT-13A and BRT-13B)
15

. All 

the items within the BRT model are four-point Likert-scale questions that assess the organisations’ 

agreement with individual statements. 

2.5.4 Data analysis 

Scores are used to analyse the questions. The results require careful analysis for correct interpretation.  

The survey results are presented as overall resilience scores, utility specific resilience scores, lifeline 

specific question responses, top crises, and staff/human resources data. The evaluated organisation’s 

scores can be compared to general organisations’ resilience scores. 

The survey data is analysed by factor analysis, which is a statistical method that requires software and 

specialist analysis skills. 
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Table 2.3  Definitions of indicators as defined for the Benchmark Resilience Tool16 

 

2.5.5 Presentation of results 

The results may be presented graphically as shown in Figure 2.6.  

 

            

Figure 2.6  (A and B) Example of results from a BRT survey involving a number of 

organisations.
17

 The blue bars in (B) represent the number of organisations 

achieving each score. 

 

(A) (B) 
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Figure 2.6 (A) shows that an organisation can determine where they scored relative to other 

organisations that participated in the survey. Figure 2.6 (B) shows average resilience indicator scores 

for each defined utility group in the results.  

In a report from ResOrg
18

, presentation of scores are exemplified, showing that an industry being 

resilient in one category (either the planning or adaptive capacity), may be less resilient in the other. 

Note in Figure 2.7 that the resilience in the Health and Community sector is differing from the others 

in that aspect. 

 

Figure 2.7  Approaches to Resilience by Industry Sector19 

 

2.6 Guidelines for Critical Infrastructures Resilience Evaluation 

(“Guidelines”) 

Authors/developer: Italian Association of Critical Infrastructures Experts (AIIC).  

Unless otherwise specified, the reference document for this section is “Guidelines for Critical 

Infrastructures Resilience Evaluation”.
20 

 

The reference document uses the following definition of resilience: 

 

Other definitions in the reference document: 

 “Resilience evaluation is the overall activities of modelling, and analysis of critical 

infrastructure system aimed to evaluate the ability to prevent, absorb, adapt, and recover from 

a disruptive event, either natural or man-made.” 

 “Resilience engineering is the overall activities of design, construction, operation, and 

maintenance of critical infrastructure system aimed to ensure the ability to prevent, absorb, 

adapt, and recover from a disruptive event, either natural or man-made.”  

2.6.1 Main characteristics of the approach 

The Guidelines intend to provide a framework to address the following questions:  

 To which extent is the infrastructure system resilient?  

“Infrastructure resilience is the ability to reduce the magnitude and/or duration of disruptive 

events. The effectiveness of a resilient infrastructure or enterprise depends upon its ability to 

anticipate, absorb, adapt to, and/or rapidly recover from a potentially disruptive event.” 
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 Why does the infrastructure system have a certain degree of resilience?  

The approach can be applied and customised to any type of infrastructure systems, and the basic 

questions addressed are: 

 Resilience of what? CI’s systems, subsystems, social communities.  

 Resilience to what? Routinely caused man-made and natural potentially destabilizing or 

disruptive events, as well as non-routine risks – disturbances with small likelihood and large 

impacts.  

 Resilience for whom? System designers, managers and system operators, decision makers and 

researchers. 

2.6.2 Features and indicators 

The proposed model is suitable for both resilience evaluation and engineering, and is represented in 

Figure 2.8. The model is structured as follows: 

 Level 1: Four resilience dimensions: 

o Technological (logical and physical) 

o Personal 

o Organisational 

o Cooperative 

 Level 2: Four resilience capacities (c.f. resilience definition): 

o Preventive 

o Absorptive 

o Adaptive 

o Restorative 

 Level 3: Each capacity is related to specific features. Robustness, redundancy and segregation 

are examples of such features. 

 Level 4: The resilience indicators are sector specific and can be both physical and logical 

techniques. 

 

Figure 2.8  Hierarchical representation of the infrastructure resilience model21 
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The Guidelines suggests to define the spatial perimeter initially. This perimeter can be chosen from 

different aspects ranging from a totality view through enterprise location to a single process. The 

approach allows for different aspects of the CI to be analysed.  

Under logical and physical resilience, logical countermeasures can be both technical and 

administrative. Key features to take into account under logical resilience are redundancy, task 

separation and advanced technologies. Physical countermeasures can be generally categorised as 

follows: 

 Anti-intrusion (barriers, locks, fencing, sensors etc.) 

 Surveillance (closed-circuit television (CCTV) systems, human beats, etc.) 

 Fire prevention and extinction 

 Anti-flooding measures 

The following three categories of measures for evaluating resilience are suggested: 

 Implementation measures 

 Effectiveness/efficiency measures 

 Impact measures 

2.6.3 Data collection 

The collection of data should be performed by an expert, similar to CIRI. 

2.6.4 Data analysis 

It is suggested to evaluate resilience using Resilience Indicator cards to estimate the contribution from 

each indicator to the system in question. This may be addressed in different ways, e.g. qualitative, 

quantitative or semi-quantitative and with various degrees of complexity. One should be aware of the 

problem of correlation among various indicators. The authors emphasise that indicators cannot be 

assessed in isolation, because they are highly interconnected, and that the coupling of the indicators by 

weighting is complicated, and that these issues will be addressed in a future publication. 

Data emanating from the four dimensions have to be correlated, and a composed value of overall CI 

resilience is determined by using tailored composing algorithms. The meaning of function f must be 

determined and a relative weight must be assigned to each factor R. 

𝑅𝑆𝑌𝑆𝑇𝐸𝑀 = 𝑓(𝑅𝑇𝐸𝐶𝐻 , 𝑅𝑃𝐸𝑅𝑆, 𝑅𝑂𝑅𝐺 , 𝑅𝑃𝐴𝑅𝑇) 

2.6.5 Presentation of results 

The authors suggest to represent resilience by e.g. a radar chart instead of a single value. The 

resilience associated to a resilience dimension may be estimated by the area defined from the values 

on the radar chart, allowing a comparison among different charts referring to the same dimension but 

for different CIs, as shown in Figure 2.9. 
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Figure 2.9  Comparing resilience indicators within the same resilience dimension and CI sector, 

but for different CIs22  
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3 Indicators  

Each of the three resilience evaluation approaches described in the previous chapter is a kind of an index 

consisting of several indicators. In this chapter, the specific indicators that are selected for closer study in 

evaluating the approaches are shortly discussed and defined. The hierarchy of the CIRI approach, 

consisting of four levels of indicators (see Figure 2.3 above), was chosen as a starting point for selecting 

the indicators. The selected indicators, and their respective CIRI levels, are presented in Figure 3.1.  

 

Figure 3.1  Selected, case specific, individual resilience indicators to be used in evaluations, and 

their respective CIRI levels. 

The main criterion for the choice of indicators was their relevance to the designed case scenarios, what 

was defined as specific events to be evaluated and the primary activity affected by the case scenarios. 
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The indicators were selected to cover both post- and pre-event activities. It would have been 

advantageous to look at more indicators. However, this work would have been too time demanding. 

Instead, a few relevant indicators were selected and evaluated. The selected indicators were also 

chosen to cover all the three domains of interest; technological, societal and organisational resilience. 

This chapter gives general definitions of the individual indicators, and describes how they relate to the 

technological, organisational and societal resilience domains. A more complete description of the 

mechanisms whereby the technological indicators contribute to the resilience of an asset or system is 

given in IMPROVER’s Deliverable 3.2.
23

 

3.1 Prevention and pre-event mitigation  

According to The United Nations Office for Disaster Risk Reduction (UNISDR), prevention is defined 

as “the outright avoidance of adverse impacts of hazards and related disasters”. Furthermore, UNISDR 

defines “mitigation” as “the lessening or limitation of the adverse impacts of hazards and related 

disasters”. The authors of the current report chose to define “prevention and pre-event mitigation” as 

“the system’s ability to avoid an event completely (prevention) or partially (pre-event mitigation)”. 

Under this Level 1 indicator, we chose the Level 2 indicator Resilient design. 

3.1.1 Resilient design  

The term “resilient design” is often used in connection with a physical object, and not in the 

organisational domain. Resilient Design Institute defines “resilient design” as “the intentional design 

of buildings, landscapes, communities, and regions in order to respond to natural and manmade 

disasters and disturbances […]”.
24

 Here it is assumed that resilient design is about intentionally 

designing the features of a (part of a) system in response to vulnerabilities to a disaster to enable a 

resilient response. Because of this definition, resilient design may be considered to be a composite 

indicator of CI resilience. It encompasses the different phases of resilience in different ways, and is the 

holistic consideration of technological features to all of these. It is suggested that the three phases of 

CI infrastructure resilience to be underlying features of resilient design, as presented in Table 3.1.    

Table 3.1  The features of a resilient design 

Phase Absorption and response Recovery Adaptation 

Indicators  Reliability 

Fragility 
Robustness 

Redundancy 

Repairability/Recoverabilty 

Modularity 

Upgradability 

Transformability 

Description Ensure that the infrastructure 

components are inherently designed 

to operate under a range of 

conditions and hence mitigate 

damage or loss from an event. This 

could be achieved through: 

 Providing protection 

 Resisting the hazard or its 

primary impact  

 Preventing disproportionate 
damage or disruption 

Enable a timely and efficient recovery of 

the needed functionalities of the asset or 

system. This could be achieved through: 

 Maintaining availability of, or 

providing,  backup installations 

 Spare capacity 

 Designing for a speedy recovery 

 Ensuring continuity of services through 

other means 

Design the asset or 

system such that it is 

possible to upgrade in 

the future to address 

evolving demands in 

terms of use or 
unwanted perturbation 

 

In the CIRI approach, for example, “Resilient design” is placed under Prevention and Pre-event 

mitigation, and comprises e.g. the following indicators on level 3: “Physical robustness”, “Cyber 

robustness”, “Redundancy”, “Modularity”, “Independency/Segregation. The fact that resilient design 

is a composite indicator means that its use in CIRI (or in any other resilience analysis or assessment 

methodology) is exclusive to the other indicators of which it is comprised. Consideration of both 
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resilient design and, e.g. robustness would mean that robustness would be accounted for twice in the 

resilience analysis.  

From the indicators in Table 3.1, we elaborate further below on two of them, namely redundancy and 

robustness. 

3.1.1.1 Redundancy  

Redundancy is the level of substitutability of a system or system component, where functional service 

can be maintained. Substitutability is an aspect of a CI system’s redundancy, and a key characteristic 

associated with resilience in infrastructure. Substitutability reflects the possibility that the functional 

aspects of an infrastructure asset or infrastructure system can be replaced by back-up infrastructure or 

by other components in the system. Assessing inherent substitutability of critical infrastructure can 

yield information that informs the allocation of resources for infrastructure protection or improving 

infrastructure quality. This information may be used to ensure that resources may be more effectively 

allocated for the protection of infrastructure where a substitute is not readily available or in existence. 

In addition to the concept of substitutability, IMPROVER’s Deliverable 3.2 also discusses internal and 

external redundancy. Internal redundancy being the situation whereby excess capacity remains within 

a system or asset to continue to provide some of the functionality which it is intended for; externalised 

redundancy being the situation whereby excess capacity is available in other assets or systems to 

provide some of the functionality which is lost in a crisis. An example of the former may be the hard 

shoulder on a multi-lane highway; whereas an example of the latter may be a parallel bridge and 

tunnel crossing where neither asset are operating at 100 % capacity under normal conditions. 

There is an obvious relationship between robustness and redundancy, which is that redundancy in 

components increases the overall robustness by providing alternative load paths in the event of loss or 

failure of a component.  

3.1.1.2 Robustness 

According to Eurocode 1
25

, robustness is the ability of a structure to withstand events like fire, 

explosions, impact or the consequences of human error, without being damaged to an extent 

disproportionate to the original cause.  

Structural engineering often refers to the ability of a system to avoid disproportionate collapse:
26

 

“Structural robustness refers to the ability of a structure to withstand adverse effects to a level that is 

not disproportionate when compared to the direct consequences these events cause in isolation, which 

characterises its ability to limit the follow-up indirect consequences by the direct damages (component 

damages and failures) associated with identifiable or unspecific hazard events ( which include 

deviations from original design assumptions and human errors)”. 

Fragility assessment, indirectly includes the evaluation of structural robustness, thus robustness could 

also be seen as a lower level indicator of this characteristics. 

3.2 Response  

According to the UNISDR, response is “the provision of emergency services and public assistance 

during or immediately after a disaster in order to save lives, reduce health impacts, ensure public 

safety and meet the basic subsistence needs of the people affected”.
27

 While communication plays a 

role in all stages of the crisis management cycle, it was chosen to consider this indicator within the 

response phase. 
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3.2.1 Communication  

According to Annex 4 of IMPROVER’s Deliverable 2.2, one of the key factors of societal resilience is 

communication between all actors involved in a disaster, including the public, critical infrastructure 

operators, other private sector actors, emergency management personnel, Non-Governmental 

Organisations, and the government. While crisis communication is a multifaceted concept, crisis 

communication literature typically focuses on at least the following issues or dimensions of 

communication: (Early) warning from crisis communication perspective; coordination and 

communication of actions in cases where there is rather a network of interested parties than only one 

organization as a crisis manager; external crisis communication with media, stakeholders and the 

public at large; and internal crisis communication within an organization.
28

 Under this indicator, it is 

here chosen to focus on the first and third of the mentioned dimensions: Interoperable communication 

and public communication (media, stakeholders, public in general). 

3.2.1.1 Interoperable communication and technology 

The ability of information and communication technology (ICT) systems and the business processes 

they support to exchange data and enable the sharing of information and knowledge. Already seen as a 

necessary step for increasing resilience between different emergency management agencies, 

interoperable communications should go beyond just interagency and include critical infrastructure 

operators as well. Several societal resilience frameworks point to the importance of interoperable 

communications as being paramount to ensuring that the flow of information is efficient and 

effective
29

. 

As the American Presidential Policy Directive on Critical Infrastructure Security and Resilience says: 

“A secure, functioning and resilient critical infrastructure requires the efficient exchange of 

information, including intelligence, between all levels of governments and critical infrastructure 

owners and operators.” In the case of a disaster affecting a critical infrastructure site, the CI operators 

should be able to quickly and effectively communicate with emergency personnel what is happening 

on the ground, and a predetermined interoperable communication strategy is the best way to achieve 

this. Indeed, “ensuring [communication systems] are interoperable between organisations is paramount 

to ensuring the flow of information is efficient and effective”.
30

  

Furthermore, there is a need for interoperability between critical infrastructure operators themselves.   

The European Interoperability Framework explains that in order to have “effective cooperation, all 

stakeholders involved must share visions, agree on objectives and align priorities”. Interoperability 

then is a combination of both governance issues and technology.  

Technologically, operability involves use of radios, programmers, and other technologies to assure 

that real time communication are not lost during a disaster event. There exists a myriad of different 

radio and network solutions for this.  

3.2.1.2 Sharing disaster related information with the public 

Crisis communication to the public, directly or via media, is an important task from crisis management 

point of view, and it can be expected that a resilience system has a well-established crisis 

communication system. While the issue is not at all easy or non-ambiguous, there are several best 

practices and normative guidelines about how to deal with this task in practice. The normative rule is 

that public and media communications should become a fully integral part of the strategic crisis 

decision-making arrangements.
31
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3.3 Recovery  

Recovery is the act or process of returning to a normal state after a period of difficulty. Obviously, this 

very generic definition can be further refined and tailored depending on the issue area. Focusing on 

disaster management, for instance, UNISDR defines recovery as the “restoration, and improvement 

where appropriate, of facilities, livelihoods and living conditions of disaster-affected communities, 

including efforts to reduce disaster risk factors.”
32

 Further, it is mentioned that the recovery task of 

rehabilitation and reconstruction “begins soon after the emergency phase has ended, and should be 

based on pre-existing strategies and policies that facilitate clear institutional responsibilities for 

recovery action and enable public participation.” Moreover, recovery activities “afford a valuable 

opportunity to develop and implement disaster risk reduction measures and to apply the ‘build back 

better’ principle.” The various definitions of national and international organisations (cf. CIPedia
33

) 

are basically only slight variations of the above ones. Under the recovery phase of a crisis, it is here 

chosen to focus on one indicator: reparability/recoverability. 

3.3.1 Reparability/Recoverability  

Technological reparability or recoverability can be said to be the “ability of the infrastructure system 

to restore its capacity and performance by recovering from the effects of adverse events during a 

period of time, under given conditions using available resources”
34

. This recovery process is 

dependent on different factors, such as supportability of disrupted components, maintainability of 

disrupted elements, and prognostics and health management efficiency of the system. It is in this 

evaluation focused on supportability and maintainability.  

3.3.1.1 Supportability  

According to International Electrotechnical Vocabulary (IEV)
35

, supportability is the “ability to be 

supported to sustain the required availability with a defined operational profile and given logistic and 

maintenance resources”. Markeset and Kumar state that concept of product support includes aspects 

such as installation, commissioning, training, maintenance and repair services, documentation, spare 

parts supply and logistics, product upgrading and modifications, software, and warranty schemes, 

telephone support etc. Hence, supportability can be characterised as planned (preventive) or unplanned 

(corrective), where unplanned support is related to unplanned corrective maintenance activities where 

there is a sudden failure that was unpredicted
36

  

3.3.1.2 Maintainability  

Maintainability performance can be defined as “the ability of an item under given conditions of use, to 

be retained in, or restored to, a state in which it can perform a required function, when maintenance is 

performed under given conditions and using stated procedures and resources”
37

. According to the 

definitions this includes both to retain and restore an item, where restoration implies that corrective 

maintenance is performed (a repair) and retaining implies preventive maintenance. Hence, 

maintainability is related to both post and pre-event activities. By “given conditions” we mean the 

conditions the item is used and maintained under, such as climate conditions, geographical location, 

and support conditions.    

Further, maintainability can described as “design factor and address the ease, accuracy, timeliness and 

economy of maintenance actions”. In maintainability performance analysis methods, the aim is to 

model the probability that a successful repair of the item or system will be performed within a stated 

time interval by given procedures and resources
38

. In the analysis, the time to repair is the random 

variable, and is often characterised by the following elements: (1) Time to failure recognition, (2) time 

for failure localization and diagnosis, (3) time for failure correction and (4) time to function check 

out.
39
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4 Scenarios 

The IMPROVER project involves the following living labs, which are further described in 

IMPROVER’s Deliverable 2.1: 

 Oslo Harbour, Norway 

 Öresund Region, Sweden/Denmark  

 A31 Highway, France 

 The water supply system in Barreiro, Portugal 

In order to evaluate the three resilience analysis or assessment approaches, presented in Chapter 1, one 

scenario for each of the four living labs was defined. Scenarios were selected based on information 

from IMPROVER’s Deliverable 2.1 and in dialogue with the living labs.  

In this chapter, first a general picture about how the scenarios are described, providing a basis for 

systematic analysis, is provided. After that, each scenario is presented.  

4.1 Scenario features  

Each scenario was described by its features, as described here. 

4.1.1 Features 

The features of a scenario were divided in the following categories, describing the event to be 

assessed, and its causes and consequences: 

 Event: In order to evaluate resilience related to a scenario, one has to specify which event the 

resilience evaluation shall focus on. The event is described as the very incident that occurs and 

that shall be evaluated.  

 Pre-event incident(s): Cause(s) of the defined event, i.e. incidents that happens before, and are 

related to, the event itself. 

 Post-event incident(s): Consequence(s) from the defined event, i.e. incidents that happens 

after, and because of, the event itself. 

 Boundaries: The purpose of defining boundaries is to narrow down the scope, to make the 

resilience evaluation manageable and sufficiently scenario-specific. The following boundaries 

were defined: 

- Resilience domain: Separate, but possibly overlapping, area of CI resilience. In 

IMPROVER, the resilient domains of study are technological, organisational and 

societal. The boundaries of these domains may be defined based on who or which 

organisation is in charge of dealing with a certain CI resilience indicator. Each domain 

has their respective set of indicators. 

- Hazard type: An all-hazard approach can be used, but the hazard type can also be 

differentiated between natural, non-malicious man-made, malicious man-made and 

multi-hazards.  

- Geographic: This boundary sets spatial limits to the resilience evaluation exercise.   

- Problem owners: These will be e.g. the persons, organisations and/or authorities who 

are dealing with the relevant CI resilience indicators. 

- Time: This boundary sets limits in time to the resilience evaluation exercise. 

- Regulative: Boundaries with regards to regulations will for example limit the scope of 

indicators and their features. 

Following the above feature typology, the scenarios are discussed in some detail in the subsequent 

sections. 
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4.2 Scenario 1: Port of Oslo  

4.2.1 Background 

Potential hazard scenarios at the Port of Oslo, as identified in IMPROVER’s Deliverable 2.1, are 

shown in Figure 4.1. The figure indicates that both road and rail accidents are ranked with relatively 

high probability of occurrence and high probability of causing an emergency.  

               

Figure 4.1 (A and B) Plots of probability of operational hazards to occur at the Port of Oslo in 

the next 5 years against the probability that these events will cause disaster (A) and 

emergency (B).40  

Historical events that have occurred at Sydhavna and Sjursøya:
41

  

 2003: A train collided with a tank-truck containing almost 40,000 litres combustible products, 

causing leakage and subsequent ignition. 

 2009: There were overfilling and mixing of fuels (including aviation fuel) in cisterns in the 

underground storage facility. The event caused flooding and contamination of the product, by 

aviation fuel and diesel oil being mixed.  

 2010: A railway accident caused blocking of the track for the aviation fuel. As a consequence, 

there was a temporary stoppage of the fuel supply to Oslo Airport, Gardermoen. 

 2012: Frost burst caused diesel and kerosene spillage due to a leakage. 

 2012: Pilot strike led to a fuel shortage. 

Leakages and accidents during loading and unloading of petroleum products can cause a fire. There 

can also be a fire at the fuel storage facility during maintenance. The system for unloading of ships, 

loading of trains and lorries and train transports to Gardermoen are identified as examples of 

vulnerable elements at Sjursøya.
42

 Road crossings and railway-road crossings, the railway to 

Gardermoen and organisational conditions are other examples of vulnerable elements that could impact 

the aviation fuel supply to Gardermoen.
43

 

4.2.2 Scenario  

Oslo Airport, Gardermoen is the largest airport in Norway and one of three regional hubs for SAS 

Scandinavian Airlines. All the aviation fuel for Gardermoen comes from Sydhavna, Oslo. Aviation 

(A) (B) 
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fuel is stored in an underground cistern at Ekeberg Oil Storage, which is part of the Ekebergåsen Fuel 

Depot facility at Sydhavna. 

A rail and road accident in connection to the wet bulk terminal, causing a leakage with subsequent fire 

and explosion, will in turn cause a cut-off in loading and transportation of aviation fuel to Gardermoen 

and fuel to Eastern Norway in general. All aviation fuel to Gardermoen is transported via the Port of 

Oslo, which also provides a large part of Norway (45%) with other fuels. The cut-off in aviation fuel 

supply will have immediate effects on the air traffic to and from Gardermoen. An event that causes a 

cut-off in aviation fuel will most probably also affect the distribution of other fuels.  

Oslo Airport, Gardermoen is supplied with aviation fuel from the depot in Ekebergåsen by rail using 

specially adapted wagons. At the level of activity at Oslo Airport Gardermoen in 2012, of 20 million 

passengers, 10 train loads of fuel were required per week, with each train carrying approximately 1150 m
3
 

of product
44

. The trains are leased from a foreign company. If transportation by train is cut off, a 

substitution to trucks by road would be possible, but a similar capacity as of the trains would not be 

reached. There are also possibilities to divert the distribution through another site, and transport the 

fuel by road. The distance between the loading racks and the aviation fuel trains is short, and a train 

colliding into the loading racks would have severe consequences. The number of passengers through 

Oslo Airport, Gardermoen is expected to increase considerably and therefore it is important to 

consider the storage capacity at the airport and how it responds to the increasing number of 

passengers. In case of aviation fuel cut-off, there are also plans for prioritising flights for refuelling. 

Some shorter distance flights will then have to refuel at other airports.  

The focus of this scenario is the stop in distribution of aviation fuel from the Port of Oslo. In order to 

simplify the exercise, several important factors have been excluded, for example the consequences for 

road traffic of a fire producing large amounts of dark and toxic smoke that spreads towards busy roads 

nearby. There are also other facilities and equipment at the port that is vital for the fuel distribution, 

e.g. the quay and infrastructure into the port as well as the equipment within the storage facilities.  

4.2.3 Scenario features: 

 Pre-event – cause(s): Road/rail accident causing leakage/explosion/fire 

 Event – focus of resilience evaluation: Total stop of loading of fuel and transportation from 

the Port of Oslo. 

 Post-event – consequence(s): 

- Primary consequences:  

o Cut-off in aviation fuel supply to Oslo Airport.  

o Reduction of supply of fuel to Eastern Norway in general. 

- Secondary consequences: 

o Air traffic disruption. 

o Road traffic disruptions because of lack of fuel hinder transport of people and 

goods. 

o Road traffic disruptions because of smoke spreading from the petroleum fire in 

the port. 

 Scenario boundaries: 

- Domain: Technological. 

- Hazard type: Man-made. 

- Geographic: The wet bulk terminal at the port, mainly the infrastructure from the 

loading racks towards Oslo Airport. 

- Problem owners: Port of Oslo, fuel suppliers, transport company, authorities (the 

Norwegian Directorate for Civil Protection, the Norwegian Coastal Administration, 

the Norwegian Environment Agency, the Norwegian Labour Inspection Authority, the 

Ministry of Petroleum and Energy, and Oslo Fire brigade). 



IMPROVER              Deliverable number: D2.3 

 

653390 25  

 

- Time: An explosion and fire involving the loading racks could potentially cause long 

term disruptions, if for example structures need to be demolished and rebuilt or there 

are lives lost in the event. However for simplicity of this exercise the scenario is 

limited to 3 months. Within this timeframe there will be immediate as well as long 

term measures. 

- Regulative: 

o Harbour and Fairway Act 

o Fire and Explosion Prevention Act 

o Civil Protection Act 

o Pollution Control Act 

o Working Environment Act 

o Act relating to the storage of petroleum products 

o Trade and Industry 

o Preparedness Act 

o Internal control regulations 

4.3 Scenario 2: The Öresund region   

4.3.1 Background 

Potential hazard scenarios in the Öresund region, as identified in IMPROVER’s Deliverable 2.1, are 

shown in Figure 4.2.  

 

Figure 4.2  Plots of probability of natural hazards to occur at the Öresund region in the next 5 

years against the probability of these events to cause disaster (A) and emergency 

(B)45 

The Öresund region is a perfect example of the interdependency between two countries, namely 

Denmark and Sweden. The key infrastructure connecting the region is the Öresund road and rail link, 

which is first of all highly dependent on both Denmark and Sweden’s transport infrastructures. The 

Öresund Bridge has created a region with a population of 3.7 million inhabitants. Every weekday, 

more than 15,000 people cross the Öresund Bridge commuting to work between Copenhagen and 

Malmö, and therefore the bridge is a critical link between the two countries (although it is not 

designated as Critical Infrastructure – it is an example of one type of CI). An event, e.g. flood or fire, 

impacting at least one of the two countries’ transport infrastructures would have a direct impact on 

traffic on the Öresund Bridge and tunnel, and lead to traffic disturbances in the other of the two 

countries. 

(A) (B) 
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Although the probability of natural disasters in the Öresund region is relatively low, flooding is 

considered one of the major problems and the most likely future hazard in the region. There have been 

a number of floods caused by heavy rains in Copenhagen and Malmö, which are low-lying and in a 

coastal area. Just to mention a few: Heavy rains caused flooding, train delays and nearly cost two lives 

in Copenhagen in August 2014. Flooding caused by heavy rains in 2011 damaged homes and caused 

chaos in parts of the city. In 2010 and 2014 torrential rains caused flooding and closures of roads in 

Malmö and other parts of Skåne. However, flooding in the two countries rarely leads to the closure of 

the Öresund Bridge.  

Storms and strong winds are another prominent hazard faced by the region. In January 2015, the 

Öresund Bridge was closed due to a strong wind caused by the storm Egon. The winter storm 

Alexander forced traffic officials to close the bridge in 2014. In 2013 two massive storms, Simone and 

Sven, struck the Öresund region, causing extensive damage to the infrastructures of the two countries 

and billions of kronor for insurance companies. In 2013 another storm, Xavier, hit Northern Europe 

and forced officials to close the Öresund Bridge. Storms and strong wind also cause problems in ferry 

transport between Denmark and Sweden. Therefore, once the Öresund Bridge is closed and ferry 

transport cannot operate due to storms and strong winds, the connection between Copenhagen and 

Malmö is closed down. 

4.3.2 Scenario  

One of the most realistic disaster scenarios in the Öresund region is a storm including strong winds 

and heavy rain. Heavy rain will cause flooding in parts of Copenhagen and may, together with the 

strong winds, result in a blackout in the city. This would result in disturbances in train traffic in the 

country. As train traffic via the Öresund Bridge is also highly dependent on the electricity 

infrastructure of Denmark, this will result in a shutdown of train traffic on the bridge. Consequently, 

this will cause train traffic disturbances in Malmö. Strong winds will force traffic officials to close the 

bridge and thus restrict all the transport via it. The wind will also stop ferry transport and severely 

restrict people movement within the region, especially between Denmark and Sweden. 

4.3.3 Scenario features 

 Pre-event – cause(s): A storm with strong winds and heavy rains hitting the Öresund region 

causes an electricity blackout in Copenhagen, and affect the train and metro traffic in 

Copenhagen. 

 Event – focus of resilience evaluation:  

Train, road traffic disruption/shut down across the Öresund Bridge. 

 Post-event – consequence(s): 

- Primary consequences:  

o A stop of all traffic across the bridge; as well as rail and metro traffic due to 

electricity blackout, and via the road deck due to strong winds. 

o Stop in ferry transportation between Helsingore and Helsingborg due to strong 

wind. 

o Stop of rail and metro traffic in Copenhagen. 

- Secondary consequences: 

o Workers unable or have limited ability to get to work on the other side of Öresund.  

o Electricity blackout in Copenhagen has negative effects on local communities. 

o If road traffic is still running on the bridge, the traffic may be denser. Ferry 

traffic, if running, will also be pressured.  

o Rail and metro traffic in Copenhagen is disrupted due to the electricity blackout. 

This results in chaos as the city is highly dependent upon the public transport.  

o Hotels in Copenhagen are fully booked as people cannot come back to their 

homes in Denmark and Sweden.  

o Train traffic in Sweden is also disrupted due to the changes in train schedule 

and no incoming/outgoing trains to/from Copenhagen. 



IMPROVER              Deliverable number: D2.3 

 

653390 27  

 

o Danish train operator DSB phone lines are constantly busy, as people are calling 

to get some information regarding the renewal of the train service. 

o Copenhagen Metro phone lines are constantly busy, as people are calling to get 

some information regarding the renewal of the metro service. 

o Transport movement in Copenhagen is restricted, as the city is highly dependent 

on the public transport.  

o Danish major electricity operator DONG Energy sends out SMS with 

information about the electricity blackout in Copenhagen.  

 Scenario boundaries: 

- Domain: Technological 

- Hazard type: Natural 

- Geographic: The Öresund Bridge including road and rail service, and Copenhagen city 

including rail and metro service.  

- Problem owners: Bridge operators, train operators, metro operators, road authorities, 

electricity operators, Danish Transport and Construction Agency 

- Time: The scenario is limited to the event of the accident and restoration of normal 

traffic conditions.    

- Regulative: Not investigated 

4.4 Scenario 3: A31 highway  

4.4.1 Background 

The A31 Highway is a transport infrastructure of importance at European scale. Its traffic is one of the 

most important in France (100,000 vehicles/day), gathers the intercity travels of Moselle valley (about 

1,500,000 inhabitants) and concentrates the crossing of numerous heavy goods vehicles from or to 

Luxemburg, Belgium, the Netherlands or the Northern Germany.  

Within the IMPROVER project, the highway between Nancy-Metz-Luxemburg is studied. It consists 

of the longest free highway of France and meets significant traffic peaks during holiday periods for 

Dutch, Belgian, German and French travellers. The amount of traffic causes a rapid deterioration of 

the road, even if a slight improvement is observed the last years.  

The highway intersects or passes numerous strategic and industrial sites, such as railways, important 

train stations, a nuclear plant, an air liquid industrial site and airports, as shown in Figure 4.3. With 

approximately 15 bridges, the highway crosses railways, rivers and roads (the principal ones are 

represented in Figures 3.3 and 3.4) and is crossed by about 70 roads and railways on the section 

Nancy-Luxembourg. Figure 4.4 shows the three main bridges on the stretch of highway.  

From interviews with DIR Est (Direction interdépartementale des Routes de l’Est – Eastern 

Interdepartmental office of roads) and DDT (Direction Départementale des territoires – Departmental 

office of territories), performed within IMPROVER Task 2.1, some industrial and natural hazards 

have been identified. The following events present a high probability to impact the flow of the traffic: 

 Maintenance and construction sites influencing and disturbing the traffic conditions and flow. 

 Degradation of roads: A31 roads are impacted by heavy traffic and hard climatic conditions 

(low temperatures, snowstorms, heavy raining and windy periods). Degradation of roads may 

impact safety and traffic conditions. Degradation will also be linked to maintenance works, as 

significant degradation of roads will cause long works and disruptions.  

 Serious accident (particularly on a bridge): Accidents regularly occur throughout the infrastructure.  

 Demonstrations/strikes blocking the highway. 

 Snow storms and strong wind are the most likely natural hazards to take place. 
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Figure 4.3   Map of A31 highway, showing section from Luxembourg to Nancy46  

 

   

Figure 4.4   Main bridges of A31. From left to right: Intersection A4/A31, Frouard bridge and 

Belleville Bridge.  

4.4.2 Historic previous events at A31
47

  

Man-made hazards: 

 2016: Two heavy weight trucks and two cars collided, causing complete breakdown of the 

highway during a half day in one direction and significant traffic jam in the other direction. 

This event caused 1 casualty and 5 serious injuries.  

 2016: One heavy weight truck transporting dangerous goods was involved in an accident at 

Maizière les Metz. 

 2015/2016: The traffic on the highway was disrupted through traffic jams by demonstrations, 

e.g a refrigerated trucks roadblock in 2015 and a tractor snail operation in 2016. 

 2015: Explosion and fire at a metal recovery company, 1 km from the A31 highway (Maiziere 

les Metz). The accident resulted in emission of toxic smoke during 24 hours. 

 2014: A truck, containing 4800 litres windshield washer fluid, caught fire on a highway exit.  

 A31 itinerary 
Main agglomerations (from North to South: Luxemburg 
(~500 000 people), Thionville (~160 000 people),  
Metz (~400 000 people), Nancy (~430 000 people). 

Viaduct of beauregard  Intersection A4/A31 

Intersection with railways  Viaduct of Autreville 

Viaduct of Belleville Viaduct of Frouard 
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 2013: There was a fire in a metallic waste storage site, 2 km from the A31 (see Figure 4.5). 

 2013: There was a fire in an agricultural building with smoke near the A31. 

 2010: There was a fire on a truck, transporting gas bottles with O2, H2 and N2. 

 2004: There was closure of the A31, following the overthrow of a truck transporting 

isopropanol.  

 2003: A significant fire in an industrial building (Heillecourt) caused closure of the A33, A31 

and other neighboured roads. Smoke emissions and explosions occurred.  

 2003: There was a closure of the A31 after accident between two trucks causing discharge of 

5,000 litres of gasoil.  

 2002: There was an accident including the overthrow of a truck transporting 30,000 litres of 

nitric acid. 

 1991: There was an overthrow of a truck transporting 6 tons of munitions.  

 

Natural hazards:  

 2016: Heavy rainfall caused accident by aquaplaning.  

 2015: Strong winds impacted the traffic on the A31.  

 2010: Snow and ice caused an overthrow of three heavy weight trucks at the Luxembourg 

boarder. This occurred during peak traffic when commuters where returning home from work 

(see Figure 4.5).  

   

Figure 4.5  Historic events related to A31 highway, showing fire of metallic waste storage, as 

viewed from the A31 (left), and traffic jam on A31 at the North of Metz due to snow 

storm (right).
48

  

4.4.3 Scenario  

Several types of events of both man-made and natural types have been described in the previous 

section. The impact of events occurring in urbanised areas is much more challenging than in rural 

areas. In urbanised area, the consequences of such accident are immediate and require measures. In 

particular, the resistance of the bridge to explosion can be studied, in order to know until which 

amount of explosive the structure may collapse. The reactivity of stakeholders and the communication 

capabilities are also very important in such busy area, and could be simulated. For the scenario, a 

bridge in the Metz agglomeration was therefore chosen.  

4.4.4 Scenario features: 

 Pre-event – cause(s): An accident including a truck containing explosive/flammable goods. 

The collapse of the truck induces a blast and thermal effects on the bridge. 

 Event – focus of resilience evaluation:  

The disruption or stop in traffic at and near to the accident. 

 Post-event – consequence(s): 



Evaluation of resilience concepts applied to critical infrastructure using existing methodologies 

 

www.improverproject.eu 30  

 

- Primary consequences:  

Traffic jam, blocked highways. 

- Secondary consequences:  

Disrupted transportation of commuters across the border between France and Luxembourg. 

 Scenario boundaries: 

- Domain: Technological/organisational 

- Hazard type: Man-made 

- Geographic: Accident at Viaduc du Canal des Mines de Fer de Moselle (the A31 

crosses the river Mosel), affecting the traffic on a section of 10 km of the highway. 

- Problem owners: DIR Est, Metz Municipality, employers of the commuters affected. 

- Time: The scenario is limited to the accident and restoration of normal traffic conditions 

- Regulative: French regulations, not investigated in detail.    

4.5 Scenario 4: Water Network in Barreiro  

4.5.1 Background
49

 

Barreiro’s potable water supply system network consists of 11 licensed ground-water intakes from a 

semi-confined aquifer, 7 reservoirs for treated water storage with the total capacity of 12,750 m
3
, 

7 treatment installations for disinfection with the addition of sodium hypochlorite, 3 pumping stations, 

5 blowers, 16.1 km of main ducts and 308 km of pipes, composing a meshed distribution. The flow is 

captured about six million cubic meters to supply about eighty thousand inhabitants. The network can 

be subdivided into 6 components, namely the water sources, adduction, storage, treatment, distribution 

and utility system.  

Barreiro’s municipality, with an area of 36.41 km
2
, has, according to the Census 2011, a population of 

78,764 people. The municipality is integrated in the district of Setúbal, which belongs to the Lisbon 

Metropolitan Area, and is located on the south bank of the Tagus River estuary. It consists of four parishes, 

Union of the Alto do Seixalinho, St. Andre and Verderena parishes; by the Union of Barreiro and Lavradio 

parishes; by the Union of Palhais and Coina Parishes and the Parish of Santo António da Charneca. 

The city of Barreiro has a strategic position while bathed by the Tagus and Coina rivers, with a length 

of 17 km of riverfront and supported by an important road-rail-river terminal. It is located about 40 km 

from Lisbon – linking to this city by the 25 de Abril or the Vasco da Gama bridges – and about 35 km 

from Setúbal district capital, whose most prominent access is the Highway A2. 
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Figure 4.6   Barreiro’s municipality national location (left). Barreiro’s municipality 

metropolitan area of Lisbon location (middle). Seven supply zones map with the 

main ducts, drilled water boreholes location, Baia do Tejo business centre and Mata 

da Machada national forest (right). 

The city has an important industrial centre, called Baia do Tejo business park, north of the county, 

which is an area of about 10 % of the county, home to nearly 200 companies and industries, where the 

3 SEVESO
50

 industries are also located. These industries represent a high risk level to the county and 

to the water supply system respectively, mainly due to the risk of explosion and potential domino 

effects. 

 

Figure 4.7  Satellite image - Barreiro’s county image where it is possible to observe the two 

waterfronts rivers that are high risk areas due to earthquakes and tsunamis, and 

also the north county location of the three SEVESO industries.  

In the centre-south of the county there is the national forest, called Mata da Machada, whose area is 

around 23 % of the county area and is also a high risk level zone. 
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The coverage rates of the water supply system are located almost 100 % and sanitation by networked 

accommodation in the order of 98 %. Regarding to the water sources, the 11 drilled water boreholes, 

the only source for water supply, reach depths between 263 and 305 m, taking water from geological 

formations of Pliocene and Top Miocene. The aquifer system is replenished directly by precipitation 

water infiltrating in the Pliocene and Quaternary soils, which in turn output, via drainage, to the 

underlying Miocene formations, which may also receive water directly. Part of the recharge is also 

made from the main water streams. Water from this aquifer is also being drilled for the industrial zone, 

which follows its own unclear rules. 

The distribution network consists of the pipes and nodes which deliver the water from the reservoirs to 

the users. The main part of the distribution network is 25 years old or older. Fibre cement has been 

extensively used to construct the pipes, and is about 60 % of the network, the remainder of the 

network consisting of plastic materials, such as PVC and HDPE, and ductile iron. The system is 

subdivided into 3 subsystems the north (Alto da Paiva System), central (Vale Romão System) and 

south (Penalva-Coina System), 7 supply zones and 21 measuring and control zones. The water age 

varies at the 3 subsystems. On average, the water age reaches 24-72 hours in the North subsystem, 24 

hours in the central subsystem and 24 – 90 hours in the south subsystem.   

In order to exploit efficiently and effectively their systems, the municipality of Barreiro has a remote 

management system that allows tracking, in real time, the functioning of the water supply systems 

(and wastewater systems). 

This technology in addition to detecting anomalies and malfunctions in the network also reduces costs 

and increases operating efficiency, saving water and electricity. The effective control of water quality, 

improves services to users, in that it enables, among other things such as remote interventions, a 

permanent overview of the water supply and the collection of data to promote systems analysis and 

optimization of its operation (construction of mathematical models for simulating the operation of the 

network and its control losses). 

The scenario that has been chosen is related to one of the major hazardous events in the water supply 

system, referred in the Water Safety Plan of Barreiro; “seismic ground shaking, liquefaction and 

tsunami”. Historically the Lisbon Metropolitan Area is prone to seismic activity, in 1755 Lisbon was 

destroyed by an earthquake/tsunami, and a presumed recurrence is still expected.  

In this fictional scenario a severe earthquake has occurred which, among other things, has caused a 

chemical leakage at the SEVESO chemical plant with ensuing dangerous and substantial chemical 

material leakage (in land/sea). This leakage is threatening the quality of the water from the water 

supply system of Barreiro. In addition there will be significant housing infrastructure destruction, 

resulting in loss of human life. 

The municipality will have to address the following uncertainty regarding the impacts on the water 

supply system: Will the aquifer and the water intakes be affected in the short/long term? 

 

We will leave out of the analysis some cascading effects, such as: 

 Cascading effects due to man-made (malicious or non-malicious) hazards. 

 Ensuing tsunami.  

 

Assumptions: 

 The state emergency communications system
51

 remains functional, i.e. with minor degradation. 

 The hospital facilities were not severely affected by the earthquake or by the ensuing chemical 

material leakage. Nevertheless, they are dependent on the water supply system and therefore 

will be concerned about the likely contamination of the aquifer and water intakes.  
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4.5.2 Scenario features:  

 Pre-event – cause(s): A severe earthquake has occurred, impacting SEVESO infrastructures 

and the integrity of the water supply infrastructure, causing a chemical leakage into the water 

supply system network 

 Event – focus of resilience evaluation: The water supply system network has been severely 

damaged and a chemical leakage is polluting the water within this system 

 Post-event – consequence(s): 

- Primary consequences:  

o Shutdown of clean water supply 

o Surge in local hospital activity due to drinking polluted water 

- Secondary consequences: 

o A reduced functionality at the hospital due to a shortage of clean water 

o Road traffic disruptions hinder transport of people and goods 

 Scenario boundaries: 

- Domain: Organisational/technological 

- Hazard type: Natural  

- Geographic: The water supply system of Barreiro municipality 

- Problem owners: Barreiro municipality, which operates the water supply system, as 

well as the owners of the SEVESO infrastructure 

- Time:  

o The severe earthquake phase lasts a few minutes, with minor replicas 

o The chemical leakage effects are expected to last for at least 3 weeks 
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5 Illustrations of individual indicators 

This chapter shows quantitative and qualitative evaluations/metrics for each of the three domains of 

resilience, i.e. technological, organisational and societal. This is done by applying the indicators (see 

Chapter 2) to the scenarios (see Chapter 3), using the three resilience evaluation approaches (see 

Chapter 1). 

5.1 Redundancy and robustness: Port of Oslo 

The focus of the selected scenario is the stop in distribution of aviation fuel from the Port of Oslo to 

the Airport Gardermoen. Here we discuss two specific Level 3 indicators, Redundancy and 

Robustness, and consider them against the scenario. The hierarchic positions of these indicators and 

the related indicators, following the scheme presented in Chapter 2, are presented in Figure 5.1. 

 

Figure 5.1  Illustration of sector specific indicators in Port of Oslo 

5.1.1 Redundancy 

Given the scenario of Port of Oslo, we illustrate here how redundancy – both technical and 

organisational – can be applied to the scenario, using both qualitative and quantitative metrics. The 

illustration is summarised in Table 5.1. 

There exist different quantitative and qualitative indicators related to this. The quantitative metrics 

include the reserve storage capacity, meaning for how long supply can be maintained if the loading 

sites at the Port of Oslo are down. The qualitative evaluation is carried out with regard to alternative 

loading sites, alternative means of loading and agreement for back-up equipment etc. How these 

indicators can be transferred to different resilience analysis approaches is a difficult task, but there is 

clear evidence that the same indicators exist described with other terms.  

The CIRI framework uses an impact metric in combination with a redundancy metric to evaluate the 

redundancy. As mentioned, the BRT relates to organisational resilience and the indicators relate to 

redundancy of effective partnership and internal resources. The Guidelines divide the technical 

indicators into physical and logical indicators, where “Back up and data loss prevention” and 

“Existence of an operational center or physical security integration management” are both examples of 

indicators related to redundancy. As stated in the guidelines “Back-up process is typically 
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representative of some resilience features as Robustness, Redundancy and Segregation” and “security 

operational center features are hence IP management capability, open code, easy to maintain, modify 

and upgrade, a reasonable degree of redundancy of critical components”. In the Guidelines there exist 

a wide range of examples of organisational resilience indicators, where organisational redundancy is 

covered, both concerning internal and external resources. For instance, “Organisation’s Resilience 

Management Systems” helps the organisation to design a balanced system to reduce the likelihood and 

minimise the consequence of disruptive events, where redundancy can be linked to the minimization 

of the consequence.  The listed organisational resilience indicators overlap also with characteristics of 

a robust organisation. 

Table 5.1  Examples of applications of redundancy indicators at Port of Oslo  

Resilience 

domain 

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT Guidelines 

Technological   Redundancy  and 

back-up solution  

Alternative 

loading sites 

Alternative 

means of 

loading  

Alternative 

means of 

loading  

Reserve 

Storage 
Capacity 

 

 

 

Impact metric/ 

Redundancy 
metric   

 

 Back-up and data loss 

prevention  

Existence of a security 

operation center (SOC) 
or physical security 

integration 

management (PSIM)  

Organisational Organisational 
redundancy  

External and 
internal 

resources 

Operator 

cooperation 

agreement for 

back-up 
equipment 

 

 E.g. Pre-
arrangements 

Effective 
partnership  

Internal 

resources 

Organisation’s 
resilience management 

system 

Governance framework 

– Stakeholders analysis 

Governance framework 

– Role and 
responsibilities 

definition for resilience  

Organisation’s 

knowledge 

management - Bow Tie 

analysis 

5.1.2 Robustness 

To be able to withstand extreme events, one often says that a system needs to be robust, including 

organisational, technological and social systems. At the Port of Oslo, in addition to having a back-up 

system, alternative loading sites, and alternative storages, it is also important to have robust loading 

systems, which are able to withstand extreme events. An example of quantitative evaluation is 

structural robustness. Given the scenario of Port of Oslo, we illustrate here how robustness – both 

technical and organisational – can be applied to the scenario, using both qualitative and quantitative 

metrics. The illustration is summarised in Table 5.2. 

As mentioned, CIRI uses an impact metric in combination with a robust metric, to show how design 

will influence the impact on the structures and the reduced service level. In Guidelines, “existence of a 

reactive emergency peripheral frame” and ‘”existence of a security operation center (SOC) or physical 

security integration management (PSIM)” are examples that somehow are indirectly related to 

robustness. Organisational robustness can be characterised as the ability of an organisation to function 

under extreme stress. How to evaluate this can be a difficult task; however, there exist qualitative 

evaluation methods/procedures to ensure the organisations robustness and resilience.  BRT has several 

indicators related to this, such as “stress testing plans”, “situational awareness”, “internal resources”, 

and “proactive posture”. As stated in the BRT, stress-testing plans is “the participation of staff in 

simulation or scenarios designed to practice response arrangements and validate plans” and situational 

awareness is that “staff are encouraged to be vigilant about the organisation, its performance and 
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potential problems. Staff is rewarded for sharing good and bad news about the organisation including 

early warning signals, and these are quickly reported to organisational leaders”.  

Table 5.2  Examples of applications of robustness indicators at the Port of Oslo  

Resilience 

domain 

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT Guidelines 

Technological Structural 
robustness of 

loading 
equipment   

   Robust metric/ 
impact metric  

 Existence of a reactive 
emergency peripheral 

frame  

Existence of a security 

operation center (SOC) 

or physical security 
integration 

management (PSIM) 

Organisational Organisational 
robustness   

Ability of 
organisation to 

function under 
extreme events 

  Stress testing 
plans  

Situational 

awareness  

Internal 

resources  

Proactive 

posture  

 
  

Organisation’s 
resilience management 

system 

Governance 

framework – 

Stakeholders analysis 

Governance 

framework – Role and 

responsibilities 
definition for 

resilience  

Organisation’s 

knowledge 

management - Bow 

Tie analysis 

 

5.2 Communication and supportability: The Öresund region 

The focus of the selected scenario is one of the most realistic disaster scenarios in the Öresund region; 

a storm including strong wind and heavy rain, causing cause flooding which in turn results in 

electricity outage. This is then causing a complete train traffic shutdown on the bridge connecting 

Denmark and Sweden. Here we discuss two specific Level 3 indicators, Interoperable communication 

and Supportability, and consider them against the scenario. The hierarchic positions of these indicators 

and the related indicators, following the scheme presented in Chapter 2, are presented in Figure 5.2. 

 

 

Figure 5.2  Sector specific indicators in the Öresund region 



IMPROVER              Deliverable number: D2.3 

 

653390 37  

 

5.2.1 Interoperable communication and technology  

To increase resilience it is necessary that information and communication technology systems, and the 

business processes they support, have the ability to exchange data and to enable the sharing of 

information and knowledge. This is not just important for emergency management agencies, but also 

for critical infrastructure operators. In the Öresund region, it is vital that real time communication is 

not lost in extreme situations, such as during a storm, considering the high interdependency between 

the bridge and the transport infrastructure in both Denmark and Sweden, which implies that there are a 

wide range of different stakeholders in this region, 

The CIRI framework suggests using the maturity model to evaluate technical and governance 

interoperability, evaluated from Non-existent (0) to Optimised (5). In CIRI, there are several logical 

and physical indicators indirectly related to technical interoperability. “Emergency system 

availability”, which is suggested in Table 5.3, is not mentioned in the framework, but the framework 

only gives examples of indicators. Hence, emergency system availability could be one of the logical 

and physical indicators. Out of the organisational indicators, “Relationship with external business 

partners” from the CIRI framework, is very relevant here. The BRT indicators “Leveraging 

knowledge” and “Breaking silos” highlight these issues as well. Leveraging knowledge means that 

“critical information is stored in a number of formats and locations and staff have access to expert 

opinions when needed. Roles are shared and staff are trained so that someone will always be able to 

fill key roles”. Breaking silos means “minimization of divisive social, cultural and behavioural 

barriers, which are most often manifested as communication barriers creating disjointed, disconnected 

and detrimental ways of working”. The illustration is summarised in Table 5.3. 

Table 5.3   Examples of interoperable communication and technology indicators applied to the 

Öresund region 

Resilience 

domain 

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT  Guidelines  

Technological Technology in 
the Öresund 

region that 
assure that real 

time 

communication 
is not lost  

Technical 
interoperability 

 Technical 
interoperability  

 

 

 

 

Emergency system 
availability  

Organisational/ 
societal  

Effective 
communication 

and cooperation 

between 

stakeholders  

Governance 
interoperability 

 Governance 
interoperability  

Leveraging 
knowledge  

Breaking silos  

Relationship with 
external business 

partners    

5.2.2 Supportability 

In a scenario with breakdown of critical components and systems, it is necessary to have a sufficient 

product support and good access to repair services. The bridge between Malmø and Copenhagen is 

vital for transportation for goods and personnel. Hence, it is crucial to have the right resources 

available to be able to recover fast. Two important factors in this case, are to have availability of spare 

parts and repair services. The operators must continuously evaluate, based on hazards and scenarios, 

what spare parts, restoration equipment, personnel etc. are available in order to be have an effective 

restoration process. The illustration is summarised in Table 5.4. 
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Table 5.4   Examples of supportability indicators applied to the Öresund region  

 

Domain  

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT Guidelines 

Technological / 
organisational  

Supportability  
of Öresund 

bridge   

Spare part 
supply  

Repair services     

 Available spare 
parts   

 

Organisation’s 
resilience 

management 
system 

 

5.3 Redundancy and maintainability: A31 highway 

A31 highway is a subject of several types of events of both man-made and natural types. Related to 

the context of the selected scenario, we discuss two specific Level 3 indicators, Redundancy and 

Maintainability, and discuss their applications to the selected case. The hierarchic positions of these 

indicators and the related indicators, following the scheme presented in Chapter 2, are presented in 

Figure 5.3. 

 

Figure 5.3  Some indicators in the context of A31 highway resilience 

5.3.1 Redundancy  

In case of an accident or incident with the consequence of a closed bridge or road section, it is very 

important to be able to find alternative roads. In the A31 highway scenario one could quantitatively 

evaluate the length of deviation roads (compared to normal route), the capacity of the alternative roads 

or the alternative travel time. This will give an indication of the level of redundancy around the 

disrupted area. 

The CIRI framework suggest to use a redundancy metric in combination with an impact metric, and by 

this give measure of the capacity needed for the alternative roads, to minimise the impact. The 

Guidelines have not suggested any indicators that directly relate to this case, but the same indicators as 

presented in the previous example have an indirect link to redundancy of the road system. When it 

comes to the redundancy of the organisation, the same is valid here as in the previous example for the 

Port of Oslo. This is illustrated, with regard to A31 highway, in Table 5.5.  
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Table 5.5 Examples of redundancy indicators applied to A31 highway   

Resilience 

domain 

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT Guidelines 

Technological Alternative 

roads/routes  in 
case of closed 

bridge    

 Length of 

deviation 
roads 

Capacity of 

alternative 
roads 

Alternative 

travel time  

Redundancy 

metric /  
impact metric  

 Back-up and data 

loss prevention  
 

Existence of a 

security operation 
center(SOC) or 

physical security 

integration 
management (PSIM)  

Organisational Organisational 

redundancy     

External and 

internal 
resources 

  Effective 

partnership  

Internal 

resources 

Organisation’s 

resilience 
management system 

Governance 

framework – 

Stakeholders 

analysis 

Governance 

framework – Role 

and responsibilities 
definition for 

resilience  

Organisation’s 

knowledge 

management - Bow 

Tie analysis 

5.3.2 Maintainability  

In order to restore and repair the bridge, it is important to know where the failure is located, and how 

severe this damage is.  Based on this, it will be possible to estimate the maintenance and support 

needs. For instance, “Time for failure localisation and diagnosis” and “Time for failure correction” can 

be used as quantitative indicators.  

The CIRI suggest to use maintainability as a Level 3 indicator, where sector specific indicators can be 

tailored (Level 4). The maturity levels can be easily used to indicate how maintainable the 

infrastructure is. For redundancy and robustness, CIRI has an impact metric. The same concept can be 

used here to give an estimate of how fast the recovery process takes place, based on indicators like 

“Time for failure localisation and diagnosis” and “Time for failure correction”. This is illustrated in 

Table 5.6. 

Table 5.6  Examples of maintainability indicators applied to A31 highway   

 

Domain  

Example of 

application  

Qualitative 

evaluation/ 

metrics 

Quantitative 

evaluation/ 

metrics  

Examples of indicators in the approaches    

CIRI BRT Guidelines 

Technological / 
organisational  

Maintainability 
of bridge   

 

 

Time for 
failure 

localization 

and diagnosis  

Time for 

failure 

correction  

Maintainability    Planning 
strategies 

Internal 

resources  

Effective 

partnership  

Organisation’s 

resilience 
management system 

5.4 Robustness: Water Network in Barreiro  

The focus of the selected scenario is a severe earthquake, which, among other things, has caused a 

chemical leakage at the SEVESO chemical plant with ensuing dangerous and substantial chemical 

material leakage (in land/sea). Here we discuss one specific Level 3 indicator, Robustness, and 
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consider it against the scenario. The hierarchic positions of this indicator and the related indicators, 

following the scheme presented in Chapter 2, are presented in Figure 5.4. The scenario-related 

examples are illustrated in Table 5.7. 

 

Figure 5.4  Illustration of specific indicators for Barreiro 

Table 5.7  Examples of robustness indicators applied to Barreiro water network 

Resi

lience domain 

Example of 

application  

Qualitative 

evaluation / 

metrics 

Quantitative 

evaluation/ 

metrics  

Example of indicators in the approaches    

CIRI BRT Guidelines 

Technological Physical  

robustness of 
pipes / 

structures   

 Acceptable 

damage rate 
evaluation 

Robust metric / 

impact metric 
 

 Existence of a 

reactive emergency 
peripheral frame  

Organisational  Organisational 

robustness  

Ability of 

organisation to 
function under 

extreme event   

  Stress testing 

plans  

Situational 

awareness  

Internal 

resources  

Proactive 

posture 

Organisation’s 

resilience 
management system 

Governance 

framework – 
Stakeholders 

analysis 

Governance 

framework – Role 

and responsibilities 

definition for 
resilience  

Organisation’s 

knowledge 

management - Bow 

Tie analysis 

5.5 Sharing disaster related information with the public 

Sharing information has been found to contribute to social resilience 
52, 53

. Not only does it contribute 

to social resilience, but recent studies have shown that the public need essentially the same 

information as emergency service personnel
54

. The kinds of information that should be shared include, 

but are not limited to: acknowledging when there has been a disruption, estimated service restoration 

times, official disaster information from official sources, and how to act during and after a disaster (for 

example, turn off the gas)
53

. 

Traditional and social media should be seen as complementary sources of information 
55

. Indeed, 

communicating with the public directly is not meant to replace traditional media, but instead to 

compliment it. D4.1 demonstrated that the public expect to be provided information by CI operators 

from both traditional and social media, including websites
53

. Furthermore, disaster-related information 

should be shared in near real-time, as this also contributes to increasing social resilience
56, 57

. Indeed, 

providing real-time information (even stating that there is no new information available) contributes to 

reduced anxiety, leads to more appropriate actions being taken, and to a faster response time
52

, 
58

. 
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The IMPROVER project has found that social media can be a good tool for increasing social 

resilience
52

. Social media generally encourages interaction and dialogue between users
59

. Furthermore, 

research shows that synchronous (where you can respond) messages are more effective in eliciting 

action during an urgent situation . Responding to comments and queries on social media was also 

found to be a public expectation in D4.1
53

. 

The contribution of sharing disaster related information with the public to resilience is discussed in the 

examples of the Oslo harbour, the Barriero municipal water network and the A31 highway. These 

applications are based on interviews carried out in these living labs with a number of the operators. 

The applications focus on the means and maturity in which the operators share disaster related 

information with the public. Since the public communication is only an indicator in CIRI; the example 

application is limited to this methodology. 
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6 Demonstrations of resilience evaluation approaches 

In this chapter, it is demonstrated how each resilience analysis approach was applied to each of the 

four scenarios using the respective selected indicators, although for some of the demonstrations the 

indicators were slightly modified from the examples given in the previous chapter for practical 

reasons. While in the previous chapter it was illustrated how individual resilience indicators can be 

used vis-à-vis each of the three approaches, the current chapter continues this discussion by much 

more concretely demonstrating how each of the approaches can be used.  

The focuses of the scenarios, which are thoroughly described in Chapter 3, can be summarised as 

follows: 

 Port of Oslo: Stop in distribution of aviation fuel from the Port of Oslo to the Airport 

Gardermoen. 

 Öresund region: A storm including strong wind and heavy rain, causing flooding which in turn 

results in electricity outage. This is then causing a complete train traffic shutdown on the 

bridge connecting Denmark and Sweden.  

 The A31 highway: The disruption or stop in traffic at and around an accident on A31 

highway. 

 The water network in Barreiro: Severe earthquake, which, among other things, has caused a 

chemical leakage at the SEVESO chemical plant with ensuing dangerous and substantial 

chemical material leakage (in land/sea). 

It should be noted that the choice of indicators are just examples, since there could exist hundreds of 

relevant indicators for the four scenarios. 

6.1 CIRI 

6.1.1 Port of Oslo 

Two main Level 3 indicators were selected for this demonstration: Redundancy (Table 6.1) and 

Disaster-related information sharing with the public (Table 6.2), as well as related indicators at other 

CIRI levels. 

Prevention and pre-event mitigation demonstration 

According to CIRI, the Level 4 indicators are “sector specific” - in this case, distribution of aviation 

fuel. However, the chosen Level 3 indicator has nothing to do with distribution of aviation fuel. On the 

other hand, CIRI also defines that Level 4 indicators depend on the “concrete application” and, in this 

case, the application could be considered to be redundancy. 

Level 4 indicators were chosen based on the scenario described above in Chapter 3, where the Oslo 

fuel logistics were considered. The hierarchical positioning of indicators is expressed in Table 6.1. 
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Table 6.1  Example indicators for the Port of Oslo scenario. 

Level 1 Level 2 Level 3 Level 4 

Prevention and pre-

event mitigation 

Resilient design Redundancy Reserve storage capacity 

Alternative means of loading 

Alternative loading sites 

Operator cooperation agreement for 

back-up equipment 

 

The Impact metric chosen for this example is Reserve storage capacity, which is related to length of 

time of disruption of service. These are set with the range of possibilities tailored to suit the specifics 

of the incident scenario, i.e., 0 to 90 days.  

 

In Table 6.2, the 0 to 5 range of the COBIT Maturity Model is applied using engineering judgement to 

the duration of the period of disruption to service that is applicable to this incident scenario.  

Table 6.2  Impact Metric – Length of Time of Disruption of Service 

Maturity level Metric 

0 Service disrupted for more than 90 days  

1 Service disrupted for 30-90 days  

2 Service disrupted for 7-30 days  

3 Service disrupted for 3-7 days  

4 Service disrupted for less than 3 days  

5 No disruption to service  

Having quantified the Impact Metric, the chosen mitigation strategy, in addition to the ability to 

receive 20 tank-truck loads of aviation fuel per day, is to invest in reserve storage capacity of 57,950 

m
3
, in addition to the 4,600 m

3
 that already exists at Oslo Airport Gardermoen. The Redundancy 

Metric is therefore a volume of reserve storage capacity, where 71,260 m
3

 equates to no disruption to 

service, based on the analysis presented in IMPROVER’s Deliverable 2.1 (but based on 10 trains 

leaving Port of Oslo with aviation fuel per week), and the existing storage capacity of 4,600 m3 equates 

to slightly less than 90 days’ disruption. This combination of Impact metric and Redundancy metric is 

presented in Table 6.3. 

Table 6.3  Combined Impact Metric and Redundancy Metric 

Maturity level Metric Reserve storage capacity 

0 Service disrupted for more than 90 days  4,600 to 0 m3  

1 Service disrupted for 30-90 days  45,970 to 4,600 m3  

2 Service disrupted for 7-30 days  65,360 to 45,970m3  

3 Service disrupted for 3-7 days  68,730 to 65,360m3  

4 Service disrupted for less than 3 days  71,260 to 68,730m3  

5 No disruption to service  71,260 m3  

The corresponding exercise is also performed for the other identified redundancy indicators. In order 

to calculate the Level 3 indicator “Resilient design” we also need to specify the weights for each Level 

4 indicator, as summarised with concrete examples in Table 6.4. 
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Table 6.4 Maturity levels and weights for the Level 3 indicator (fictive) 

Indicator Maturity Level Weight 

Reserve storage capacity 1 0.4 

Alternative means of loading 4 0.1 

Alternative loading sites 3 0.3 

Operator cooperation agreement for back-up equipment 4 0.2 

We can now finally calculate the value for the Level 3 indicator “Resilience design” as follows: 

1×0.4+4×0.1+3×0.3+4×0.2 = 2.5=> Value for Redundancy 

In order to assess the resilience level, we would have to repeat the process (based on weighted 

averages) to calculate the values for all other selected Level 3 indicators, then Level 2 indicators, and 

finally Level 1 indicators. 

Public communication demonstration 

To demonstrate the impact of public communication on the results of the CIRI analysis, we also 

consider the Level 1 indicator “Response”; the Level 2 indicator “Communication (external and 

internal)”; and the Level 3 indicator “Disaster-related information sharing with the public”. Under this 

level 3 indicator are a number of proposed level 4 indicators, as given in Table 6.5. 

Table 6.5  Indicators associated with the sharing of disaster-related information with the 

public 

Level 1 Level 2 Level 3 Level 4 

Response Communication (external 

and internal) 

Disaster-related 

information sharing with 
the public 

Disaster-related information 

sharing with the public via 
traditional means 

Disaster-related information 

sharing with the public via social 
media 

Disaster-related information 

sharing with the public via SMS 

Disaster-related information 

sharing with the public via 
smartphone applications (app) 

Disaster-related information 

sharing with the public via website 

 

A proposed qualitative description of the maturity levels associated with these Level 4 indicators is 

given in Table 6.6 to 6.10. 

Table 6.6  Maturity levels for the level 4 indicator “Disaster-related information sharing with 

the public via traditional means” 

Maturity level COBIT short descriptor Elaborated specific descriptor 

0 Non-existing They do not communicate directly with the public. 



IMPROVER              Deliverable number: D2.3 

 

653390 45  

 

1 Initial/Ad-hoc 
They have set a means to communicate directly with the public, but do not 

communicate directly concerning disaster related information.  

2 Repeatable but Intuitive 

The means to communicate directly with the public are used to communicate 

about disasters. However, a communication strategy does not exist and it is 
up to the individual what sort of information is shared. 

3 Defined Process 

The means to communicate directly with the public are always used to 

communicate about disasters. A communication strategy has been 
developed, and information is communicated in near real-time.  

4 Managed and Measurable 

The means to communicate directly with the public are always used to 

communicate about disasters. A communication strategy has been 

developed, and information is communicated in near real-time. 
Communicating with the public during crisis is done automatically.  

5 Optimised 

Disaster information is shared as in 4, and now the operator has put in place 

a system in which to respond to the public’s questions and comments 
directed at them 

 

Table 6.7  Maturity levels for the level 4 indicator “Disaster-related information sharing with 

the public via social media” 

Maturity level COBIT short descriptor Elaborated specific descriptor 

0 Non-existing They do not have social media 

1 Initial/Ad-hoc Non disaster related information is shared with the public via social media. 

2 Repeatable but Intuitive 

Social media is used to share disaster related information, but not 

automatically. There is not a communication strategy and it is up to the 
individual what sort of information is shared.  

3 Defined Process 
Social media is used to share disaster related information. A communication 

strategy exists.  

4 Managed and Measurable 

Social media is always used to communicate about disasters. Information is 

communicated in near real-time. Communicating with the public during 
crisis is done automatically. 

5 Optimised 

Disaster information is shared as in 4, and now the operator has put in place 

a system in which to respond to the public’s questions and comments 
directed at them 

 

Table 6.8 Maturity levels for the level 4 indicator “Disaster-related information sharing with 

the public via SMS”. 

Maturity level COBIT short descriptor Elaborated specific descriptor 

0 Non-existing They do not send out SMS  

1 Initial/Ad-hoc N/A 

2 Repeatable but Intuitive 

SMS is used to share disaster related information, but not automatically. 

There is not a communication strategy and it is up to the individual what sort 

of information is shared.  

3 Defined Process 
SMS is used to share disaster related information and a communication 

strategy exists.  

4 Managed and Measurable 

SMS is always used to communicate about disasters. Information is 

communicated in near real-time. Communicating with the public during 
crisis is done automatically. 

5 Optimised 

Disaster information is shared as in 4, and now the operator has put in place 

a system in which to respond to the public’s questions and comments 
directed at them 

 



Evaluation of resilience concepts applied to critical infrastructure using existing methodologies 

 

www.improverproject.eu 46  

 

Table 6.9  Maturity levels for the level 4 indicator “Disaster-related information sharing with 

the public via smartphone applications (app)” 

Maturity level COBIT short descriptor Elaborated specific descriptor 

0 Non-existing They do not have an app 

1 Initial/Ad-hoc N/A 

2 Repeatable but Intuitive 

An app is used to share disaster related information, but not automatically. 

There is not a communication strategy and it is up to the individual what 
sort of information is shared.  

3 Defined Process 
An app is used to share disaster related information and a communication 

strategy exists.  

4 Managed and Measurable 

An app is always used to communicate about disasters. Information is 

communicated in near real-time. Communicating with the public during 
crisis is done automatically. 

5 Optimised 

Disaster information is shared as in 4, and now the operator has put in place 

a system in which to respond to the public’s questions and comments 
directed at them 

Table 6.10  Maturity levels for the level 4 indicator “Disaster-related information sharing with 

the public via website” 

Maturity level COBIT short descriptor Elaborated specific descriptor 

0 Non-existing They do not have a website 

1 Initial/Ad-hoc Non disaster related information is shared with the public via website 

2 Repeatable but Intuitive 

A website is used to share disaster related information, but not 

automatically. There is not a communication strategy and it is up to the 
individual what sort of information is shared.  

3 Defined Process 
A website is used to share disaster related information. A communication 

strategy exists.  

4 Managed and Measurable 

A website is always used to communicate about disasters. Information is 

communicated in near real-time. Communicating with the public during 

crisis is done automatically. 

5 Optimised 

Disaster information is shared as in 4, and now the operator has put in place 

a system in which to respond to the public’s questions and comments 
directed at them 

Using these qualitative descriptors, and based on the results of a small number of interviews with a 

number of operators in the Port of Oslo; the maturity level for the region as a whole in terms of these 

Level 4 indicators can be identified. The results are summarised in Table 6.11. Weightings of the 

different Level 4 indicators are assumed equal.  

Table 6.11  Maturity levels and weights for the Level 4 indicators 

Indicator Maturity Level Weight 

Disaster-related information sharing with the public via traditional means 1 0.2 

Disaster-related information sharing with the public via social media 1 0.2 

Disaster-related information sharing with the public via SMS 0 0.2 

Disaster-related information sharing with the public via smartphone applications (app) 0 0.2 

Disaster-related information sharing with the public via website 1 0.2 

We can now finally calculate the value for the Level 3 indicator “Disaster-related information sharing 

with the public” as follows: 1 × 0.2 + 1 × 0.2 + 0 × 0.2 + 0 × 0.2 + 1 × 0.2 = 0.6=> Value for Disaster-

related information sharing with the public. 
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Overall resilience analysis 

In the analysis chosen, the “Disaster-related information sharing with the public” falls under the Level 

2 indicator “Communication (internal and external)”, and under the Level 1 indicator “Response”.  

“Redundancy” falls under the Level 2 indicator “Resilient design” which in turn falls under the Level 

1 indicator “prevention and pre-event mitigation”.  

Therefore the summation of the overall Level 1 indicators “Response” and “Prevention and pre-event 

mitigation” lead the radar chart shown in Figure 6.1, assuming all other indicators to be at Level 3. 

 

Figure 6.1  Overall resilience of the Port of Oslo, partial analysis, fictitious. 

6.1.2 The Öresund region 

For this demonstration we chose the Level 1 indicator “Preparedness”, the Level 2 indicator 

“Redundancy plan” and finally the Level 3 indicator “Network redundancy”. Please note this is just an 

example, since there could exist hundreds of Level 3 indicators. 

According to CIRI, the Level 4 indicators are “sector specific” – in this case, the availability and 

condition of alternative assets to the Öresund crossing. 

Having that alternative definition in mind, we propose as Level 4 indicators those presented in Table 

6.12 below. 

Table 6.12 Example indicators for the Öresund scenario 

Level 1 Level 2 Level 3 Level 4 

Preparedess Redundancy 

plan 

Network redundancy Availability of nearby assets 

Distance of the available alternative assets 

Excess capacity of the available alternative assets 

Physical condition of the alternative available assets 

In order to assess the resilience level in the Öresund scenario, we first need to specify metrics for each 

Level 4 indicator and each one of the 0 to 5 Maturity Levels of the COBIT 4.1 framework. This is 

particularly difficult since COBIT 4.1 defines the maturity levels (non-existent, ad-hoc, repeatable, 

defined, managed and optimised) for processes, not indicators. 

On the other hand, CIRI says that the maturity model can be “arbitrarily applied” to the indicator. For 

example, in the case of the Level 4 indicators described above, possible maturity scales are given in 

Table 6.13 below. 
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Table 6.13  Maturity model for the Level 4 indicators in the Öresund scenario 
 

 
Availability of 

nearby assets 

Distance of the available 

alternative assets 

Excess capacity of the available 

alternative assets 

Physical condition of 

the alternative 
available assets 

Maturity 

level 
Descriptive Average distance in km 

Expressed as a % of the 

capacity of the affected asset 
Descriptive 

0 0% > 100 0 non-existent 

1 10% < 100 < 10 poor 

2 50% < 75 < 30 below average 

3 90% < 50 < 50 average 

4 99% < 25 < 75 good 

5 99.9% < 10 > 90 excellent 

In order to calculate the Level 3 indicator “Network redundancy” we also need to specify the Weights 

for each Level 4 indicator, as summarised with concrete examples in Table 6.14 below. The round trip 

from one side of the Öresund bridge to the other, via the ferry crossing at Helsingborg is ca. 187 km.  

Table 6.14  Maturity levels and weights for the Level 3 indicator 

Indicator Maturity level Weight 

Availability of nearby assets 4 0.2 

Distance of the available alternative 

assets 

0 0.4 

Excess capacity of the available 

alternative assets 

2 0.2 

Physical condition of the alternative 

available assets 

5 0.2 

We can now finally calculate the value for the Level 3 indicator “Network redundancy” as follows: 4 * 

0.2 + 0 × 0.4 + 2 × 0.2 + 5 × 0.2 = 2.2=> 2 

In order to assess the resilience level, we would have to repeat the process (based on weighted 

averages) to calculate the values for all other selected Level 3 indicators, then Level 2 indicators, and 

finally Level 1 indicators. 

Overall resilience analysis 

The summation of the overall Level 1 indicator “Preparedness” leads to the radar chart shown in 

Figure 6.2, assuming all other indicators to be at Level 3. 

 

Figure 6.2  Overall resilience of the Öresund region, partial analysis, fictitious 
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6.1.1 The A31 highway 

For this demonstration we chose the Level 1 indicator “Response”, the Level 2 indicator “Situational 

awareness” and a range of Level 3 indicators, indicated in Table 6.15 below. These are based on the 

situational awareness indicators in the Relative Overall Resilience model of McManus, and as 

described in Appendix 5 to IMPROVER’s Deliverable 2.2.
60

 

The given examples must be considered as illustrations and could be more robustly defined, but the 

given explanation presents the way that such analysis should be carried out. 

Table 6.15  Example indicators for the A31 highway scenario 

Level 1 Level 2 Level 3 

Response Situational awareness 

Roles & Responsibilities - Awareness of roles and responsibilities of staff internally 

in an organisation and the roles and responsibilities of the organisation to its 
community of stakeholders. 

Hazards & Consequences - Awareness of the range of hazard types and their 

consequences (positive and negative) that the organisation may be exposed to. 

Connectivity Awareness - Awareness of the links between the organisation and its 

entire community of stakeholders, internally (staff) and externally (customers, local 
authorities, consultants, competitors etc.). 

Insurance - Awareness of the obligations and limitations in relation to business 

interruption insurance and other insurance packages that the organisation may have 
or have available. 

Recovery Priorities - Awareness of the minimum operations requirements and the 

priorities involved in meeting those requirements, together with expectations of key 
stakeholders. 

In this example we do not go down to the Level 4 indicators since there are no sector specific 

implementations of the Level 3 indicators. Instead we simply apply the cobit maturity model to the 

description of the Level 3 indicators directly. 

In order to calculate the Level 2 indicator “Situational awareness” we also need to specify the Weights 

for each Level 3 indicator, as summarised with concrete examples in Table 6.16 below. Because of the 

scenario, the indicators are more weighted towards the roles and responsibilities and the recovery 

priorities. 

The roles and responsibilities are mainly held by the Stakeholder “DIREst”, which is the operator of 

the infrastructure under normal operating conditions. The internal hierarchy is well defined and it 

seems to be effective under normal conditions. The risk policies are managed by the decentralized 

minister department DDT which defines the rules to be applied. In case of major crises, the Prefect is 

charged to gather all the relevant  parties together into a crisis group and to coordinate the response.  

The Roles and Responsibilities cover different critical situations with different degree of implication. 

The repartition between different organisms makes the situation more complicated in case of 

important crises (2 DDT, DIR Est and the prefecture), which could be a point of progress. Final score: 

4. 

The Hazards and Consequences criteria cover an important amount of information. The feared 

consequences concerning the infrastructure cover the temporary slow-down of traffic (traffic jam) 

and/or the closure of a section. The potential initiating events include many factors: some more or less 

controlled factors can have significant consequences (maintenance, degradation of the road, building 

sites) as well as some uncontrolled factors (accidents, snowstorms, neighbouring industrial problems). 

The knowledge of the site is high and the stakeholders manage a large range of problematic situations. 

However, A31 (Nancy-Luxembourg section) is an oversaturated axis, which increases the 
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consequences on the traffic conditions. Besides, there is no homogeneity in the risk assessment 

methodology for the different hazards and mapping technologies are not used at a sufficient level. 

Final score: 3. 

The connectivity awareness works well at the department scale as well as at the regional scale (even if 

it seems to be more difficult, because of the multiplicity of stakeholders at bigger scales). Internal 

communication is performed by patrols, camera monitoring, phone calling etc. External 

communication seems to be efficient for the highway users (mostly by radio channels or variable-

message signs for immediate situations and an internet site for more controlled events). Links with 

other authorities are well established and usually work as intended. Final score: 5. 

There is no information enough about the insurances system for such infrastructure. Vehicle users are 

covered under their own insurance policies and the French Ministry of ecology and sustainable 

development is indirectly responsible for the site. In problematic situation, the State should be a 

confident partner. Final score: 4. 

Recovery priorities are well established with different procedures relative to the scale and time of the 

incident. Diversions are pre-planned for each highway section, maintenance and recovery operations 

are organized at night in order not to impact the traffic if possible, intervention teams are available for 

responding to emergencies. However, it is still difficult to perform efficient maintenance continually 

for such a transport infrastructure with such a traffic flow and financial resources could be more 

readily available to facilitate this. Final score: 4. 

Table 6.16  Maturity levels and weights for the Level 3 indicator 

Indicator Maturity level Weight 

Roles & Responsibilities 4 0.3 

Hazards & Consequences 3 0.1 

Connectivity Awareness 5 0.1 

Insurance 4 0.1 

Recovery Priorities 4 0.4 

We can now finally calculate the value for the Level 2 indicator “Situational awareness” as follows: 4 

× 0.3 + 3 × 0.1 + 5 × 0.1 + 4 × 0.1 + 4 × 0.4 = 4 

In order to assess the resilience level, we would have to repeat the process (based on weighted 

averages) to calculate the values for all other Level 3 indicators, then Level 2 indicators, and finally 

Level 1 indicators. 

Public communication demonstration 

To demonstrate the impact of public communication on the results of the CIRI analysis, we also 

consider the Level 1 indicator “Response”; the Level 2 indicator “Communication (external and 

internal)”; and the Level 3 indicator “Disaster-related information sharing with the public”. The 

stakeholders are confronted on two types of situation: emergency (accident, strikes, …) and controlled 

situation (maintenance operation, special convoys). This part focuses only on the emergency 

situations, which does not include communication ways like SMS (anyway not allowed for the 

drivers) or social media. 

Basically, most of transport infrastructures communicate by website, radio and variable message signs.  
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Website is not the most efficient mean of communication for emergency because the drivers cannot 

consult it during the travels. Anyway, as the most known site “Bison futé” will be closed, the impact 

of information written in the websites has less impact than it could have. The concurrence consisting 

in the widespread application for driving helping (Waze or Coyote for example) is the reason of this 

closure, but it is not managed by the stakeholders, even if the impact is not negligible. Final score: 2,5. 

The radio channels are considered as very efficient means of communication because an important 

part of the drivers listens to radio. However, on most of highways, only one canal is used for 

communication. In case of traffic jam or any event felt by the drivers, they are used to find the right 

channel. In certain roads, it concerns a private channel depending on the stakeholder, but it is not the 

case for A31, which collaborates with a national channel (Radio France Bleu) and so it can be more 

difficult to find the channel. Besides, the users that do not speak French cannot understand in this 

transboundary area. Final score: 4. 

The Variable message signs are also very efficient because they are seen by majority of the drivers. 

Sometimes, the information is even written in English for transboundary drivers. A31 highways are 

equipped by numerous Variable message signs. Final score: 4.5 

The results are summarised in Table 6.17. Weightings of the different Level 4 indicators are assumed 

to be biased towards more traditional means of communication. 
 

Table 6.17  Maturity levels and weights for the Level 4 indicators: public communication in 

emergency situations. 

Indicator Maturity Level Weight 

Radio channel 4 0.4 

Variable-message signs 4.5 0.5 

Website 2.5 0.1 

We can now finally calculate the value for the Level 3 indicator “Disaster-related information sharing 

with the public” as follows: 4 x 0,4 + 4,5 x 0,5 + 2,5 x 0,1 = 4,1 => 4 Value for Disaster-related 

information sharing with the public. 

Overall resilience analysis 

In the analysis chosen, the “Disaster-related information sharing with the public” falls under the level 

2 indicator “Communication (internal and external)”, and under the level 1 indicator “Resposne”; 

“Situational awareness“ falls under the level 1 indicator “Response”. Therefore the summation of the 

overall level 1 indicator “Response” becomes (assuming equal weighting of the higher level 

indicators) 4. 

Assuming all other indicators to be at level 3, the resulting radar chart is shown in Figure 6.3. 
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Figure 6.3  Overall resilience of the A31 highway, partial analysis, fictitious 

6.1.2 The water network in Barreiro 

For this demonstration we chose the Level 1 indicator “Response”, the Level 2 indicator 

“Communication” and finally the Level 3 indicator “Interoperable information and communication 

technology” as described in the Barreiro scenario. Please note this is just an example, since there could 

exist hundreds of Level 3 indicators. 

According to CIRI, the Level 4 indicators are “sector specific” - in this case, water distribution. 

However, the chosen Level 3 indicator has nothing to do with water distribution. On the other hand, 

CIRI also defines that Level 4 indicators depend on the “concrete application” and, in this case, the 

application could be considered to be communication. 

Having that alternative definition in mind, and knowing that the emergency communication system 

used by Barreiro is the SIRESP, we propose as Level 4 indicators the KPIs used by the SIRESP 

Service Level Agreement
61

 as presented in Table 6.18 below. 

Table 6.18  Example indicators for the Barreiro scenario 

Level 1 Level 2 Level 3 Level 4 

Response Communication  

(internal and 

external) 

Interoperable information and communication 
technology 

Availability 

Coverage 

Call set-up time 

Accessibility 

Audio quality 

In order to assess the resilience level in the Barreiro scenario, we first need to specify metrics for each 

Level 4 indicator and each one of the 0 to 5 Maturity Levels of the COBIT 4.1 framework. This is 

particularly difficult since COBIT 4.1 defines the maturity levels (non-existent, ad-hoc, repeatable, 

defined, managed and optimised) for processes, not indicators. 

On the other hand, CIRI says that the maturity model can be applied using engineering judgement to 

the indicator. For example, in the case of the Availability indicator, we could arbitrarily specify the 

maturity model shown in Table 6.19 based on the SIRESP SLA. 

Table 6.19  Maturity model for the Availability indicator 

Maturity level Metric 

0 0% 
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1 10% 

2 50% 

3 90% 

4 99% 

5 99.9% 

We now needed to specify equivalent maturity levels for each one of the other indicators: Coverage, 

Call set-up time, Accessibility, and Audio quality. However, for the sake of conciseness, in this 

section we will only assume that the maturity models for the remaining Level 4 indicators can also be 

easily specified (arbitrarily) based on the SIRESP SLA. 

In order to calculate the Level 3 indicator “Interoperable information and communication technology” 

we also need to specify the Weights for each Level 4 indicator, as summarised with concrete examples 

in Table 6.20 below. 

Table 6.20  Maturity levels and weights for the Level 3 indicator 

Indicator Maturity level Weight 

Availability 3 0.4 

Coverage 2 0.1 

Call set-up time 4 0.1 

Accessibility 3 0.3 

Audio quality 2 0.1 

We can now finally calculate the value for the Level 3 indicator “Interoperable information and 

communication technology” as follows: 3 × 0.4 + 2 × 0.1 + 4 × 0.1 + 3 × 0.3 + 2 × 0.1 = 2.9=> 3 

In order to assess the resilience level, we would have to repeat the process (based on weighted 

averages) to calculate the values for all other selected Level 3 indicators, then Level 2 indicators, and 

finally Level 1 indicators. 

Public communication demonstration 

To demonstrate the impact of public communication on the results of the CIRI analysis, we also 

consider the Level 1 indicator “Response”; the Level 2 indicator “Communication (external and 

internal)”; and the Level 3 indicator “Disaster-related information sharing with the public”. Under this 

Level 3 indicator are a number of proposed Level 4 indicators, as summarised in the Oslo harbour 

scenario. 

Using the associated qualitative descriptors from the same scenario, and based on the results of a small 

number of interviews with the operators of the Barreiro municipal water network; the maturity level 

for the organisation in terms of these Level 4 indicators can be identified. The results are summarised 

in Table 6.22, below. Weightings of the different Level 4 indicators are assumed to be equal.  

Table 6.22  Maturity levels and weights for the Level 4 indicators 
 

Indicator Maturity Level Weight 

Disaster-related information sharing with the public via traditional means 1 0.2 
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Disaster-related information sharing with the public via social media 0 0.2 

Disaster-related information sharing with the public via SMS 0 0.2 

Disaster-related information sharing with the public via smartphone applications (app) 0 0.2 

Disaster-related information sharing with the public via website 2 0.2 

We can now finally calculate the value for the Level 3 indicator “Disaster-related information sharing 

with the public” as follows:1 × 0.2 + 0 × 0.2 + 0 × 0.3 + 0 × 0.2 + 2 × 0.2 = 0.6 => Value for Disaster-

related information sharing with the public. 

Overall resilience analysis 

In the analysis chosen, the “Disaster-related information sharing with the public” falls under the Level 

2 indicator “Communication (internal and external)”, and under the Level 1 indicator “Response”. 

“Interoperable information and communication technology” also falls under the Level 2 indicator 

“Communication” and  the Level 1 indicator “Response”. Therefore the summation of the overall 

Level 1 indicator “Response” becomes (assuming equal weighting of the higher level indicators) 0.7. 

Assuming all other indicators to be at Level 3, the resulting radar chart is shown in Figure 6.4. 

 

Figure 6.4  Overall resilience of the Barreiro municipal water network, partial analysis, 

fictitious 

6.2 BRT 
 

BRT is based on a questionnaire. Here, we first present the most relevant questions in the 

questionnaire. Then, comments to the questions’ relevance to the selected indicators are provided for 

each of the scenarios. 

6.2.1 Extracts from the questionnaire 
 

Only questions which are relevant to the current issues are reproduced. 
 

Section 2a: Leadership and culture 

Question 9. Leadership: 

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

There would be good leadership from within our organisation if we 

were struck by a crisis.          
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In a crisis, staff accept that management may 

need to make some decisions with little 

consultation 

  
 

      

Our managers monitor staff workloads and 

reduce them when they become excessive          

Our management think and act strategically to 

ensure that we are always ahead of the curve          

Management in our organisation lead by 

Example          

Our organisation regularly re-evaluates what it 

is we are trying to achieve          

 

Question 10. Staff engagement: 

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

People in our organisation feel responsible for the organisation’s 

effectiveness          

People in our organisation are committed to working on a problem 

until it is resolved.          

Our organisation’s culture is to be very supportive of staff 
         

Our organisation has high staff morale 
         

Staff know what they need to do to respond to a crisis 
         

People in our organisation feel responsible for the organisation’s 
effectiveness          

 

Question 11. Situation awareness: 

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

We proactively monitor our industry to have an early warning of 

emerging issues.          

We learn lessons from the past and make sure those lessons are 

carried through to the future          

Staff interact often enough to know what’s going on in our 

organisation          

Our managers actively listen for problems 
         

We are mindful of how the success of one area of our organisation 

depends on the success of another          

Staff feel able to raise problems with senior management 
         

 

Question 12. Think of the overall highest risks that could lead to crisis for your organisation, please 

tick the top 5 in the list below: 

 Financial crisis 

 Major accident or fire  

 Pandemic (e.g. influenza, bio-security) 

 Loss of critical services (e.g. electricity, water, gas, telecommunications) 

 Reputation damage 

 Fraud 
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 Regulatory changes 

 Failure of a key supplier 

 Loss of a key customer 

 Staffing issues 

 Information security breach 

 Technological change 

 Contamination  

 Litigation 

 Climate Change 

 Terrorism 

 Flooding 

 Bushfire Drought (water shortage) 

 Severe weather (e.g. storm, tornado) 

 Tsunami 

 Volcanic activity 

 Landslides 

 Earthquake 

 Other __ 
 

Question 13. Decision making:  

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

Should problems occur, staff have direct access to someone with 

authority to make decisions          

We can make tough decisions quickly 
         

In our organisation, the most qualified people make decisions, 

regardless of seniority          

 

Section 2b: Networks 
 

Question 15. Effective partnerships:  

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

In a crisis, we have agreements with other organisations to access 

resources from them          

We have planned for what support we could provide to the 

community in a crisis          

We build relationships with others we might have to work with in a 

crisis          

We understand how we are connected to other organisations and 

actively manage those links          

We understand how Government actions would affect our ability to 

respond in a crisis          

 

Question 18. Internal resources:  

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

We have sufficient internal resources to operate successfully during 

business as usual          

Our organisation maintains sufficient resources to absorb 

unexpected change          
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When a problem occurs, it is easier to get approval for additional 

resources to get the job done          

 

 

Section 2c: Change ready 

 

Question 19. Unity of purpose:  

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

We have clearly defined priorities for what is 

important during and after a crisis          

Our priorities for recovery would be sufficient 

to provide direction for staff in a crisis          

We understand the minimum level of resources 

our organisation needs to operate          

We are mindful of how a crisis in our 

organisation would impact others          

Our organisation consistently demonstrates commitment to its 

values          

 

Question 21. Planning strategies 

 Strongly Agree←------→Strongly 

Disagree  

Don’t 

know 

Our organisation plans for the medium- and long-term 
         

We plan our strategy carefully before taking action 
         

Given how others depend on us, the way we plan for the 

unexpected is appropriate.          

We are mindful of how a crisis could affect us 
         

We actively plan with our suppliers how to manage disruptions 
         

We actively plan with our customers how to manage disruptions 
         

We actively plan how to support our staff during times of crisis 
         

We have a good understanding of how an event impacting the 

community may impact our ability to respond          

 

Question 22. Our organisation currently has people who perform the following roles: 

 Risk management, 

 Crisis management, 

 Emergency management 

 Business continuity 

 None of these 

 Don’t Know 

 

Question 23. Our organisation has the following Plans (tick all that apply) 

 Business Continuity Plan 

 Emergency Plan 

 Crisis Plan 
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 None of these 

 Don’t Know 

 Other type of Plan (please describe) 
 

Question 37. Does your organisation have back-up Information Technology (IT) facilities? 

 

Question 38. How feasible is it to relocate parts or all of your organisationʼs operations? 

 The majority of my staff can work from home 

 It is relatively easy for us to set up in a new location 

 We have multiple sites we can operate from 

 There are significant health/safety and regulation constraints affecting the locations we can 

operate from 

 The equipment is difficult to source, relocate and replace 

 Our business is quite location specific, moving is not an option 

 We could potentially site-share with another organisation 

 Other (please describe) 

 

Section 3: Organisation Demographics and Performance 

 

Question 30. What is the main activity of your organisation?  

 

Question 31. Which classification best describes your organisation?  

 

Question 32. Does your organisation have external directors on its governing board?  

 

Question 33. Please estimate the number of employees working in your organisation (including 

yourself if you are an owner/operator)  

 

Question 34. How many years has your organisation been operating?  

0-3 years  
4-9 years  
10-49 years  
Over 50 years  

 

Question 35. How many sites or locations does your organisation operate from?  

 

Question 36. What is your organisation’s average annual staff turnover over the last 5 years?  

 

Question 37. Does your organisation have back-up Information Technology (IT) facilities?  

 

Question 38. How feasible is it to relocate parts or all of your organisationʼs operations?  

The majority of my staff can work from home  
 

It is relatively easy for us to set up in a new location  
 

We have multiple sites we can operate from 
 

There are significant health/safety and regulation constraints affecting the locations we can operate from  
 

The equipment is difficult to source, relocate and replace  
 

Our business is quite location specific, moving is not an option  
 

We could potentially site-share with another organisation  
 

Other (please describe) 
 

  

Question 39.  How would you rate your organisation’s cash flow?  

 

Question 40. Has your organisation used a staff satisfaction survey in the last two years?  
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Question 41. How would you rate your organisation’s most recent staff satisfaction score?  

 

Question 42. How would you describe your organisation’s current level of debt?  

 

Question 43. How would you describe your organisation’s current growth trajectory?  

 

Question 44. Which of the following best describes your organisation?  

For-profit (answer question 45 and 46)   
Not-for-profit (skip question 45, answer question 46)  

 
 

Question 46.  How would you rate your organisation’s surplus?  

6.2.2 Port of Oslo 

 

For this demonstration the following indicators were chosen: Level 1 indicator “Prevention and pre-

event mitigation”, the Level 2 indicator “Resilient design” and the Level 3 indicator “Redundancy”. 

Here follows comments to questions’ relevance to the indicators and scenario. 
 

Section 2a: Leadership and culture 

 

Comment to question 9. Leadership: Planning and organising for redundancy will be important 

leadership tasks. Therefor all of these questions will be relevant, albeit not directly, for the overall 

resilience as measured with this tool. 

 

Comment to question 12. Think of the overall highest risks that could lead to crisis for your 

organisation, please tick the top 5 in the list below: The top 5 were chosen to be: 

 Major accident or fire  

 Pandemic (e.g. influenza, bio-security) 

 Loss of critical services (e.g. electricity, water, gas, telecommunications) 

 Failure of a key supplier 

 Terrorism 

 

At least one of the risks listed (major accident or fire) covers the scenario for the Port of Oslo which is 

relevant for the need for redundancy. 

 

Comment to question 13. Decision making: Some questions related to redundancy (e.g. prioritising 

customers during reduced capacity) will be up to the authorities and not the organisation to decide on. 

Therefore this question does not fully capture redundancy. 

 

Section 2b: Networks 
 

Comment to question 15. Effective partnerships: This is one of the questions that best captures the 

indicator redundancy and where the answers will have the most impact on the overall resilience of the 

organisation. 

 

Comment to question 18. Internal resources: The questions regarding internal resources can be 

important for the availability of reserve or back-up solutions (and hence redundancy) within the 

organisation, but it does not touch upon redundancy specifically. 

 

Section 2c: Change ready 
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Comment to question 19. Unity of purpose: The question can be important for the availability of 

reserve or back-up solutions within the organisation, but it does not touch upon redundancy 

specifically. 

 

Comment to question 21. Planning strategies: This is one of the questions that best captures the indicator 

redundancy and where the answers will have the most impact on the overall resilience of the organisation. 

 

Comment to question 23. Our organisation has the following Plans (tick all that apply): E.g. business 

continuity plan could be expected to involve plan for redundancy, but it is not clear or specific that this 

is the case. 

6.2.3 The Öresund region 

The following indicators were chosen for this demonstration: Level 2 indicator “Effective 

Partnerships” of the Level 1 indicator “Networks”. This is closely related to the chosen Level 2 

indicator in the CIRI methodology of “Redundancy plan” as well as the Level 3 indicator “Network 

redundancy”. Here follows comments to questions’ relevance to the indicators and scenario. 
 

Section 2a: Leadership and culture 

 

Comment to question 9. Leadership: Planning and organising for mobilising capacity in alternative 

assets and taking advantage of redundancy will be important leadership tasks. Therefore all of these 

questions will be relevant, albeit not directly, for the overall resilience as measured with this tool. 

 

Comment to question 12. Think of the overall highest risks that could lead to crisis for your 

organisation, please tick the top 5 in the list below: The top 5 were chosen to be: 

 Major accident or fire  

 Loss of critical services (e.g. electricity, water, gas, telecommunications) 

 Climate change 

 Severe weather (e.g. storm, tornado) 

 

At least one of the risks listed (Severe weather (e.g. storm, tornado)) covers the scenario for the 

Öresund region which is relevant for the need for redundancy. 

 

Comment to question 13. Decision making: Some questions related to redundancy (e.g. prioritising 

customers during reduced capacity) will be up to the authorities and not the organisation to decide on. 

Therefore this question does not fully capture redundancy. 

 

Section 2b: Networks 
 

Comment to question 15. Effective partnerships: This is one of the questions that best captures the 

indicator redundancy in the current context and where the answers will have the most impact on the 

overall resilience of the organisation in the present demonstration. 

 

Section 2c: Change ready 

 

Comment to question 22. Some of these roles cover business continuity and therefore may be relevant 

for the indicator effective partnerships. 

 

Comment to question 23. Our organisation has the following Plans (tick all that apply): E.g. business 

continuity plan, emergency plan and crisis plan could be expected to involve plans for redundancy. 
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Comment to question 37. Does your organisation have back-up Information Technology (IT) 

facilities? This question relates to redundancy, however internal redundancy as opposed to external 

redundancy and may not be directly relevant for the case in question. 

 

Comment to question 38. This question has very little impact if any on the chosen indicators. 

6.2.4 The A31 highway 

 

For this demonstration we chose the Level 2 indicator “Situation Awareness” of the Level 1 indicator 

“Leadership and culture”. This is closely related to the chosen Level 2 indicator in the CIRI 

methodology of “Situational Awareness”. Here follows comments to questions’ relevance to the 

indicators and scenario. 

 

Section 2a: Leadership and culture 

 

Comment to question 9. Leadership: This question has little direct relation to situational awareness, 

however good management and leadership may contribute to better engagement of staff and improved 

situational awareness. 

 

Comment to question 10. Staff engagement: Improved staff engagement may lead to increased 

situational awareness. 

 

Comment to question 11. Situational awareness: All of these questions have a direct relationship to the 

chosen indicator. 

 

Section 2b: Networks 
 

Comment to question 15. Effective partnerships: An understanding of the relationships and resources 

the organisation might need to access from other organisations during a crisis, and planning and 

management to ensure this access. 

 

Comment to question 18. Internal resources: The questions regarding internal resources can be 

important for the availability of reserve or back-up solutions (and hence redundancy) within the 

organisation, but it does not touch upon redundancy specifically, especially for the current 

demonstration. 

6.2.5 The water network in Barreiro 

 

For this demonstration we chose the Level 2 indicator Effective Partnerships of the Level 1 indicator 

Networks. Here follows comments to questions’ relevance to the indicators and scenario. 
 

Section 2a: Leadership and culture 

 

Comment to question 9. Leadership: Planning and organising for mobilising capacity in alternative 

assets and taking advantage of redundancy will be important leadership tasks. Therefore all of these 

questions will be relevant, albeit not directly, for the overall resilience as measured with this tool. 

 

Comment to question 12. Think of the overall highest risks that could lead to crisis for your 

organisation, please tick the top 5 in the list below: The top 5 were chosen to be: 

 Major accident or fire  

 Loss of critical services (e.g. electricity, water, gas, telecommunications) 

 Climate change 

 Severe weather (e.g. storm, tornado) 
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At least one of the risks listed (Severe weather (e.g. storm, tornado)) covers the scenario for the 

Öresund region which is relevant for the need for redundancy. 

 

Comment to question 13. Decision making: Some questions related to redundancy (e.g. prioritising 

customers during reduced capacity) will be up to the authorities and not the organisation to decide on. 

Therefore this question does not fully capture redundancy.. 

 

Section 2b: Networks 
 

Comment to question 15. Effective partnerships: This is one of the questions that best captures the 

indicator redundancy in the current context and where the answers will have the most impact on the 

overall resilience of the organisation in the present demonstration. 

 

Section 2c: Change ready 

 

Section 3: Organisation Demographics and Performance 

 

Comment to question 30. What is the main activity of your organisation?   

Electricity, Gas, Water & Waste Services. 

 

Comment to question 31. Which classification best describes your organisation? Local Government. 

 

Comment to question 32. Does your organisation have external directors on its governing board? No. 

 

Comment to question 33. Please estimate the number of employees working in your organisation 

(including yourself if you are an owner/operator): Number of full time/part time employees: 200/25. 

 

Comment to question 34. How many years has your organisation been operating? Over 50 years. 

 

Comment to question 35. How many sites or locations does your organisation operate from? 5. 

 

Comment to question 36. What is your organisation’s average annual staff turnover over the last 5 

years? 6 – 10%. 

 

Comment to question 37. Does your organisation have back-up Information Technology (IT) 

facilities? No. 

 

Comment to question 38. How feasible is it to relocate parts or all of your organisationʼs operations?  

 There are significant health/safety and regulation constraints affecting the locations we can 

operate from 

 The equipment is difficult to source, relocate and replace 

 Our business is quite location specific, moving is not an option 

  

Comment to question 39. How would you rate your organisation’s cash flow? Poor. 

 

Comment to question 40. Has your organisation used a staff satisfaction survey in the last two years? 

No. 

 

Comment to question 41. How would you rate your organisation’s most recent staff satisfaction score? 

Don’t know. 
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Comment to question 42. How would you describe your organisation’s current level of debt? 

Moderate debt. 

 

Comment to question 43. How would you describe your organisation’s current growth trajectory? 

Neither growing nor declining.  

 

Comment to question 44.  Which of the following best describes your organisation? Not-for-profit. 

 

Comment to question 46. How would you rate your organisation’s surplus? No Surplus. 

6.3 Guidelines 

The model consists of a hierarchy of four Resilience Dimensions: Technical & Logical, Personal, 

Organisational and Cooperative. That concurs to realize the four system resilience capacities: 

Predictive, Absorptive, Reactive and Restoration. Then we have Resilience Features that represent the 

actual infrastructure engineering functional solutions that contribute to one or more of the system 

capacities. And finally we have Resilience Indicators that quantify properties of the dimensions, 

capacities and features characterizing the system subject to assessment. 

The approach begins with answering initial questions, listed in Section 6.3.1: 

6.3.1 What is being evaluated? 

 Question 1. How many dimensions does the evaluation include? 

 Question 2. How many capacities does the evaluation include? 
 Question 3.  What is the smallest unit of analysis? 

 Question 4.  Resilience Indicator(s) characterizing the unit under analysis? 

 Question 5.  Is the evaluation inductive or deductive? 

 Question 6.  Is the evaluation standardised or tailored to the context? 

6.3.2 Port of Oslo 

For this demonstration we have chosen Redundancy, which is one of the Resilience features of the 

Guidelines. The initial questions related to what is being evaluated (see Section 6.3.1), were answered 

as follows: 

 Answer to question 1: This evaluation includes Technical & Logical and Cooperative 

dimensions.  

 Answer to question 2: One, absorptive. 
 Answer to question 3: Continuity of service (distribution of aviation fuel to Oslo Airport 

Gardermoen). 

 Answer to question 4: For this example we only include Reserve storage capacity. 

 Answer to question 5: Deductive.  

 Answer to question 6: Tailored. 

For this demonstration we chose two indicators that fit the Port of Oslo scenario about distribution of 

aviation fuel to Oslo Airport Gardermoen.  

Table 6.23  Example of Resilience indicator card for the Port of Oslo scenario 

Lo1- Redundancy; Reserve storage capacity 

Description External storage capacity for aviation fuel in order to secure continuity of aviation fuel 
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supply to Oslo Airport Gardermoen during a limited duration of time. 

Pertinent Dimension(s) Primarily Technical logical, subordinately Cooperative 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) Reserve storage capacity affecting the length of time of disruption of service  

Sources References Port of Oslo Scenario 

In the same way as in CIRI, the metrics for the evaluation of the length of time of disruption of service 

could for example be as given in Table 6.24 below. Table 6.25 connects the disruption of service 

metrics with required storage capacity. In this example the disruption of service under the given 

scenario would give us a measure for this particular indicator card. 

Table 6.24 Impact Metric – Length of Time of Disruption of Service 

Maturity level Metric 

0 Service disrupted for more than 90 days  

1 Service disrupted for 30-90 days  

2 Service disrupted for 7-30 days  

3 Service disrupted for 3-7 days  

4 Service disrupted for less than 3 days  

5 No disruption to service  

Table 6.25 Combined Impact Metric and Redundancy Metric 

Maturity level Metric Reserve storage capacity 

0 Service disrupted for more than 90 days  4 600 to 0 m3  

1 Service disrupted for 30-90 days  45 970 to 4 600 m3  

2 Service disrupted for 7-30 days  65 360 to 45 970m3  

3 Service disrupted for 3-7 days  68 730 to 65 360m3  

4 Service disrupted for less than 3 days  71 260 to 68 730m3  

5 No disruption to service  71 260 m3  

 

Table 6.26 Another example of Resilience indicator card for the Port of Oslo scenario 

Co1- Agreements with other organisations to access resources from them 

Description Alternative loading sites – cooperation with other operators (fuel suppliers) to use their 

loading sites and equipment during a cut-off of their own site. 

Pertinent Dimension(s) Cooperative 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) Existence of formal cooperation agreements for alternative loading sites 

Sources References Port of Oslo Scenario 
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6.3.3 Öresund region 

For this demonstration we have chosen Redundancy, which is one of the Resilience features of the 

Guidelines. The initial questions related to what is being evaluated (see Section 5.3.1), were answered 

as follows: 

 Answer to question 1: This evaluation includes the Technical Physical dimension.  

 Answer to question 2: One, absorptive. 

 Answer to question 3: Continuity of service (enabling transportation of goods and persons over 

between Sweden and Denmark). 

 Answer to question 4: For this example we only include redundancy in the system which 

enables the service. 

 Answer to question 5: Deductive.  

 Answer to question 6: Tailored. 

For this demonstration we chose one indicator under redundancy that fits the Öresund scenario about 

maintainability of transportation capacity over the strait, as presented in Table 6.27.  

Table 6.27  Example of Resilience indicator card for the Öresund scenario 

Lo1- Redundancy; availability of alternative means of crossing  

Description External redundancy provided by the Helsingborg to Helsingor ferry 

Pertinent Dimension(s) Technical physical 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) 
Distance, availability and capacity of alternative means of crossing  

Sources References Öresund Scenario 

The metrics for the evaluation of the length of detour required to take advantage of the alternative 

means of crossing could for example be as given in Table 6.28 below. Table 6.29 connects the 

availability of the alternative crossing with the maturity scale; and Table 6.30 does the same for the 

capacity of the alternative crossing.  

Table 6.28  Impact Metric – Distance of alternative means of crossing 

Maturity level Metric 

0 > 100 km 

1 < 100 km 

2 < 75 km 

3 < 50 km 

4 < 25 km 

5 < 10 km 

 

Table 6.29 Impact Metric – availability of alternative means of crossing 

Maturity level Metric 

0 0% 

1 10% 

2 50% 

3 90% 
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4 99% 

5 99.9% 

 

Table 6.30  Impact Metric – capacity of alternative means of crossing as a % of the capacity of 

the affected asset 

Maturity level Metric 

0 0 

1 < 10 

2 < 30 

3 < 50 

4 < 75 

5 > 90 

6.3.4 The A31 highway 

For this demonstration we have chosen situational awareness, which is not one of the Resilience 

features of the Guidelines. Therefore we must develop the resilience indicators compatible with the 

Guidelines. The initial questions related to what is being evaluated (see Section 6.3.1), were answered 

as follows: 

 Answer to question 1: This evaluation includes the Organisation dimension.  

 Answer to question 2: One, reactive. 

 Answer to question 3: Minimisation of disruption (contributing to a rapid return to service for 

transportation of goods and persons along the highway). 

 Answer to question 4: For this example we only include situational awareness. 

 Answer to question 5: Deductive.  

 Answer to question 6: Tailored. 

Please note this is just an example; there are potentially hundreds of indicators for this specific 

scenario. The resilience indicator card for situational awareness in the A31 highway is shown in Table 

6.31. 

Table 6.31  Example of Resilience indicator card for the A31 highway scenario 

Lo1- Situational awareness; minimisation of disruption 

Description Situational awareness 

Pertinent Dimension(s) Organisation 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) COBIT maturity scale evaluation of Roles and Responsibilities; Hazards and 

Consequences; Connectivity awareness; Insurance and Recovery priorities 

Sources References A31 Highway scenario 

In order to calculate the result of the card indicator “Situational awareness” we also need to specify the 

Weights for each of the evaluation methods indicator, as summarised with concrete examples in Table 

6.32 below. Because of the scenario, the indicators are more weighted towards the roles and 

responsibilities and the recovery priorities. 

Table 6.32  Maturity levels and weights for situational awareness 
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Indicator Maturity level 

Roles & Responsibilities 5 

Hazards & Consequences 5 

Connectivity Awareness 4 

Insurance 4 

Recovery Priorities 4 

6.3.5 The water network in Barreiro 

For this demonstration we need to choose some examples of indicators based on the context of the 

scenario. But first we must answer some questions as the indicators will have to respond to the 

problems identified in these questions. The initial questions related to what is being evaluated (see 

Section 6.3.1), were answered as follows: 

 Answer to question 1: This evaluation includes Technical & Logical and Cooperative 

dimensions.  

 Answer to question 2: Preventive, Absorptive and Restorative. 

 Answer to question 3: Emergency Communications. 

 Answer to question 4: For this example we only include the SIRESP availability and the 

agreements with other organisations. But we could include many other indicators, such as: 

coverage, call set-up time, accessibility, and audio quality. 

 Answer to question 5: Deductive.  

 Answer to question 6: Tailored. 

For this demonstration we chose two indicators that fit the Barreiro scenario about emergency 

communications, Table 6.31 and Table 6.32. Please note this is just an example; there are potentially 

hundreds of indicators for this specific scenario.  

Table 6.33  Example of Resilience indicator card for the Barreiro scenario 

Lo1- SIRESP system Availability 

Description SIRESP is the system used for emergency communications, it’s very important the system 

will work as required during emergency periods.  

Pertinent Dimension(s) Primarily Technical logical, subordinately Cooperative 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) Percentage of availability  

Sources References Barreiro Scenario 

Table 6.34  Another example of Resilience indicator card for the Barreiro scenario 

Co1- Agreements with other organisations to access resources from them 

Description One of the most important factors in the Barreiro scenario is the communication with 

external partners using SIRESP as the emergency communication system. The system is 

critical in a crisis situation, but it’s also crucial to have agreements that ensure a rapid and 

effective response with hospitals, police, etc. 
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Pertinent Dimension(s) Cooperative 

CI Sector relevance To be estimated by the sector specific experts 

Evaluation Method(s) Existence of formal cooperation protocols 

Sources References Barreiro Scenario 

Guidelines assumes the usage of Resilience Indicator cards in the evaluation process, but the 

evaluation method is not described in the present version of the framework. Furthermore, Guidelines 

also considers important that the level of resilience is not calculated only by indicators, but should 

include processes and good practices in that calculation. 
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7 Evaluation 

The selected three resilience assessment approaches, CIRI, BRT and Guidelines, were discussed, 

illustrated and demonstrated above against rather detailed scenarios, all described in previous chapters. 

In this chapter, the aim is to put forward a tentative comparative evaluation of the three approaches. 

For that, two evaluation methods are used. The first method, presented in section 6.1 is simply a report 

of the within-project experience of the illustrations and demonstrations presented in the current 

deliverable, for a CI resilience analysis methodology. The second evaluation input is shortly presented 

in the current chapter, and compares the three approaches against the criteria using the DSR 

methodology. 

7.1 Feedback from demonstrations  

The below feedback is mostly based on the demonstrations in Chapter 7. While subjective evaluations 

are involved, the following generic conclusions are collectively made by the authors of the current 

report:  

CIRI 

 

Pros: 

 The CIRI approach is structured and easy to learn and to use. 

 The choice of indicators, the evaluation of the maturity levels as well as the weighting of them 

can be sector (or even organisation) specific. 

Cons: 

 The maturity model of COBIT was designed for processes, not indicators. 

 The Level 4 indicators are not defined because they are specific for each sector, so the top 

resilience level for different scenarios cannot be compared. 

 The metrics are defined using engineering or expert judgement, so the levels may be difficult 

to compare. 

 The weights are also defined using expert judgement, so the values may be difficult to 

compare. 

 It is not clear which indicators should be used to calculate the resilience level.  
 It is difficult to use the method for comparative purposes. 

BRT 

 
Pros: 

 BRT is simple to learn and use. 
 BRT is good to get an overall picture of the organisation. 
 BRT results can be compared across infrastructures. 

 
Cons: 

 BRT does not offer a detailed analysis. 
 BRT does not explain how to calculate the resilience level. 
 The questions can be answered by any manager in the organisation, who probably will not 

have knowledge about the various areas and/or may be afraid of being honest. 
 Even after identifying something wrong through the questionnaire, we can continue without 

knowing the source of this problem and how to solve it. 

 The BRT focuses on organisations and not critical infrastructure. 

 When using the BRT to look for a specific indicator, the BRT is too general. 
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 Calculation of the outcome from the questionnaire is not clear based on the available 

documentation. 

 Using BRT we get a perception of the organisation as a whole, and also more specifically for 

this example an evaluation of an important indicator in the proposed scenario.  

Guidelines 

Pros: 

 The approach is general and can be applied to all types of CI. 

 Guidelines can be used for monitoring individual indicators within different domains. 

Cons: 

 The method is not suitable for calculating overall resilience as it does not describe how to do 

this in its current iteration. 

 It is sensitive to interpretations and individual evaluations but may be suitable for relative 

resilience measurements for the same CI over time. 

7.2 DSR methodology  

The Design Science Research (DSR) method
62

 incorporates principles, practices and a process model 

which are adequate to conduct design science (DS) research in applied research disciplines, such as 

engineering research. The design science paradigm seeks to create and evaluate “what is effective” to 

solve problems. 

Artifacts include instantiations (e.g. prototype systems), constructs (e.g. ontologies), models (including 

meta-models) and methods (such as sequences of activities) that are designed and evaluated, not so 

much by their own intrinsic features, but mainly by their effectiveness in a specific context in order to 

achieve a defined goal. 

The DSR method includes six activities, as illustrated in Figure 7.1, problem identification and 

motivation, definition of the objectives for a solution, design and development, demonstration, 

evaluation and communication. 

 

 

Figure 7.1  The six activities in the Design Research Science method 

 

DSR is an iterative search process, in which heuristic-based search iterations seek to produce feasible 

and effective solutions. So the DSR method includes process iteration paths that allow for cycling 
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between generation-related activities (define objectives and design & development) and testing-related 

activities (demonstration, evaluation, and communication). 

 Problem: Define the specific research problem and justify the value of a solution (that) will be 

used to develop an artifact that can effectively provide a solution. 

 Objectives: Infer the objectives of a solution from the problem definition and knowledge of 

what is possible and feasible including the current solutions. 

 Design & Development: Create the artifact (...) constructs, models, methods or instantiations.  

 Demonstration: Demonstrate the use of the artifact to solve one or more instances of the problem. 

This could involve its use in experimentation, simulation, case study, proof, or other appropriate 

activity. Resources required for the demonstration include effective knowledge of how to use 

the artifact to solve the problem. In this deliverable, the aim is to experiment the application of 

the approaches in the field, in particular using specific case scenarios in the living labs. 

 Evaluation: Observe and measure how well the artifact supports a solution to the problem. 

This activity involves comparing the objectives of a solution to actual observed results from 

use of the artifact in the demonstration. 

According to Pries-Heje et al
63

, evaluation strategies include ex-ante (prior to artifact construction) 

and ex-post (after) as well as naturalistic or artificial evaluation methods. Examples of ex-ante 

naturalistic evaluation methods include action research and focus groups. Naturalistic ex post methods 

include case studies, ethnography, and surveys. Artificial ex-ante includes mathematical proofs, lab 

experiments, and computer simulations. Finally, artificial ex-post includes field experiments. 

Evaluation strategies can also use criteria. For example, Prat et al
64

 propose a hierarchy of evaluation 

criteria (based on criteria published in the research literature) presented in Figure 7.2. These criteria 

are defined precisely. Researchers should then choose which criteria to apply in order to evaluate the 

proposed artifact. In the following section, we evaluate the relative performance of each of the 

resilience analysis or assessment methodologies against the selection criteria based on the results of 

and experience in carrying out the demonstrations in the previous chapter.  
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Figure 7.2  Example of hierarchy of evaluation criteria used for Design Research Science 

evaluation.  
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7.3 Evaluation results 

The comparison of the demonstrations with the criteria for acceptance of a final resilience assessment 

methodology identified in Appendix A is based on a qualitative evaluation of the performance of the 

methodologies against each of the criteria and in each of the demonstrations. The evaluation process 

then sums the performance of each of the methodologies in the different evaluations compared with 

the individual criteria to determine how well each methodology fulfils the individual criteria. An 

overall evaluation is then carried out by summing the ability to fulfil all of the criteria for individual 

methodologies. 

The score for each of the methodologies against each of the criteria is given by the following equation: 

 

𝑆𝐶𝑖 = ∑ 𝑋𝑖,𝑗
∀𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑖𝑜𝑛𝑠

𝑤𝑖 

where Sci is the score of how well the methodology fulfils the criteria i;  Xi,j is the assessment of how 

well the different methodologies fulfil the criteria i in the evaluation j. The weighting wi represents the 

importance of each of the criteria in achieving the desired results within the project. These are 

weighted according to a simple low (0.04), medium (0.08) and high priority (0.17) according to the 

order described in Appendix A. 

The scores of the three different methodologies against each of the criteria are summarised in Tables 

7.1-7.3. These numbers are only intended to give a qualitative indication of the relative performance of 

each of these methodologies against the different criteria 
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Table 7.1  Fulfilment of the individual criteria for the final resilience assessment methodology 

by CIRI  

No. 

Criteria Weighting Oslo Öresund A31 Barreiro Score 

1 The approach shall have features 

relevant to one or more of the 

expected impact for the topic DRS-

07-14. 

0.17 0.75 0.75 0.75 0.75 0.13 

2 The approach shall be applicable to 

all types of CIs 

0.17 1 1 1 1 0.17 

3 The approach shall take cascading 

effects into account. 

0.17 0.5 0.5 0.5 0.5 0.08 

4 The approach shall apply within all 

resilience domains, either one by one, 

or altogether. 

0.13 1 1 1 1 0.13 

5 The approach shall provide 

qualitative, quantitative and semi-

quantitative assessment. 

0.13 1 1 1 1 0.13 

6 The approach shall be user-friendly 

and low-cost. 

0.13 1 1 1 1 0.13 

7 The approach shall provide self-audit. 0.08 0.6 0.6 0.6 0.6 0.05 

8 The approach shall supply already 

existing practice for risk or resilience 

management. 

0.08 1 1 1 1 0.08 

9 The approach shall include individual 

components 

(assessments/inventories) with 

different hazards, safety targets, 

design lifetimes etc. 

0.08 0.5 0.5 0.5 0.5 0.04 

10 The approach shall provide a 

sufficient balance between 

complexity and simplicity, as well as 

between specificity and generality. 

0.04 0.5 0.5 0.5 0.5 0.02 

11 The approach shall balance the level 

of resilience that CI is exposed to, 

with the level of resilience operators 

and society are willing to accept. 

0.04 0.33 0 0.33 0.33 0.01 

12 The approach shall provide relative 

resilience measurements, e.g. by 

monitoring own resilience over time, 

or comparing own resilience to other 

CIs. 

0.04 0 0 0 0 0.00 
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Table 7.2  Fulfilment of the individual criteria for the final resilience assessment methodology 

by BRT 

No. 

Criteria Weighting Oslo Öresund A31 Barreiro Score 

1 The approach shall have features 

relevant to one or more of the 

expected impact for the topic DRS-

07-14. 

0.17 0.25 0.25 0.25 0.25 0.04 

2 The approach shall be applicable to 

all types of CIs 

0.17 0.25 0.25 0.25 0.25 0.04 

3 The approach shall take cascading 

effects into account. 

0.17 0.75 0.75 0.75 0.75 0.13 

4 The approach shall apply within all 

resilience domains, either one by one, 

or altogether. 

0.13 0.33 0.33 0.33 0.33 0.04 

5 The approach shall provide 

qualitative, quantitative and semi-

quantitative assessment. 

0.13 0.67 0.67 0.67 0.67 0.08 

6 The approach shall be user-friendly 

and low-cost. 

0.13 1 1 1 1 0.13 

7 The approach shall provide self-audit. 0.08 1 1 1 1 0.08 

8 The approach shall supply already 

existing practice for risk or resilience 

management. 

0.08 1 1 1 1 0.08 

9 The approach shall include individual 

components 

(assessments/inventories) with 

different hazards, safety targets, 

design lifetimes etc. 

0.08 0.25 0.25 0.25 0.25 0.02 

10 The approach shall provide a 

sufficient balance between 

complexity and simplicity, as well as 

between specificity and generality. 

0.04 0.6 0.6 0.6 0.6 0.03 

11 The approach shall balance the level 

of resilience that CI is exposed to, 

with the level of resilience operators 

and society are willing to accept. 

0.04 0 0 0 0 0.00 

12 The approach shall provide relative 

resilience measurements, e.g. by 

monitoring own resilience over time, 

or comparing own resilience to other 

CIs. 

0.04 0.04 0.04 0.04 0.04 0.04 
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Table 7.3  Fulfilment of the individual criteria for the final resilience assessment methodology 

by the AIIC Guidelines 

No. 

Criteria Weighting Oslo Öresund A31 Barreiro Score 

1 The approach shall have features 

relevant to one or more of the 

expected impact for the topic DRS-

07-14. 

0.17 0.25 0.25 0.25 0.25 0.04 

2 The approach shall be applicable to 

all types of CIs 

0.17 1 1 1 1 0.17 

3 The approach shall take cascading 

effects into account. 

0.17 0.75 0.75 0.75 0.75 0.13 

4 The approach shall apply within all 

resilience domains, either one by one, 

or altogether. 

0.13 0.67 0.67 0.67 0.67 0.08 

5 The approach shall provide 

qualitative, quantitative and semi-

quantitative assessment. 

0.13 1 1 1 1 0.13 

6 The approach shall be user-friendly 

and low-cost. 

0.13 1 1 1 1 0.13 

7 The approach shall provide self-audit. 0.08 0.7 0.7 0.7 0.7 0.06 

8 The approach shall supply already 

existing practice for risk or resilience 

management. 

0.08 1 1 1 1 0.08 

9 The approach shall include individual 

components 

(assessments/inventories) with 

different hazards, safety targets, 

design lifetimes etc. 

0.08 0.1 0.1 0.1 0.1 0.01 

10 The approach shall provide a 

sufficient balance between 

complexity and simplicity, as well as 

between specificity and generality. 

0.04 0.4 0.4 0.4 0.4 0.02 

11 The approach shall balance the level 

of resilience that CI is exposed to, 

with the level of resilience operators 

and society are willing to accept. 

0.04 0 0 0 0 0.00 

12 The approach shall provide relative 

resilience measurements, e.g. by 

monitoring own resilience over time, 

or comparing own resilience to other 

CIs. 

0.04 0 0 0 0 0.00 
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8 Conclusions 
 

All of the methodologies for resilience analysis require more consideration of the expected impacts 

from the topic description. These are: 

 

 More efficient uptake of risk assessments through Member States and Associated Countries and 

Critical Infrastructure Providers 

 More effective and coherent crisis and disaster resilience management 

 The approach shall be useful as training tool for rescuers. 

 The approach shall take into account the communication and interaction with the public. 

 

Within IMPROVER, these factors are in fact being addressed in work package 5, which is developing 

a resilience assessment framework including resilience analysis and resilience evaluation 

methodologies which are compatible with the EU Risk assessment guidelines. The resilience analysis 

methodologies therefore do not necessarily need to account for these factors on their own, although 

such features may be useful. 

The following remarks are made with regards to the other crtieria: 

 The applicability of the approaches to all types of critical infrastructures is notably less well 

fulfilled in the BRT, however this is to be expected since it is aimed at organisational resilience 

as opposed to infrastructure resilience.  

 Both the BRT and the Guidelines account in some way for cascading effects. In the guidelines 

this is achieved through considering exposure of the organisation to certain other critical 

services. In the guidelines this is included as an indicator. At present it is missing from CIRI, 

however this could be relatively easily included as an additional resilience indicator. 

 CIRI accounts for resilience across the organisational, the social and the technological domains; 

the Guidelines account for resilience in the organisational and the technological domains and 

the BRT accounts for resilience across only the organisational domain. 

 Both CIRI and the Guidelines allow for qualitative, quantitative and semi-quantitative 

assessment. The BRT only provides for qualitative assessment. 

 All three approaches appear to be used friendly and low cost. 

 In terms of self-auditing capability – CIRI requires for some of the indicators specialist 

engineering or other expert judgement. It is however possible to do a self-audit using CIRI of 

the higher level indicators. The same is true for the Guidelines. The BRT provides the greatest 

capability for self-audit due to the questionnaire nature of the tool. 

 All three approaches could in principle be linked to existing risk assessment practices, however 

this is not elaborated in any of the methodologies. 

 CIRI could account for the performance of individual components against different hazards. 

This could be achieved by accounting for component reliability and its impact on the overall 

asset reliability.  

 The nature of the BRT makes it particularly simple to implement. 

 As resilience analysis tools, none of the approaches offer a means to balance the level of 

resilience which CI has, with the level of resilience operators and society are willing to accept 

 Only the BRT has as part of the methodology an explicit consideration of comparison with other 

organisations resilience over time. 

The feedback from illustrations and demonstrations of the three selected approaches remains mixed. 

All approaches have pros and cons. Moreover, there seems not to be any strict objective way to 

evaluate the approaches, but much depends on what one wants to do with a resilience analysis 

approach, how much one is ready put effort and time to it, and who is doing it. These notions lead to 

the conclusion that, first, in the subsequent phases the IMPROVER project should aim at combining – 
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in so far it is possible and commensurable – the identified/perceived pros while avoiding the 

identified/perceived cons.  

Second, the Improver project should aim at developing a CI resilience assessment framework which is 

at the same time well-defined but which includes also a possibility to flexibly account the 

idiosyncrasies of different type of CI and its operators. Such a general framework for resilience 

assessment of CI should remain compatible with the current guidelines for risk assessments of the 

Member States and should integrate the paradigm of resilience into the risk assessment process 

according to ISO 31000. 

This differentiation between a resilience assessment framework and a resilience analysis methodology 

would account for the first criteria identified above – those related to the efficient uptake of risk 

assessments in the member states as well as more effective and coherent crisis and disaster resilience 

management. This adoption of a resilience analysis methodology into such a resilience assessment 

framework would also address many of the weaknesses or shortcomings in existing resilience analysis 

methodologies. 
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Appendix A: Selection criteria of a resilience assessment 

approach 

This section defines the criteria that are aimed to be fulfilled by the final resilience methodology, 

developed as an outcome of the IMPROVER project. These criteria also served as a basis for selecting 

the three approaches to be further evaluated (see Section A.3), out of the tentative list of seven 

approaches (see Section A.1).  

8.1 A.1 End-users’ requirements 

This section summarises criteria to implement a resilience methodology, as defined by CI operators 

and associate partners during the 1st associate partner workshop in Copenhagen (2015) and the 1st 

operator workshop in ISPRA (2016). These include the following: 

General criteria 

 

 There is a need for an approach that can be tailored to each CI sector. However, if the results 

from resilience evaluations are highly specific to a particular organisation, it may be difficult 

to compare resilience against other CIs, if this is requested. 

 There is a need for an approach that can be used together with already existing business 

continuity plans/risk management assessment (best practices). Useful risk management or 

business continuity tools already exist, and it may be difficult for the operators to see the need 

for a change. It may be more feasible to implement a methodology that can be used together 

with, instead of replacing, existing procedures. I.e. a methodology that allows for current 

procedures and indicators to be used, but provides a possibility to gather today’s fragmented 

analyses into a measure of resilience. 

 The system needs to be broken down to individual components (assessments/inventories) as 

each component might have different hazards, safety targets, design lifetimes etc.  

 Assessment of actual resilience seems complex and should include time aspects (recovery), 

organisational issues (allocation and prioritisation of available resources), unforeseen and non-

technological interdependencies and cascading effects (e.g. availability of operating personnel 

affected by failure of interconnected systems). 

 Resilience should be measured both qualitatively and quantitatively, depending on the purpose 

of the assessment and nature of the system. Even semi-quantitative methods could be useful in 

certain situations.  

 If the approach is too advanced, the practical application might be difficult due to a lack of 

sufficient information, level of data and complexity of the systems.  

 It should be considered if the approach should focus on processes or on capacities of the 

organisation.  

Indicators 

 

 Resilience indicators need to be clearly described and categorised. This may be a challenge 

because different sectors use varying, industry-specific indicators. It is thus a major challenge 

to compare and/or combine indicators. A possible solution is to assign weights to each indicator. 

 Resilience can only be tested by failure, and the most important result is how fast the CI 

recovers, i.e. recovering time. However, resilience can only be tested at a certain level because 

the test gives false negatives and false positives.  

 Preparedness and analyzing feedback from crisis and training are important 

 The human factor of resilience is important (i.e. resilience is not only processes and 

technology), and is not reflected in the resilience curve.  
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 Consequences of critical infrastructure are often expressed in financial loss, and measuring the 

temporal dimension is quite rare.  

Implementation and responsibilities 

 

 Dependencies and interdependencies are key aspects of resilience. The operators must work 

together and in combination with other societal functions, highlighting the need for cooperation. 

 For implementation, a clear responsibility needs to be addressed and this requires participation 

of the top management. However, implementation will depend on the management structure 

of the organisation (network model versus hierarchical model). 

 Cost and lack of knowledge and/or other resources may be obstacles to implementation. 

 It is important to consider the political environment and public perception, as these can make 

the process smoother or create obstacles.  

8.2 A.2 Prioritised list of target criteria 

Based on the input from the CI operators and associate partners, as well as requirements in the DRS-

07-14 call, the IMPROVER consortium has defined a prioritised list of criteria (Table A.1) to be 

fulfilled by a sufficient methodology to assess the resilience of CIs. 
 

Table A.1  Prioritised list of criteria to be fulfilled by the resilience methodology that will be 

developed as an outcome of the IMPROVER project. 

Criteria 

No: 
Criteria 

1 The approach shall have features relevant to one or more of the expected impact for the topic DRS-07-14*. 

2 The approach shall be applicable to all types of Cis 

3 The approach shall take cascading effects into account. 

4 The approach shall apply within all resilience domains, either one by one, or altogether. 

5 The approach shall provide qualitative, quantitative and semi-quantitative assessment. 

6 The approach shall be user-friendly and low-cost. 

7 The approach shall provide self-audit. 

8 The approach shall supply already existing practice for risk or resilience management. 

9 
The approach shall include individual components (assessments/inventories) with different hazards, safety targets, 

design lifetimes etc. 

10 
The approach shall provide a sufficient balance between complexity and simplicity, as well as between specificity 

and generality. 

11 
The approach shall balance the level of resilience which CI is exposed to, with the level of resilience operators and 

society are willing to accept. 

12 
The approach shall provide relative resilience measurements, e.g. by monitoring own resilience over time, or 

comparing own resilience to other CIs. 

* Impact from the developed methodology, as expected for the topic DRS-07-14: 

 

 Provide more efficient uptake of risk assessments through Member States and Associated Countries and CI Providers 

 Provide more effective and coherent crisis and disaster resilience management 

 Be useful as training tool for rescuers 

 Take into account the communication and interaction with the public 
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8.3 A.3 Selection of three resilience evaluation approaches 

From a tentative list of seven resilience assessment approaches, three approaches were selected to be 

further evaluated. The selection was based on the above presented pre-defined criteria. Based on infor-

mation found in literature, Table A.2 indicates how each of the seven resilience assessment approaches 

fulfils the criteria defined in the pre-defined criteria.The following seven approaches were longlisted: 

 Critical Infrastructure Resilience Indicator (CIRI) 

 Resilience Management Index (RMI) 

 Benchmark Resilience Tool (BRT) 

 Guidelines for Critical Infrastructures Resilience Evaluation (“Guidelines”) 

 Organisational Resilience Health Check (ORHC) 

 Resilience Analysis Grid (RAG) 

  “Swiss approach” 

Table A.2  Existing resilience assessment approaches’ relation to pre-defined criteria for the 

final resilience methodology to be developed in the IMPROVER project. Check 

marks or crosses indicate whether the approaches fulfils the criteria or not, 

respectively. Blank cells indicate that information was not found or conclusion was not 

made. 

Criteria 

No: 
Criteria 

Approach 
Table 

note CIRI RMI 
Guide-

lines 
BRT ORHC RAG Swizz 

1 
The approach shall have features relevant to 

the expected impact for the topic DRS-07-14. 
       a) 

2 
The approach shall be applicable to all types 

of CIs        

b) 

3 
The approach shall take cascading effects 
into account.   

    

 

c) 

4 

The approach can be applied within several 

resilience domains (e.g. technological, 

organisational and societal), either one by 
one, or altogether. 

 

 

 

   

 

d) 

5 
The approach shall provide qualitative, 

quantitative and semi-quantitative assessment.        

e) 

6 
The approach shall be user-friendly and  

low-cost.  

  

  

  

f) 

7 
The approach shall provide  

self-audit.  

 

     
g) 

8 
The approach shall supply already existing 

practice for risk or resilience management.        

h) 

9 

The approach shall include individual 

components (assessments/inventories) with 

different hazards, safety targets, design 
lifetimes etc. 

       

i) 

10 

The approach shall provide a sufficient 

balance between complexity and simplicity, 

as well as between specificity and 
generality. 

       j) 

11 The approach shall balance the level of risk        k) 
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that CI is exposed to, with the level of 

resilience operators and society are willing 
to accept. 

12 

The approach shall provide relative 

resilience measurements, e.g. by monitoring 

own resilience over time, or comparing own 
resilience to other CIs. 

     

  l) 

 

Comments to table notes 

 
a)  Expected impact for the topic DRS-07-14: 

 More efficient uptake of risk assessments through Member States and Associated Countries and Critical 

Infrastructure Providers 

 More effective and coherent crisis and disaster resilience management 

 The approach shall be useful as training tool for rescuers. 

 The approach shall take into account the communication and interaction with the public. 

b)  Although we consider all approaches to be applicable to all CIs, the CIRI approach is designed to be a general approach, 

and can be used for all resilience domains and all CIs. 

c) Approaches that are designed to be applied to large systems, regions or communities, and that take into account 

interdependencies, are here deemed to take cascading effects into account. 

By defining resilience as "the ability of a system”, ASIS SPC.1-2009, CIRI is able to take cascading effects into account. 

Definition of resilience within RMI includes an "entity" e.g. a community region, which would include cascading effects. 

At the same time; "It is important to note that the approach is systems-internal, and does not take external factors into 

account". RMI should also be combined with other indices, e.g. Consequences Measurement Index, for a more 

comprehensive analysis. 

Guidelines seems to be more specific towards a critical infrastructure system, and therefore does not take into account 

cascading effects. 

BRT and ORHC both have focuses on the internal organisation and not on external cascading effects. 

The definition of resilience within RAG, as well as the main characteristic basic abilities of RAG, does not imply that it 

takes into account cascading effects. 

The Swiss approach does take into account indicators of interdependencies and thereby partly cascading effects. It also has 

indicators for e.g. severity of failure by meausering its consequences.  

d)  Different approaches define different domains. Here, the complete set of domains are exemplified by technological, 

organisational and societal domains as is done in CIRI.  

The CIRI approach aims at being sufficient for evaluating all domains of resilience. The first step in the CIRI approach is 

to establish the context, which includes defining the domain (societal, organisational and/or technological), the hazard type 

and the situational factors. Choosing the domain in the beginning of the process may limit which parts of the system that 

will be examined. 

RMI is an approach that takes into account both the technical and the organisational domains, however there is another 

approach in the USA wich has a clearer focus on organisational resilience (ASIS SPC.1-2009). 

The Guidelines for Critical Infrastructures Resilience Evaluation is built up by technological, personal, organisational, 

cooperative resilience dimensions. It can be argued that personal and cooperative dimensions could be covered by the 

organisational and societal dimensions as in CIRI. The Guidelines seems to be more structured and defined calling the 

technical dimension logical and physical. This may lead to less overlapping categories/indicators/dimensions than in CIRI. 

As for the BRT, the ORHC does not take all resilience domains into account, but focuses on organisational resilience. Both 

approaches have rather complete descriptions of organisational resilience, and are less designed for technological 

resilience than the other approaches discussed in this document. Also RAG is mainly focused on organisational resilience.  

The Swiss approach includes at least technical and organisational dimensions, but by having indicators for the quality of 

crisis communication and information sharing, it could also be argued to cover societal resilience. 
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e)  The methodologies should support qualitative, quantitative and semi-quantitative assessments or analyses. 

f)  The approaches vary in costs and the requirements to the skills of the users. The ORHC is free and BRT is free to 

download for academic purposes, whereas there is a licence cost for commercial use. RMI uses a relatively costly 

software, and is also quite complex to use. The survey tool of RMI, the IST is extensive and provides 1500 data points. 

The survey is a developed software, and is relatively expensive to acquire. The CIRI is easy to apply once the indicators 

have been set, but require knowledge about the facility and about resilience metrics.  

 The “Guidelines” will require an expert, perhaps in line with RMI, which could make it a complex and expensive method. 

On the other hand, the approach is stated to be able to be used for various degrees of complexity. The method is not yet mature 

and therefore not easy to use. The same is true for RAG. 

g)  CIRI is developed for self-auditing, but can also be applied in collaboration with e.g. authorities. The Guidelines, BRT and 

ORHC should also be able to be used for self-audit. The ORHC tool is easy to use and can be downloaded from the 

internet for free. 

The RMI requires external assessors to perform surveys, the data collected are verified and the resilience indices are 

produced for the operator. RAG and the Swiss approach do not appear mature yet and hence difficult to evaluate with this 

respect. 

h)  All approaches may be used in addition to current risk management tools. However, methodology like CIRI provides an 

opportunity to include indicators that are currently determined/calculated in risk assessments within the CI, and can be 

used to add up to a total resilience measure, which can make the approach easier to implement. 

i)  All approaches divide resilience into different categories. However, they have a varying degree of taking individual 

components of the CI into account.  

j)  How the IMPROVER project defines “a sufficient balance” is not known at this stage. The balance needs to be found by 

testing the approaches. The seven approaches differs greatly in the degree of complexity and specificity. The more 

complex and specific, the more resource demanding the approach may be (expertise/cost). The more simple and general, 

the approach may be less costly, easier to apply and more sufficient for comparing resilience to other CIs, but on the other 

hand the output information will be less tailored to the CI in question. 

The CIRI approach starts by defining the context, i.e. the domain, hazard scenario and situational factors. This approach 

will make the analysis very specific as compared to e.g. the BRT, which is more general. When the context is defined, the 

specific indicators are chosen by the operator. This allows the operator to include indicators that they deem to be relevant, 

which could therefore also include more organisational indicators if that was defined as relevant to the specific 

infrastructure. It may however limit the usefulness of the analysis for comparison with other sectors or operators. The 

approach produces a value of the resilience at some level, but there is a risk that the selection of indicators can influence 

the overall value of the resilience. The Guidelines also allows for different aspects of the CI to be analysed, and can be 

shaped to measure whatever relevant for the CI (application specific indicators). However, the Guidelines reference 

document doesn’t address all issues, and indicates that a future report will give further description of the evaluation 

process 

k) Whether the approach balance the level of risk with the accepted level of resilience will be a question of the existence of 

indicators that relate to expectations. These indicators must acknowledge the level of resilience that people tolerate or 

accepts. This implies communication with those in a position to have expectations, and thorough knowledge about them.  

l)  By relative resilience measures, the IMPROVER project means e.g. monitoring the CI’s resilience over time, and/or 

comparing resilience strengths and weaknesses against other CIs within the same sector or of a similar size. This may be 

more relevant and feasible than absolute resilience measures. For example, the authors of the RAG approach emphasise 

that RAG’s purpose is not to provide an absolute rating of how well a system performs, mainly because there exists no 

meaningful standard or norm that can be used as either a reference or criterion. In addition, answers to the RAG questions 

represent a more or less arbitrary point in time, ratings refer to an ordinal scale and the questions may have different 

meanings for different organisations and contexts. Also the RMI and the BRT emphasise that they offer relative 

approaches. 

The freedom to fully define indicators and context makes CIRI insufficient to compare resilience of a facility with other 

similar facilities within the same sector. On the other hand, it gives the freedom to tailor the tool for a specific facility, and 

is thus sufficient to measure change in resilience over time. However, it should be avoided that the high degree of freedom 

causes user-dependent results. 

As opposed to CIRI’s Level 4, all indicator levels in the RMI are generic, and not sector-specific. As for other fully pre-

defined approaches, this limits the tailoring of a tool to a facility, but provides consistency, reproducibility, and the ability 

to compare results with other facilities. 
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All questions of the ORHC are pre-defined, and assessments will thus be consistent. The results can be used to compare 

resilience between different facilities, or to monitor change over time within the facility. The lack of freedom to design the 

questions, may cause less specificity of the approach to the facility. 

The authors of the Swiss approach discuss the use of relative versus absolute resilience assessments. A relative assessment 

is not exact, and may not explain much about the actual resilience of the entity of interest. However, if the index is 

calculated consistently (or very similar) between entities, they allow comparison between entities, or over time. Using an 

index, or relative assessment, of resilience is useful, but influences the methodology of assessment, and has implications 

in the ultimate use of the results. If an absolute measure of resilience is required, an index will be insufficient. 

The dependency on individuals should be kept at a minimum so as to make all measurements repeatable and unbiased. 

Comparing different facilities or CI's is only possible if the assessment is conducted by external parties i.e. authorities 

which would ensure the same assessment process for the complete set of CI's. Comparisons are also difficult when 

scenario dependent indicators are used.  
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Appendix B: Four additional approaches 
 

Here are shortly described those four approaches that were included in the longlist, as they were 

considered relevant to the IMPROVER project, but not selected so far to a scrutiny. 

• Resilience Management Index (RMI)  

• Organisational Resilience Health Check (ORHC)  

• Resilience Analysis Grid (RAG)  

• “Swiss approach” 

8.4 B.1 Resilience Management Index (RMI) 
 

Author/developer: The United States Department of Homeland Security (DHS).  

Unless otherwise specified, the reference document for this section is “Developing a Tool to Measure 

and Compare Organisations’ Resilience” by Lee et al.
65

 

The approach is also described in the IMPROVER’s Deliverable 1.1 and references therein. 

 

The reference document uses the following definition of resilience: 

 
Main characteristics of the approach 

 

The RMI is part of the Infrastructure Survey Tool (IST), which also consists of two other indexes, 

namely the Protective Measures Index (PMI) and the Consequences Measurement Index (CMI).  

 

The main objective of the RMI is to measure the ability of a CI to reduce the magnitude and/or 

duration of impacts from disruptive events. RMI characterises the resilience of a facility and supports 

the decisions of CI owners/operators through the comparison of similar facilities. The index aims to be 

“applicable to all types of CI sectors/subsectors, and must consider all types of hazards (manmade, 

natural, and cyber), facility dependencies and facility capabilities with respect to emergency 

management.” 

 

The RMI combines questions that have been developed on the basis of business continuity and 

resilience standards
66

, and it is mainly used for CI and organisational resilience. The RMI can be used  

 alone for addressing the resilience of a specific facility;  

 in combination with PMI and CMI to characterise overall risk;  

 for addressing regional resilience; and/or 

 for guiding decisions for special events and domestic incidents. 

 

The IST is used by the assessor to capture general information about the site visited and to highlight 

commendable activities and measures, as well as identify vulnerabilities and provide options for 

consideration to improve the resilience.  

 

Features and indicators 

 

The RMI is structured into six levels in order of increasing specificity. Raw data are gathered at Level 

6 and Level 5, and combined further through Levels 4, 3, 2, and up to Level 1. In total, the RMI is 

constituted from four Level 1, ten Level 2, and 29 Level 3 components. Under each Level 3 

component there are several Level 4 components. The Levels 1 – 3 components are shown in Figure 

B.1, and Table B.1 includes examples of Level 4 components. 

“Resilience is the ability of the entity – e.g. an asset, organisation, community region – to 

anticipate, resist, absorb, respond to, adapt to, and recover from a disturbance.” 
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Figure B.1  Levels 1 – 3 of the Resilience Measurement Index approach. 

Table B.1  Examples of the indicator levels in the Resilience Measurement Index approach, 

showing all Level 4 components belonging to Response Capabilities at Level 1.67  

 
 

Data collection 

 

Data is collected via the DHS Enhanced Critical Infrastructure Protection Program’s Infrastructure 

Survey Tool (IST). Raw data are gathered at Levels 6 and 5, and subsequent combined through Levels 

4, 3, 2, and up to to Level 1 by aggregation.  

The ECIP program, IST and Site Assistance Visits is supporting the data collection, with the aim of 

high data quality. The data collection at the facility can take four to two hours.  

 

The IST consists of 23 sections, divided into protection, resilience and consequence. The following 

eight sections deals with resilience: 

 Significant Asset(s) and Area(s) 

 First preventers/responders 

 Natural hazards  
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 Information Sharing 

 Security Activity History and Background 

 Resilience Management Profile 

 Parking/Delivery/Standoff 

 Dependencies  

 

Data analysis 

 

Each Level 1 component is determined by aggregation of pertinent components in the IST. Each of 

these components has been weighted by subject matter experts to indicate its relative importance to a 

facility’s resilience. The weights for a set of components depend on the ranges (worst to best) in the 

questionnaire. The value of the RMI ranges between 0 (low resilience) and 100 (high resilience). The 

RMI does not necessarily give a picture of to what degree a specific event will affect the facility. An 

individual RMI value only becomes meaningful when compared with the index values of a set of 

similar facilities. The RMI is rather used to allow CI facilities to compare their level of resilience 

against the resilience level of other similar facilities.  

 

The calculation of the RMI is based on a comprehensive decision-analysis methodology. “The 

methodology uses a numerical representation of a value pattern by comparing different elements of a 

facility and by using the relations “better than” and “equal in value to” to define their relative 

importance.” The ranking is transitive, which produces a relational representation of a facility’s 

protection alternatives by providing a numerical value assignment for each of its components.  

 

Presentation of result 

 

All the data and levels of information are presented on an interactive, Web-based tool called the IST 

RMI Dashboard. The Dashboard presents the resilience of a CI at a specific point in time, and 

provides information about facility’s status relative to others of similar assets. Figure B.2 shows an 

example of the Overview Screen. 
 

 
 

Figure B.2  The Web-based IST RMI Dashboard. The dark blue bars represent the existing, 

historical values for the assessed facility, and the light blue bars represent scenario 

values, based on input. The dots represent other facilities of high (dark grey), 

average (medium grey) or low (light grey) RMIs.  
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8.5 B.2 Organisational Resilience Health Check (ORHC) 
 

Authors/developers: The Australian Government/Resilience Expert Advisory Group, of the Trusted 

Information Sharing Network for Critical Infrastructure Resilience. 

Unless otherwise specified, the reference for this section is the Australian Government, Organisational 

Resilience website
68

. 

The approach is also described in the IMPROVER’s Deliverable 1.1 and references therein. 

 

The reference document uses the following definition of resilience: 

 

Main characteristics of approach 

 

The approach is mainly developed for the organisational resilience domain. It is a free tool that may be 

applied to various areas of an organisation. The approach helps to develop a shared understanding of 

the organisation’s progress towards resilience, and identify possible treatment actions and inhibitors. 

Specifically, the approach addresses the following questions:  

 

 How healthy is the organisation?  

 Does it regularly monitor its own progress to build on strengths and address weaknesses? 

 What are its vital functions and is it resilient enough to not only bounce back, but bounce 

forward after a major disruption? 

 

The ORHC and the Benchmark Resilience Tool (BRT) are approaches designed to complement each other. 

 

Features and indicators 

 

The ORHC will ask you to rate your organisation according to a set of low and high level descriptors 

for 13 resilience indicators. These indicators are grouped under three overarching resilience attributes 

(leadership and culture, networks and partnerships, and change readiness) that build Business As 

Usual effectiveness, as well as robust and agile response and recovery capability. The survey structure 

and indicators resembles the Benchmark Resilience Tool. 

 

Data collection 

 

Data is collected by an online survey, which is an excel document downloaded from the internet. 

 

Data analysis 

 

In the excel document, the scores are automatically presented in a radar chart. In addition, one has 

access to the numeric results for further analysis, if required. 

 

Presentation of result 

 

Scores are presented in a radar chart, as shown in Figure B.3, and one can make other graphical 

presentations from the numeric results. 

 

Organisational resilience refers to a business’s ability to adapt and evolve as the global market is 

evolving, to respond to short term shocks – be they natural disasters or significant changes in market 

dynamics – and to shape itself to respond to long term challenges. 
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Figure B.3  Results from the Organisational Resilience HealthCheck, presented in a radar chart. 
 

8.6 B.3 The Resilience Analysis Grid (RAG) approach 
 

Authors/developer: Erik Hollnagel  

Unless otherwise specified, the reference document for this section is “RAG – Resilience Analysis Grid” 

by Hollnagel.
69

 

The reference document uses the following definition of resilience: 

 
The author states that “There is no ‘resilience’, hence no quantity, amount, or level of resilience.” 

 

Main characteristics of approach 

 

The RAG is not meant to be an off-the-shelf tool that can be used directly, but constitutes a basis from 

which more specific sets of questions can be developed. The basic idea is to develop questions to determine 

how well a system does on each of the following four basic abilities to ensure resilient performance: 

 The ability to respond 

 The ability to monitor 

 The ability to learn 

 The ability to anticipate 

 

The RAG is not intended to provide an absolute rating of the four abilities. One reason for this is that 

the approach indicates the status at a point in time. The intention is to apply the RAG regularly, in 

order to detect changes. 

 

Features and indicators 

 

The RAG constitutes a basis for developing specific scenario-related questions to define indicators, 

based on detailed issues related to the four abilities.  

 

  

“A system is said to perform in a manner that is resilient when it sustains required operations under 

both expected and unexpected conditions by adjusting its functioning prior to, during, or following 

events (changes, disturbances, and opportunities).” 
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Data collection 

 

This approach provides a set of generic questions, described in Figure B.4. The intention of the 

questions is to serve as a starting point for developing sets of diagnostic, system-specific question. 

 

The idea of the approach is the following: “The sets of RAG questions that are developed for a specific 

use of the RAG should be formulated so that they can easily be assessed. This means that they should 

refer to concrete relations or characteristics of the system’s performance, to something that the 

respondents have experience with, or something that is described in the system’s documentation. This 

has the added benefit that the questions themselves can be the basis for interventions to improve 

resilient performance.” 

 

The RAG suggests e.g. the following Likert-type scale to rate the answers about the systems resilience: 

 Excellent  

 Satisfactory  

 Acceptable  

 Unacceptable  

 Deficient Missing 

 

 

 

Figure B.4  Examples of the generic questions used in the Resilience Analysis Grid (RAG) 

approach. These questions are relating to the ability to respond.70  
 

 Presentation of result 

 

The authors suggest relative resilience measures, i.e. presented by a radar chart, rather than a single 

measure indicating resilience based on aggregating answers to the questions. Figure B.5 presents 

examples of radar charts showing how ratings for the ability to respond could look like for a system.  



IMPROVER              Deliverable number: D2.3 

 

653390 91  

 

              

Figure B.5  (A and B) Radar charts presenting results from the Resilience Analysis Grid (RAG) 

approach at two different times, showing resilience at Month 4 (A) and Month 8 (B), 

respectively. The ratings are here assumed to have been made with a four month 

interval. The differences between the two ratings can be used to determine whether 

the system develops in the right direction and where specific interventions should 

focus.71 
 

 

8.7 B.4 The Swiss approach 
 

Authors/developer: Risk and Resilience Research Group Center for Security Studies (CSS), ETH Zürich. 

Unless otherwise specified, the reference document for this section is the “Risk and resilience report 9, 

Measuring Critical Infrastructure Resilience: Possible Indicators”.
72

  

 

This report follows directly from the “CIP Focus Report No. 8”, which explored the benefits and 

limitations of resilience indices.
73

 

 

The authors use the Oxford dictionary definition of resilience: 

 

Main characteristics of approach 

 

This approach is not a tool. The authors raise several important issues that they will address in further 

work. The authors suggest a systemic approach to measure resilience, which should consist of the 

following steps: 

  

1. Articulation of the components within a system. Detailed and exhaustive. 

2. Establishment of measures (or proxy indicators): 

 Quantitative indicators for technical infrastructure 

 Qualitative indicators for organisational infrastructure/people’s interaction 

3. Exploration of how component measures can be aggregated to define the system’s resilience. 

 

Features and indicators 

 

The authors discuss the issue of developing an appropriate methodology to collect data. The 

methodology for collecting resilience data should depend on the types of indicators being used, and 

 The ability of a substance or object to spring back into shape, i.e. elasticity 

 The capacity to recover quickly from difficulties, i.e. toughness 

 

(A) (B) 
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the overall goal of resilience assessment. They mention the following categories of potential 

indicators: 

 Quantitative or qualitative (e.g. quality of information transfer) 

 Absolute (e.g. speed of CI failure) or relative (e.g. recovery/loss ratio) 

 

Quantitative resilience indicators might be the choice for technical resilience measurements, whereas 

qualitative indicators may be sufficient to evaluate organisational resilience, i.e. the quality of infra-

structure organisation, operation, maintenance or management, or to assess users’ interactions with 

infrastructure.  

 

The authors identify and describe indicators that could be used to assess CI resilience. They refer to 

the four characteristics frequently used to describe CI resilience; robustness, redundancy, 

resourcefulness, rapidity. 

 

The report defines the following potential a-priori CI resilience indicators: 

 Probability of failure 

o Design faults 

o Inadequate maintenance 

o Long service 

o Aging materials 

o Organisational or management deficiencies 

 Quality of infrastructure 

o Design 

o Materials used 

o Age 

o Service life 

o Quality of management 

o Quality of maintenance. 

 Pre-event functionality of the infrastructure 

o Baseline level of functionality 

 Substitutability (one aspect of redundancy) 

o Possibility to replace infrastructure with back-up infrastructure or components 

 Interdependence (physical, cyber, geographic, logical) 

o Location of interdependencies 

o Nature of relationships 

o Existence of critical hubs 

o Criticality of connections 

 Quality/extent of mitigating features (add to robustness) 

o Organisational, hardware or software systems that ensure functionality 

o Adaptability to changing conditions 

 Quality of disturbance planning/response 

o Value of pre-determined policies that increase or maintain the quality and functionality 

of infrastructure 

o Nature and availability of repair facilities 

o Nature and availability resources or personnel 

 Quality of crisis communications/information sharing 

o Quality and nature of crisis communication structures/practices 

o Organisational information sharing between managers of CI and government agencies 

 Security of infrastructure (decrease the likelihood that infrastructure fails or loses 

functionality) 

o Physical structures (fences, lighting, etc.) 

o Security management (security planning, communications, etc.) 

o Personnel (security force, training, etc.) 

The report defines the following potential post-hoc CI resilience indicators: 
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 Systems failure 

 System fail/not fail 

 Severity of failure 

o design faults consequences 

o inadequate maintenance consequences 

o long service consequences 

o ageing materials consequences 

o organisational or management deficiencies consequences 

 Post-event functionality 

o Level of functionality as compared to pre-event functionality 

o Speed of recovery of functionality 

 Post-event damage assessment 

o Age 

o Quality 

o Maintenance 

o Management status 

 Cost of reinstating functionality post-event 

o Cost of returning to pre-event functionality 

 Recovery time post-event 

 Recovery/loss ratio 
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