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Abstract

A subgroup Gq, of prime order q, for which the discrete logarithm
problem is assumed hard is mostly a subgroup of a larger group,
e.g. Z∗

p for some prime p = κq + 1. Arithmetic for Gq is not imple-
mented directly. Instead, arithmetic for the larger group, e.g. Z∗

p, is
implemented, which gives arithmetic also for Gq.

Furthermore, in most protocols based on arithmetic in Gq the
participants do not verify their input properly. They only verify that
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This practice sometimes allows the adversary to hand inputs from
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p\Gq to honest participants without detection. Surprisingly, this
seems to be a novel observation.

In this paper we discuss the general problem further, introduce a
novel class of attacks based on the above observations, and outline
an generic recipe for how to counter the attacks efficiently.

To illustrate both the attacks and the countermeasures we provide
examples of protocols that are vulnerable to the novel attacks, and
show how they may be modified to counter the attacks.

In particular we present attacks on the robustness for the majority
of the El Gamal based mix-nets in the literature, and an attack on
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Abstract. A subgroup Gq, of prime order q, for which the discrete log-
arithm problem is assumed hard is mostly a subgroup of a larger group,
e.g. Z∗

p for some prime p = κq +1. Arithmetic for Gq is not implemented
directly. Instead, arithmetic for the larger group, e.g. Z∗

p, is implemented,
which gives arithmetic also for Gq.
Furthermore, in most protocols based on arithmetic in Gq the partici-
pants do not verify their input properly. They only verify that inputs are
in Z∗

p, even when they should verify that the inputs are in Gq.
This practice sometimes allows the adversary to hand inputs from Z∗

p\Gq

to honest participants without detection. Surprisingly, this seems to be
a novel observation.
In this paper we discuss the general problem further, introduce a novel
class of attacks based on the above observations, and outline an generic
recipe for how to counter the attacks efficiently.
To illustrate both the attacks and the countermeasures we provide ex-
amples of protocols that are vulnerable to the novel attacks, and show
how they may be modified to counter the attacks.
In particular we present attacks on the robustness for the majority of the
El Gamal based mix-nets in the literature, and an attack on the privacy
for the generic mix-net based on the proof of knowledge of correct shuffle
of Furukawa and Sako [9].

1 Introduction

The two most commonly used complexity assumptions in cryptography are the
difficulty of factoring and the difficulty of solving discrete logarithms. Relative to
these assumptions a large number of cryptographic problems have been solved.
In this paper we consider protocols based on the latter assumption. The discrete
logarithm problem is believed to be hard in large subgroups of prime order of
multiplicative groups modulo a prime, or elliptic curve groups. Our results are
applicable to both types of groups, but we restrict our exposition to the former
type of group for concreteness.

Consider Z∗
p for some primes p = κq + 1 and q, and let Gq be the subgroup

of Z∗
p of order q in which the discrete logarithm problem is assumed to be hard.

Arithmetic for Gq is normally not implemented directly. Instead, arithmetic for



the group Z∗
p, and the field Zq is implemented, which gives arithmetic also for

Gq. Furthermore, in most protocols based on arithmetic in Gq, the participants
do not verify that inputs expected to be in Gq indeed do so, but only verify that
their inputs belong to Z∗

p.
The thesis of this paper is that this practice is dangerous, since it sometimes

allows the adversary to hand corrupt inputs to honest participants without de-
tection.

We discuss the general problem and outline a generic method for avoiding
explicit verifications. We then illustrate the problem by giving novel attacks for
some well known protocols in the literature. We also show how to apply our
generic method and solve the problems efficiently in the protocols under attack.

In particular, we first introduce a novel adversarial strategy for proofs of
knowledge of discrete logarithms. We use this to break the robustness of most El
Gamal based mix-nets in the literature, e.g. [23, 13, 18, 22, 16, 30, 25, 1, 10]. Then
we adapt the adversarial strategy to the proof of correct shuffle presented by
Furukawa and Sako [9], and use this to give an attack on the privacy of the
generic mix-net based on their proof.

The attack for the generic mix-net based on the Furukawa-Sako proof of
knowledge is an extension of the attacks given by Wikström [35] for the mix-
nets by Golle et al. [13], Jakobsson [18], and Mitomo and Kurusawa [22].

2 Notation

In this paper we let p = κq + 1, and q be prime numbers, such that κ is small.
Formally we require that κ is bounded by a constant. We write p1, . . . , ps for the
prime factors of κ. Then we let Gq and Gκ be the unique subgroups of Z∗

p, of
order q and κ respectively, i.e. Z∗

p = Gq × Gκ. We also identify the elements of
the field Zq with the elements of the set [q] = {0, . . . , q − 1}, i.e. we use a fixed
representative a ∈ [q] for each coset a + (q) of the ideal (q) in Z. This is mostly
the case in practice and important since it gives a well defined interpretation of
ax for a ∈ Z∗

p\Gq and x ∈ Zq. Throughout the paper H denotes a hash function
modeled as a random oracle, but the range of H differs depending on the section.
We denote by ΣN the set of permutations on N elements.

The mix-net we consider in this paper is based on the El Gamal [7] cryp-
tosystem employed in Gq. The El Gamal cryptosystem is defined as follows. A
private key x is generated by choosing x ∈ Zq uniformly and independently at
random. The corresponding public key is y = gx, where g is some system wide
generator of Gq. Encryption of a message m ∈ Gq using the public key y is
given by Ey(m, r) = (gr, yrm), where r is chosen uniformly at random from
Zq, and decryption of a cryptotext on the form (u, v) = (gr, yrm) using the
private key x is given by Dx(u, v) = u−xv = m. The El Gamal system also
has the re-encryptability1 property, i.e. given (u, v) and the public key (g, y),
anybody can “update” the randomness used in the encryption of m, by forming
(gr′u, yr′v) = (gr+r′ , yr+r′m) = Ey(m, r + r′).
1 Related terms are “homomorphic property”, or “malleability property”.
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3 The Idea

The idea of this paper is based on two observations. Although the observations
are fairly obvious, it seems that the important consequences of these observations
have, somewhat surprisingly, been overlooked in the literature.

The first observation is that when Gq is used for cryptographic purposes
the arithmetic of this group is not implemented directly. Instead a library for
arithmetic in the group Z∗

p is implemented, and mostly also a library for arith-
metic in the field Zq. Together two such libraries provide what is needed for
efficient arithmetic in Gq. In fact, it seems very hard to implement arithmetic
in Gq efficiently in some essentially other way. A side effect of this design is that
implementations normally are able to perform arithmetic for all of Z∗

p.
The second observation is that in most protocols in the literature the par-

ticipants do not verify their input properly. Even if elements in the input are
expected to belong to Gq, it is only verified that they belong to Z∗

p. The rea-
son is probably that it is easy to verify membership in Z∗

p, but costly to verify
membership in Gq.

Our observations indicate that the adversary may be able to hand the partic-
ipants corrupt inputs from Z∗

p\Gq without detection. Depending on the particu-
lar protocol under attack, the implications of this seemingly innocent additional
power of the adversary are more or less severe. The adversary may use the addi-
tional power in several ways, e.g. it may introduce elements from Z∗

p to corrupt
the output of an execution, but it may also try to extract information by using
corrupt input in the interaction with honest participants. The particular protocol
under attack decides what is appropriate.

It is easy2 to verify that a string of bits s represent an element a ∈ Z∗
p. In the

most common representation this amounts to checking that if s is interpreted as
an integer a in base two we have 0 < a < p. Similarly it is easy to verify mem-
bership in Zq. Throughout this paper we assume that all participants explicitly
verify that their inputs belong to Z∗

p or Zq as appropriate. To verify that a ∈ Gq

given that a ∈ Z∗
p is more costly. This requires verifying that aq = 1, i.e. a full

exponentiation in Z∗
p.

The naive method for removing the additional power of the adversary is that
each subprotocol independently verifies that its inputs belong to Gq, but since
this is costly it is natural to look for other solutions.

The following simple observations are useful. Note that if a ∈ Z∗
p, we may

write a = a′ζ for some a′ ∈ Gq and ζ ∈ Gκ. This implies that aκ = (a′)κζκ,
and since the order of ζ is divided by κ by definition, we have ζκ = 1, and aκ =
(a′)κ ∈ Gq. It is also very easy to compute aκ, since this corresponds to at most
3
2 log2 κ multiplications in Gq. We call such exponentiations κ-exponentiations.
Similarly, multiplication by κ in Zq is not a full multiplication, and we call this
a κ-multiplication. Suppose now that a = a′ζ ∈ Z∗

p\Gq, and that gcd(θ, κ) = 1
(when θ and κ are viewed as integers). Then we have aθ = (a′)θζθ. Clearly

2 The corresponding verification for an elliptic curve group is slightly more compli-
cated, but still easy.
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(a′)θ ∈ Gq, but ζθ 6∈ Gq, since the order of ζ divides κ and gcd(θ, κ) = 1. Thus
if gcd(θ, κ) = 1, then a ∈ Z∗

p\Gq implies that aθ ∈ Z∗
p\Gq.

It seems impossible to give single detailed description of how to fix the prob-
lem efficiently in all protocols. However, it is possible to give a generic recipe for
how to solve the problem.

Recipe: Consider the elements of a protocol that are required to belong
to Gq. Find a small subset of these such that if membership in Gq is
explicitly verified for these, the protocol may be modified to ensure that
the rest of the elements belong to Gq to.

Depending on the protocol, slightly different methods may be required, but the
basic idea is the same. In the following we illustrate the above ideas by describing
how the observations can be applied to find adversarial strategies, and how the
recipe can be used to find efficient counter measures.

4 Application to Proofs of Knowledge of Logarithms

In this section we apply the general idea of Section 3 to proofs of knowledge of
discrete logarithms. For concreteness we consider a specific proof of knowledge,
but the ideas is easily adapted to the wide variety of similar proofs of knowledge
in the literature. In this section we let H : {0, 1}∗ → Zq.

4.1 A Proof of Knowledge of γ Such That loga A = logb B = γ

Let a,A, b,B ∈ Gq, where A = aγ , and B = bγ for some γ ∈ Zq known by the
prover. We review the standard non-interactive zero-knowledge proof of knowl-
edge in the random oracle model of a γ ∈ Zq such that loga A = logb B = γ.

1. The prover chooses δ ∈ Zq randomly and computes α = aδ, β = bδ, θ =
H(α, β, A,B, a, b), and d = γθ + δ. The proof consists of the tuple (α, β, d).

2. The verifier computes θ = H(α, β, A,B, a, b) and verifies that Aθα = ad, and
Bθβ = bd.

An equivalent variant of this that gives a shorter proof is to let (θ, d) be the
proof and let the verifier check that θ = H(ad/Aθ, bd/Bθ, A, B, a, b), but for
increased readability we use the variant described above. A proof of the following
proposition can be found in the literature, e.g. [4, 31].

Proposition 1. Let a, b, A,B ∈ Gq. Then the above is a zero-knowledge proof of
knowledge in the random oracle model of a γ ∈ Zq such that loga A = logb B = γ.

4.2 Adversarial Strategy

Remember that Z∗
p = Gq ×Gκ, and let 1 6= ζ ∈ Gκ. We consider three scenarios:

1. A is replaced by ζA,
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2. a is replaced by ζa, and
3. a is replaced by ζa, A is replaced by ζγA, and γ is chosen randomly in Zq.

The prover is malicious and claims that it knows a γ ∈ Zq such that loga A =
logb B = γ. The adversarial strategy is very simple. Repeatedly, i.e. at most a
polynomial h number of times, simulate the honest prover on the corrupted joint
input a, b, A,B, until it outputs a proof that is deemed valid by the verifier. It
is clear that if the prover succeeds, the verifier is convinced.

It may seem to some readers that the adversary always succeeds in Scenario
3, since we do have loga A = logb B = γ, i.e. if we identify Zp−1 with [p − 1]
we may view γ as an element in both Zq and Zp−1. Unfortunately, if we look
closer at the protocol this is not true. The problem is that the prover computes
d = γθ + δ mod q, and the verifier explicitly verifies that d ∈ Zq.

What the adversary hopes for in the three scenarios is that ζθ = 1, ζδ = ζd,
and ζθζγδ = ζd respectively. If this happens it is easy to see that the proof
produced by the simulated prover is deemed valid. We prove the following in
Appendix A.

Lemma 1. Each iteration succeeds with probability at least 1
ξ +O(log2 q/q), and

the adversarial strategy fails with negligible probability.

We stress that we do not claim that Proposition 1 is false. So how is it possible
that the prover can fool the verifier with non-negligible probability? The answer
is very simple. Proposition 1 requires that a, b, A,B ∈ Gq, and when this is not
the case the proposition is no longer guaranteed to hold. Unfortunately, in most
applications of the protocol of Section 4.1 it is not ensured that a, b, A,B ∈
Gq, which makes many applications of the protocol vulnerable our adversarial
strategy.

We note that the probability of success in a single iteration in Scenario 3
equals the probability that an honest prover, unaware that a 6∈ Gq, happens to
output a proof deemed valid.

To verify that a, b, A,B,∈ Gq before each invocation of the protocol of Section
4.1 would be very costly, and many applications do ensure, or can be modified to
ensure, that a, b ∈ Gq prior to the invocation of the protocol. Thus an efficient
proof of knowledge under the weaker assumption that a, b ∈ Gq and A,B ∈ Z∗

p

is useful. In the next section we describe such a protocol.

4.3 How to Avoid Explicitly Verifying That A, B ∈ Gq

In this section we assume that the verifier is somehow convinced that a, b ∈ Gq,
i.e. the calling context ensures this. This assumption is natural for two reasons:
many protocols do ensure this by construction, and many protocols that do not
can be modified such that they do.

We apply the generic method of Section 3 to modify the proof of knowledge of
Section 4.1, such that it stays a proof of knowledge under the weaker assumption
that a, b ∈ Gq and A,B ∈ Z∗

p.
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Since we identified [q] = {0, . . . , q−1} and Zq, we may interpret θ ∈ Zq as an
integer, denote by θ∗ the unique integer such that θ = θ∗

∏s
i=1 pi, where pi - θ∗

for i = 1, . . . , s, and then view θ∗ as an element in Zq. The modified proof of
knowledge is defined as follows:

1. The prover chooses δ ∈ Zq randomly and computes α = aδ, β = bδ, θ =
H(α, β, A,B, a, b), and d = γθ∗+κδ. The proof consists of the tuple (α, β, d).

2. The verifier first computes θ = H(α, β, A,B, a, b) Then it verifies that that
Aθ∗ακ = ad, and Bθ∗βκ = bd.

Recall that κ is bounded by a constant. This implies that the prover and the
verifier may compute θ∗ from θ by repeated trial division with the prime fac-
tors p1, . . . , ps of κ. It also implies that the exponentiations ακ and βκ can be
performed quickly. We prove the following proposition.

Proposition 2. Let a, b ∈ Gq, and A,B ∈ Z∗
p. Then the above is a zero-

knowledge proof of knowledge in the random oracle model of a γ ∈ Zq such
that loga A = logb B = γ.

We emphasize that Proposition 2 still requires the calling context to ensure that
a, b ∈ Gq, and A,B ∈ Z∗

p. There are obvious variations of the above, for proofs
of knowledge involving more complex relations between logarithms.

5 Application to El Gamal Based Mix-Nets

In this section we describe how our ideas can be applied to break the robustness
of most El Gamal based mix-nets.

5.1 The Generic Structure of El Gamal Based Mix-Nets

Suppose a set of senders S1, . . . , SN each have an input mi ∈ Gq, and want to
compute the unordered set {m1, . . . ,mN}, but they do not want to disclose which
message mi they sent. Furthermore, suppose that there is no trusted participant
that can perform this service.

Given a bulletin board, a set of mix-servers M1, . . . ,Mk can provide the
service by forming a mix-net. The bulletin board is defined as follows. Each
participant may write on a dedicated area on the bulletin board, nobody can
erase anything from the bulletin board, and everybody can read everything. The
idea is that it should suffice if a subset of the mix-servers M1, . . . ,Mk are honest
for the service to be provided securely, and robustly. The notion of a mix-net was
introduced by Chaum [2], and further developed by a large number of people.

It is assumed that M1, . . . ,Mk have set up a distributed El Gamal cryptosys-
tem, where Mj is somehow given a random xj ∈ Zq, and yl = gxl is made public
for l = 1, . . . , k. We define a joint public key y =

∏k
j=1 yj , with corresponding

private key x =
∑k

j=1 xj . It is also assumed that xj is shared verifiably, secretly
and robustly to all Ml for l 6= j. How this is done is of no importance to us in
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this paper, but it allows the robust elimination of any mix-server identified as a
cheater.

The following is a generic description of an El Gamal based mix-net. First
each sender Si computes (ui, vi) = Ey(mi), and a proof of knowledge πi of mi (as
described in Tsiounis and Yung [33] or Schnorr and Jakobsson [32]), and writes
the pair ((ui, vi), πi) on the bulletin board. Thus ((ui, vi), πi) is a non-malleable
[6] cryptotext in the random oracle model. Let L0 = {(u0,i, v0,i)} be the set of
cryptotexts for which πi is valid. For j = 1, . . . , k, Mj does the following:

1. It chooses rj,i ∈ Zq and φj ∈ ΣN randomly, and computes the list
{(grj,iuj−1,i, y

rj,ivj−1,i)}. Then it uses φj to permute the pairs in this list
and forms the list Lj = {(uj,i, vj,i)} that it writes on the bulletin board.

2. It proves in zero-knowledge that it performed step 1 correctly.

Then each Mj computes the list {Bj,i} = {u−xj

k,i }, and gives for each i a zero-
knowledge proof that loguj,i

Bj,i = logg y−1
j . Finally each Mj computes the list

{vk,i

∏k
j=1 Bj,i}, which is a permutation of the list of inputs {mi}. The proof of

knowledge produced by Mj is verified by all other mix-servers. If Mj produces
a corrupt proof of knowledge its private key xj is reconstructed using the secret
sharing scheme and its computations are performed openly.

All mix-nets in the literature do not fit the above description, but the mix-net
we consider in this paper, Furukawa and Sako [9] (and several others) do.

5.2 An Attack on the Robustness for El Gamal Based Mix-Nets

To break the robustness of most El Gamal based Mix-Nets it suffices to note
that they almost without exception end with a standard joint decryption of the
re-encrypted and randomly permuted inputs as outlined in the previous section.
This applies not only to mix-nets on the form described above.

In most such mix-nets the mix-servers neglect to verify that Bj,i ∈ Gq. This
implies that the adversary using the strategy of Section 4.2 can publish Bj,i =
ζu

−xj

k,i , where 1 6= ζ ∈ Gκ, instead of Bj,i = u
−xj

i and produce a proof of
knowledge deemed valid by all other mix-servers. Thus mi is replaced by ζmi in
the output without detection and the robustness of the mix-net is broken.

This attack is applicable to the vast majority of El Gamal based mix-nets
in the literature, e.g. [23, 13, 18, 22, 16, 30, 25, 1, 10], but there are also mix-nets
that are not vulnerable to this attack, e.g. [5].

It may be argued that the attack is not particularly strong, since the fact that
some output ζmi of the mix-net does not belong to Gq is likely to be discovered,
e.g. if some encoding of arbitrary strings into Gq is used.

6 Application to “An Efficient Scheme for Proving a
Shuffle”

Consider the generic structure of an El Gamal based mix-net as presented in
Section 5.1. The second step of the re-encryption and permutation stage states
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that the active mix-server Mj should prove in zero-knowledge that it performed
the first step correctly.

Furukawa and Sako [9] provide exactly this. Given {(uj−1,i, vj−1,i)} and
{(uj,i, vj,i)} they provide an efficient zero-knowledge proof of knowledge of rj,i

and φj such that {(uj,i, vj,i)} = {(grj,iuj−1,φ−1
j (i), g

rj,ivj−1,φ−1
j (i))}. We have a

closer look at their proof. To simplify we write {(ui, vi)} = {(uj−1,i, vj−1,i)},
{(u′i, v′i)} = {(uj,i, vj,i)}, ri = rj,i, and φ = φj . We also denote the prover Mj

by P and any verifier, e.g. Ml for l 6= j, by V . In this section we denote by
H a random oracle H : {0, 1}∗ → ZN

q . Following [9] we define the permutation
matrix A = (Aij) by:

Aij =
{

1 if φ(i) = j
0 otherwise ,

and let g̃, g̃1, . . . , g̃N ∈ Gq be a set of system wide uniformly and independently
generated random elements, i.e. no participant knows any non-trivial relation
among these elements. The g̃, g̃i elements are an integral part of the Furukawa-
Sako protocol. Then the protocol proceeds as follows.

6.1 The Furukawa-Sako Proof of Knowledge

The list g, y, g̃, {g̃i}, {(ui, vi)}, {(u′i, v′i)} is the joint input to the prover P and
the verifier V , and {ri}, φ is the additional input to P . φ ∈ ΣN .

1. P chooses σ, ρ, τ, α, αi, λ, λi ∈ Zq uniformly and independently at random.
2. P computes:

t = gτ , ν = gρ, ω = gσ, µ = gλ, µi = gλi

g̃′i = g̃ri

N∏
j=1

g̃
Aji

j , g̃′ = g̃α
N∏

j=1

g̃
αj

j , u′ = gα
N∏

j=1

u
αj

j , v′ = yα
N∏

j=1

v
αj

j

ν̇i = g
∑N

j=1 3α2
jAji+ρri , ν̇ = g

∑N
j=1 3α3

j+τλ+ρα,

ω̇i = g
∑N

j=1 2αjAji+σri , ω̇ = g
∑N

j=1 α2
j+σα, ti = g

∑N
j=1 3αjAji+τλi

3. P computes a challenge:

(c1, . . . , cN ) = H
(
t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇,

g, y, g̃, {g̃i}, {(ui, vi)}, {(u′i, v′i)}
)

.

4. P computes s = α+
∑N

j=1 rjcj , si = αi+
∑N

j=1 Aijcj , and λ′ = λ+
∑N

j=1 λjc
2
j .

The proof consists of the following tuple:

(t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇, s, {si}, λ′) .

5. V computes

(c1, . . . , cN ) = H
(
t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇,

g, y, g̃, {g̃i}, {(ui, vi)}, {(u′i, v′i)}
)

,
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and verifies that:

gs
N∏

j=1

u
sj

j = u′
N∏

j=1

u
′cj

j , ys
N∏

j=1

v
sj

j = v′
N∏

j=1

v
′cj

j , (1)

g̃s
N∏

j=1

g̃
sj

j = g̃′
N∏

j=1

g̃
′cj

j , gλ′ = µ
N∏

j=1

µ
c2

j

j ,

ωsg
∑N

j=1(s
2
j−c2

j ) = ω̇
N∏

j=1

ω̇
cj

j , and tλ
′
vsg

∑N
j=1(s

3
j−c3

j ) = ν̇
N∏

j=1

ν̇
cj

j t
c2

j

j .

Furukawa and Sako [9], present an interactive protocol corresponding to the
above, but their intention [11] is that the protocol is made non-interactive us-
ing the Fiat-Shamir heuristic. Since honest verifier zero-knowledge with uniform
challenges corresponds to zero-knowledge in the random oracle model their re-
sults imply the following.

Proposition 3. Let g, y, g̃i, ui, vi, u
′
i, v

′
i ∈ Gq. If the verifier explicitly verifies

that t, ν, ω, µ, µi, g̃
′
i, g̃

′, u′, v′, ti, ν̇i, ν̇, ω̇i, ω̇ ∈ Gq, then the Furukawa-Sako pro-
tocol is a proof of knowledge of ri ∈ Zq and φ ∈ ΣN such that {(u′i, v′i)} =
{(griuφ−1

j (i), g
rivφ−1

j (i))}.

6.2 Adversarial Strategy

In this section we describe an adversarial strategy for the Furukawa-Sako pro-
tocol. We stress that we have found no weakness in the proof of knowledge
itself. Similarly as in Section 4 we instead exploit how this proof of knowledge
is applied.

Let ζ be an element in Gτ of order ξ, and let {(ui, vi)}, and {(u′i, v′i)} be as
defined in the previous section. We consider three scenarios, where l ∈ [N ].

1. v′φ−1(l) is replaced by ζιv′φ−1(l),
2. vl is replaced by ζvl, and
3. a combination of 1 and 2.

In each scenario the strategy convinces an honest verifier that the prover knows
ri ∈ Zq and a permutation φ such that {(u′i, v′i)} = {(griuφ−1(i), g

rivφ−1(i))},
despite that this is not even possible in Scenario 1 and 2.

The strategy is very simple. Repeatedly, i.e. at most a polynomial h number
of times, run the first 4 steps of the Furukawa-Sako protocol of Section 6.1 on
the corrupted input g, y, {g̃i}, {(ui, vi)}, {(u′i, v′i)}, {ri}, φ until it gives a proof
that is deemed valid by the verifier. Then output the proof. It may seem that
the strategy always succeeds in Scenario 3, but for similar reasons as in Section
4.2 this is not true. A proof of the following lemma is given in Appendix A.

Lemma 2. Each iteration in Scenario 1 and Scenario 2 succeeds with probability
at least 1

ξ +O(1/q). Each iteration in Scenario 3 succeeds with probability at least
1
2 . In all scenarios the adversarial strategy fails with negligible probability.
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Numerous variants of above three scenarios may be considered, e.g. several el-
ements may be multiplied by ζ, or different ζi ∈ Gκ may be used for different
elements. For most such variants the probability of failure in each iteration grows
rapidly, but we present one interesting exception. Consider the following three
scenarios, where l1, . . . , lt ∈ [N ] are all unique:

4. v′φ−1(lι)
is replaced by ζv′φ−1(lι)

,
5. vlι is replaced by ζvlι , and
6. a combination of 4 and 5.

A proof of the following Corollary is given in Appendix A.

Corollary 1. If ξ = 2 each iteration in Scenario 4,5, and 6 fails with probability
at most 1

2 + O(1/q), and the adversarial strategy fails with negligible probability.

6.3 Attack for the Generic Mix-Net Using Furukawa-Sako Proofs

In this section we describe an attack for the mix-net defined in Section 5.1, where
the the Furukawa-Sako proof of knowledge is used in Step 2 by each Mj during
the re-encryption and permutation stage. The goal of the adversary is to break
the privacy of any particular sender St.

Let 1 6= ζ ∈ Gτ . The adversary corrupts the first and last mix-servers M1 and
Mk, and as many other arbitrarily chosen mix-servers as possible. The execution
then proceeds as follows.

1. M1 simulates the first step of an honest mix-server, but it does not write L1

on the bulletin board. Instead it forms the list:

L′
1 = {(u1,1, v1,1), . . . , (u1,φ1(z), ζv1,φ1(z)), . . . , (u1,N , v1,N )}

and writes L′
1 on the bulletin board, i.e. it multiplies the second component

of the El Gamal pair of S1 by ζ. Then it uses the adversarial strategy of
Section 6.2 on the corrupt input g, y, {g̃i}, L0, L

′
1, {r1,i}, φ1 to construct a

proof deemed valid.
2. Each honest mix-server executes its re-encryption and permutation step hon-

estly.
3. Each corrupt mix-server except M1 and Mk first simulates the first step of

an honest mix-server. Then it uses the adversarial strategy of Section 6.2 to
construct a proof that is deemed valid.

4. Mk simulates the first step of an honest mix-server, but it does not write
Lk on the bulletin board. Instead it finds an l such that vq

k,l 6= 1. Finally it
forms the corrupted list

L′
k = {(uk,1, vk,1), . . . , (uk,l, ζ

−1vk,l), . . . , (uk,N , vk,N )}

and writes L′
k on the bulletin board. Then it uses the adversarial strategy of

Section 6.2 on the corrupt input g, y, {g̃i}, Lk−1, L
′
k, {rk,i}, φk to construct a

proof deemed valid by any verifier.

10



5. All mix-servers, including M1 and Mk, jointly decrypt the El Gamal pairs
of the list L′

k, and publish the result {m′
1, . . . ,m

′
N}, i.e. a permutation of

{m1, . . . ,mN}.
6. The adversary concludes that Sz was the sender of m′

l.

We prove the following in Appendix A.

Proposition 4. Let k′ be the number of honest mix-servers. Then the attack
succeeds with probability at least 2−k′ .

Corollary 2. Proposition 4 corresponds to scenarios 1,2, and 3 in Section 6.2.
For the attack similar to the above corresponding to scenarios 4,5, and 6 the
probability of success is at least 2−k′ .

The proposition says that we can break the privacy of Sz with probability 2−k′ .
The corollary states that the adversary may establish a correspondence between
a subset {Sz1 , . . . , Szι

} of the senders and a subset {ml1 , . . . ,mlι} of the messages
output from the mix-net, such that there is a bijection between the two sets. It
does not say that we can break the privacy of t individual senders completely.

In most applications k, and thereby k′, is relatively small, e.g. k = 5 and
k′ = 3. Thus the attack is quite practical in terms of success probability. On the
other hand, if the adversarial strategy fails some honest mix-server produces a
corrupt proof, and is accused of cheating. It is likely that the honest mix-server
accused of cheating performs an investigation to find out how it was “framed”,
and discover the fact that its inputs are not in Gq. If this is done the corrupted
mix-servers are eventually identified.

Apparently [11] Furukawa et al. do perform some verifications of inputs in
later work [10]. The protocol described in [10] is not vulnerable to the above
attack, but it is still vulnerable to the attack of Section 5.2.

In the next two sections we show how the Furukawa-Sako proof of knowledge
can be strengthened, and the generic mix-net based on this proof modified to
efficiently counter our attack.

6.4 A Strengthened Furukawa-Sako Proof of Knowledge

Consider the adversarial strategy of Section 6.2. The problem is that formally the
verifier is required to verify that all components expected to reside in Gq indeed
do so. Since this is costly we want to avoid this. One way to solve the problem
is to go through the details of the proofs of Furukawa and Sako [9], and verify
that the protocol is still a proof of knowledge under the weaker assumption that
some elements are only contained in Z∗

p. Another way of solving the problem
that illustrates our generic recipe is the following.

Let g, y, g̃, {g̃i}, {(ui, vi)}, {(u′i, v′i)} ∈ Gq be the joint input to the prover P
and the verifier V , and let {ri}, φ be the additional input to the prover. The
strengthened Furukawa-Sako protocol proceeds as follows.

1. P computes (t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇, s, {si}, λ′) so
the following is deemed a valid proof of knowledge by the original verifier:
(tκ, νκ, ωκ, µκ, {µκ

i }, {g̃′κi }, g̃′κ, u′κ, v′κ, {tκi }, {ν̇κ
i }, ν̇κ, {ω̇κ

i }, ω̇κ, s, {si}, λ′).

11



2. V computes the list (tκ, νκ, ωκ, µκ, {µκ
i }, {g̃′κi }, g̃′κ, u′κ, v′κ, {tκi }, {ν̇κ

i }, ν̇κ,
{ω̇κ

i }, ω̇κ, s, {si}, λ′) and verifies that the original verifier accepts this as a
proof.

Intuitively this may be viewed as if the verifier takes part of the construction
of the proof such that it is ensured that elements are in Gq. In Appendix A we
give details for how the prover using some simple tricks can compute a list with
the above property efficiently, and also prove the following.

Proposition 5. Let g, y, g̃, g̃i, ui, vi, u
′
i, v

′
i ∈ Gq. Then the strengthened protocol

above is a proof of knowledge of ri ∈ Zq and φ ∈ ΣN such that {(u′i, v′i)} =
{(griuφ−1

j (i), g
rivφ−1

j (i))}.
The prover computes 2N+6 additional κ-multiplications in Zq, and the prover

and verifier each computes 5N+9 additional κ-exponentiations respectively, com-
pared to the original protocol.

6.5 A Strengthened Generic Mix-Net Using Strengthened
Furukawa-Sako Proofs of Knowledge

The attack of Section 6.3 exploits that the mix-servers do not verify that all
components of their input are members of Gq. Since it is costly to verify this
explicitly we would like to avoid it. Below we present a generic mix-net based
on the strengthened Furukawa-Sako proof of knowledge that does this.

We assume that each mix-server explicitly verifies that g, y ∈ Gq. Then let
h, h1, . . . , hN ∈ Z∗

p be randomly chosen, and define h̃ = hκ, h̃i = hκ
i . The purpose

of introducing h̃ and h̃i is to improve efficiency of the strengthened Furukawa-
Sako proof (see the proof of Proposition 5 in Appendix A for details).

Let L0 = {(u0,i, v0,i)} be the set of cryptotexts for which πi is valid. For
j = 1, . . . , k, Mj does the following:

1. It computes the list Lκ
j−1 = {(uκ

j−1,i, v
κ
j−1,i)}. Then it chooses rj,i ∈ Zq and

φj ∈ ΣN randomly, and computes the list {(grj,iuκ
j−1,i, y

rj,ivκ
j−1,i)}. Finally

it uses φj to permute the pairs in this list and forms the list Lj = {(uj,i, vj,i)}
that it writes on the bulletin board.

2. It proves in zero-knowledge that it performed step 1 correctly by executing
the strengthened Furukawa-Sako proof of knowledge of Section 6.4 with input
g, y, h̃κ, {h̃κ

i }, Lκ2

j−1, L
κ
j , {κrj,i}, φj .

To verify the proof of Ml the verifier first computes Lκ2

l−1 and Lκ
l from Ll−1 and

Ll respectively, and then verify the strengthened Furukawa-Sako proof. From
Section 3 follows that all components of Lκ2

l−1 and Lκ
l belong to Gq, which means

that Proposition 6.4 can be applied.
At the end of the re-encryption and permutation phase each Mj computes

the list Lκ
k = {(uκ

k,i, v
κ
k,i)}. Then each Mj computes the list {Bj,i} = {(uκ

k,i)
−xj},

and gives for each i a zero-knowledge proof that loguκ
j,i

Bj,i = logg y−1
j using the

strengthened protocol of Section 4.3. Finally each Mj computes the output by
forming the list {(vκ

k,i

∏k
j=1 Bj,i)1/κk+1}, which is a permutation of {mi}.
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Each mix-server computes 2(N + 1) additional κ-exponentiations to con-
struct the elements h̃κ and h̃κ

i . Each mix-server computes 6N additional κ-
exponentiations to ensure that its inputs belongs to Gq, and to prepare for
computing the proof. By Proposition 5 the strengthened proof requires 5N + 9
additional κ-exponentiations. To prepare for the verification of all proofs each
mix-server computes 2kN additional κ-exponentiations and 2(k−1)N additional
κ2-exponentiations. By Proposition 5 the verifier computes 5kN +9k additional
κ-exponentiation to verify the proofs. Each mix-server also computes N addi-
tional exponentiations during the joint decryption. In total the complexity of
each mix-server increases by approximately N full exponentiations, 2kN κ2-
exponentiations, and (7k + 13)N κ-exponentiations.

7 Further Applications

We expect that natural adaptations of the adversarial strategy for the proofs of
knowledge of logarithms can be used to break other protocols.

The attack for the mix-net based on the Furukawa-Sako proof of knowledge
is an extension of the attacks for Golle et al. [13], Jakobsson [18], and Mitomo
and Kurosawa [22] presented by Wikström [35]. It may be possible to apply
this attack to further mix-nets. In particular it seems possible to give a purely
theoretical attack for the mix-net of Neff [23].

An interesting open question is in what other ways and for which protocols
the adversary may exploit elements in Z∗

p\Gq.

8 Conclusion

We have identified a previously overlooked weakness in several cryptographic
protocols, and introduced a novel class of attacks. The basic idea of the attack
is general, and applicable to a broad range of protocols based on the discrete
logarithm problem.

The general problem of elements in Z∗
p\Gq has been described and discussed,

and we have also given a recipe for how explicit verifications of membership in
Gq can be avoided efficiently.

To illustrate both the problem and the solution we have provided some ex-
amples of protocols that are vulnerable to the novel attack, and shown how they
can be modified to efficiently counter the attack. In particular we have broken
the robustness of most of the El Gamal based mix-nets in the literature, and
broken the privacy of the generic mix-net based on the proof of correct shuffle
of Furukawa and Sako [9].

Our results indicate that many protocols in the literature need a review.
The complexity estimates must be revised to acknowledge the need for costly
explicit verifications, or the proofs of security must be verified to hold under
the weaker assumption that elements are in Z∗

p instead of Gq, or the protocols
must be modified such that it is ensured that elements are in Gq and explicit
verifications are avoided.

13



9 Acknowledgements

Johan H̊astad helped with the original attack in Wikström [35] and inspired me
to investigate the idea of elements in Gκ further. Torsten Ekedahl provided a
technical lemma. I had discussions with Gunnar Sjödin. Jun Furukawa answered
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A Proofs

To prove Lemma 1 we need the following technical lemma that was kindly pro-
vided by Torsten Ekedahl. Any errors are due to us.

Lemma 3. Let a, b and c be uniformly and independently distributed in [q],
where q is prime. Let ξ be a constant prime. Define d = ab+ c, and write d′ and
md for the unique integers such that d = d′ + mdq and 0 ≤ d′ < q.

Then Pr[d′ = d (mod ξ)] = 1
ξ + O(log2 q/q).

Proof. Let a, b ∈ Z, and write a = a′ + maq, b = b′ + mbq where 0 ≤ a′, b′ < q.
If a = b (mod qξ), then a′ = a (mod ξ) implies that b′ = b (mod ξ).

Thus we consider the set S = {a ∈ Zqξ | a = a′+maq and a′ = a (mod ξ)}.
Let a ∈ Zqξ, and write a = a′ + maq. Then a′ = a (mod ξ) is equivalent to
maq = 0 (mod ξ), but since q is prime and ma < ξ this implies that ma = 0.
We conclude that S = {0, . . . , q − 1}.

Let χS be the characteristic function of S. We compute in the ring Zqξ, and
the probability we are investigating may be written:

Pr[d′ = d (mod ξ)] =
1
q3

∑
a,b,c∈[q]

χS(ab + c)

where ab+c in χS(ab+c) is computed in Zqξ. Set ∆ = e2πi/qξ. Then the functions
α 7→ ∆αβ are orthogonal under the inner product 〈f, g〉 = 1

qξ

∑
α∈Zqξ

f(α)g(α),
and we may apply the discrete Fourier transform to χS , and write:

χS(α) =
∑

β∈Zqξ

fβ∆αβ , where fβ =
1
qt

∑
γ∈Zqt

χS(γ)∆−βγ .

Note that f0 = |S|
qt = 1/t. Thus we may bound the error by:

1
q3

∑
a,b,c∈[q]

(χS(ab + c)− 1/t) =
1
q3

∑
a,b,c∈Zqξ

(χS(ab + c)− 1/t)χS(a)χS(b)χS(c)

=
1
q3

∑
α6=0,β,γ,δ∈Zqξ

fαfβfγfδ

∑
a,b,c∈Zqξ

∆(ab+c)α+aβ+bγ+cδ

Since
∑

c∈Zqξ
∆c(α+δ) = qξ if α + δ = 0 and 0 otherwise the above equals:

ξ

q2

∑
α6=0,β,γ∈Zqξ

|fα|2fβfγ

∑
a,b∈Zqξ

∆αab+βa+γb ,

where we use f−α = fα. We have that Zqξ and Zq × Zξ are isomorphic as rings,
i.e. we may write 1 = mξξ + mqq for some mξ and mq. If we set ∆q = e2πimq/q,
and ∆ξ = e2πimξ/ξ, we have ∆ = ∆q∆ξ. Thus we may write:∑

a,b∈Zqξ

∆αab+βa+γb =
∑

a′,b′∈Zq

∆αa′b′+βa′+γb′

q

∑
a′′,b′′∈Zξ

∆αa′′b′′+βa′′+γb′′

ξ .
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The norm of the right factor is clearly bounded by ξ2, and we focus on the left
factor. If α = β = γ = 0 (in Zq that is) the left factor equals q2. Otherwise,
if α = 0, β = 0, or γ = 0 it equals 0. The remaining case α, β, γ 6= 0 is
considered next. Summing over λb instead of over b corresponds to changing
(α, β, γ) to (λα, β, λγ), and summing over λa instead of over a corresponds to
changing (α, β, γ) to (λα, λβ, γ). Thus we may replace (α, β, γ) by (β, β, βγ/α),
and then by (βγ/α, βγ/α, βγ/α) without changing the sum. Replacing ∆q with
∆

βγ/α
q corresponds to replacing (βγ/α, βγ/α, βγ/α) with (1, 1, 1), and does not

change the sum, since βγ/α is a generator in Zq. Thus the left sum equals
(∆q)−1

∑
a,b∈Zq

(∆q)ab = q.
Going back to the original sum we have |fα| = 1

qξ |
∑

γ∈Zqξ
χS(γ)∆−αγ | =

1
qξ |

∑
γ∈S ∆−αγ | = 1

qξ |
∆−qα−1
∆−α−1 | ≤

1
qξ

2
|∆−α−1| ≤

1
|α| , if α 6= 0, since |∆−α − 1| =

2π
qξ α + O(1/q2). We also have |f2

αfβfγ | ≤ 1. This gives us:

ξ

q2

∣∣∣∣∣∣
∑

α6=0,β,γ∈Zqξ

|fα|2fβfγ

∑
a,b∈Zqξ

∆αab+βa+γb

∣∣∣∣∣∣
≤ ξ

q2

∣∣∣∣∣∣
∑

α6=0,q|α,β,γ

|fα|2fβfγq2ξ2 +
∑

q-α,β,γ

|fα|2fβfγqξ2

∣∣∣∣∣∣
≤ ξ

q2

(
1
q
q2ξ2 + q log2 qξ2

)
= ξ3 (1 + log q)

q
= O(log q/q) .

Proof (Lemma 1). Consider Scenario 1, where A = zaγ . The proof (α, β, d) is
deemed valid if Aθα = ζθaγθaδ = ad. This happens if ζθ = 1, i.e. with probability
1
ξ + O(1/q). Similarly, for Scenario 2, the proof is deemed valid if ζδ = ζd.
This also happens with probability 1

ξ + O(1/q), since δ and d are independently
distributed.

In Scenario 3, the proof is deemed valid if ζθζγδ = ζd. If γ = 0 (mod ξ)
this reduces to Scenario 2. Otherwise, we have θ + γδ = d + mdq for some md.
The equation holds precisely when d = θ + γδ (mod ξ). Thus we may apply
Lemma 3 to conclude that the probability that this happens is 1

ξ + O(log2 q/q).
From independence of the iterations follows that the strategy fails with neg-

ligible probability.

Proof (Proposition 2). First we prove that a proof is not valid if either A or B
is in Z∗

p\Gq. We may by the structure of Z∗
p write A = A′ζ for some A ∈ Gq and

1 6= ζ ∈ Gκ. This implies that Aθ∗ = (A′)θ∗zθ∗ . We have (A′)θ∗ ∈ Gq, and since
gcd(θ∗, κ) = 1 by construction we have 1 6= ζθ∗ ∈ Gκ. Thus if A ∈ Z∗

p\Gq then
Aθ∗ ∈ Z∗

p\Gq. Similarly, since α ∈ Z∗
p we may write α = α′ζ for some α′ ∈ Gq

and ζ ∈ Gκ. This implies that ακ = (α′)κζκ = (α′)κ ∈ Gq. Intuitively we may
view this as if the prover and verifier jointly generated a uniformly distributed
element ακ ∈ Gq. It is clear that ad ∈ Gq. Thus if A ∈ Z∗

p\Gq, then we have
that Aθ∗ακ ∈ Z∗

p\Gq, which clearly can not equal ad ∈ Gq in Z∗
p. The proof for

B is similar.
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The extractor of the above protocol is almost identical to the extractor of the
original protocol. The only difference is that when α, β ∈ Gq and θ0, θ1 ∈ Zq are
found such that the prover outputs valid proofs (α, β, d0) and (α, β, d1) given θ0

or θ1 as answer to the question (α, β, A,B, a, b) the extractor solves the equation
system {db = γθ∗b + κδ}b∈{0,1} in the unknowns γ and δ.

The simulator is almost identical to the simulator of the original protocol.
Since κ is a generator of the additive group Zq, and δ is uniformly distributed in
Zq = [q], d is uniformly distributed in Zq. Thus the simulator chooses d, θ ∈ Zq

uniformly at random and defines α = (ad/Aθ∗)1/κ, and β = (bd/Bθ∗)1/κ. It
follows that the transcript (α, β, d) is correctly distributed.

Lemma 4. Let a and b be uniformly distributed in [q], and write c = a + b and
c = c′ + mcq, where mc ∈ {0, 1} and 0 ≤ c′ < q. Then we have
Pr[c′ = c (mod q)] = 1

2 + 1
2q .

Proof. If c < q we have c′ = c = a + b, and there are q2+q
2 such pairs (a, b).

Otherwise we have c = c′ + q 6= c′ (mod ξ), since q 6= 0 (mod ξ). Thus, the
probability is 1

2 + 1
2q .

Proof (Lemma 2). Consider Scenario 1. The only equation involving vφ−1(l) in
the verification procedure is Equation (1). Thus it suffices to consider this equa-
tion. By construction we may rewrite Equation (1) as

ys
N∏

j=1

v
sj

j = ζcφ−1(l)v′
N∏

j=1

v
′cj

j .

Thus, if ζcφ−1(l) = 1, Equation (1) holds, and this happens at least with proba-
bility 1

ξ + O(1/q). The analysis for Scenario 2 is similar.
For Scenario 3 we note that by construction we may rewrite Equation (1) as

ζslys
N∏

j=1

v
sj

j = ζcφ−1(l)ζαlv′
N∏

j=1

v
′cj

j .

Thus, if ζsl = ζcφ−1(l)ζαl , Equation (1) holds. This event occurs exactly when
sl = cφ−1(l) + αl mod ξ, and by definition there is an m such that sl + mq =
cφ−1(l) + αl. We apply lemma 4 to conclude that the probability of this event is
at least 1

2 .
From independence follows that the adversarial strategy fails with negligible

probability.

Proof (Corollary 1). Similarly as for Scenario 1 we may rewrite Equation (1) as
ys

∏N
j=1 v

sj

j = ζ
∑t

ι=1 cφ−1(lι)v′
∏N

j=1 v
′cj

j . If ζ
∑t

ι=1 cφ−1(lι) = 1, Equation (1) holds,
and this happens at least with probability 1

ξ +O(1/q). The analysis for Scenario
5 is similar.

For Scenario 6 we note that by construction we may rewrite Equation (1) as
ζ

∑t
ι=1 slι ys

∏N
j=1 v

sj

j = ζ
∑t

ι=1 cφ−1(lι)ζ
∑t

ι=1 αlι αlv′
∏N

j=1 v
′cj

j . Equation (1) holds
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if we have ζ
∑t

ι=1 slι = ζ
∑t

ι=1 cφ−1(lι)ζ
∑t

ι=1 αlι , . This event occurs exactly when∑t
ι=1 slι =

∑t
ι=1(cφ−1(lι) + αlι) mod 2. Write cφ−1(lι) + αlι = aι + a′ιq, where

0 ≤ aι < q. It follows that the congruence holds precisely when
∑t

ι=1 a′ι is even.
This clearly happens with probability 1

2 + ε where ε is negligible.
From independence follows that the adversarial strategy fails with negligible

probability.

Proof (Proposition 4 (Corollary 2)). We give a joint proof for both the proposi-
tion and the corollary. We must show that the attack is not detected, and that
m′

l (or m′
l1

, . . . ,mlt) indeed is the message sent by Sz (or Sz1 , . . . , Szt
) with high

probability.
From Lemma 2 (Corollary 1) follows that the proofs of knowledge produced

by the corrupt mix-servers, including M1 and Mk, are deemed valid by any
verifier with overwhelming probability. Honest mix-servers on the other hand
essentially computes a single iteration of the adversarial strategy in Scenario 3
(Scenario 6) defined in Section 6.2. From Lemma 2 (Corollary 1) follows that
the proof produced by an honest mix-server is valid with probability at least 1

2 .
From independence follows that the attack is detected with probability at most
2−k′ .

Since all mix-servers except M1 and Mk behave honestly in the first step,
there is a unique lj ∈ {1, . . . , N} (lj,ι ∈ {1, . . . , N} for ι = 1, . . . , t) for each j =
1, . . . , k such that vj,lj 6∈ Gq (vj,lj,ι

6∈ Gq for ι = 1, . . . , t), and by construction we
have l = φ−1

1 (z) (lι = φ−1
1 (zι) for ι = 1, . . . , t). We have that vq

k,l 6= 1 precisely
when vq

k,l 6= 1. Thus the adversary identifies the message m′
l sent by Sz (the set

of messages {mz1 , . . . ,mzt} sent by Sz1 , . . . , Szt) correctly.

Proof (Proposition 5). The simulator of the strengthened protocol runs the orig-
inal simulator to get a valid proof

(t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇, s, {si}, λ′)

for the original proof system and then outputs:

(t1/κ, ν1/κ, ω1/κ, µ1/κ, {µ1/κ
i }, {g̃′1/κ

i }, g̃′1/κ, u′1/κ, v′1/κ, {t1/κ
i },

{ν̇1/κ
i }, ν̇1/κ, {ω̇1/κ

i }, ω̇1/κ, s, {si}, λ′) .

This gives a correctly distributed transcript.
The extractor of the modified protocol runs the original extractor, and simu-

lates an original prover to the original extractor as follows. If the modified prover
outputs (t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇, s, {si}, λ′) it gives the
list (tκ, νκ, ωκ, µκ, {µκ

i }, {g̃′κi }, g̃′κ, u′κ, v′κ, {tκi }, {ν̇κ
i }, ν̇κ, {ω̇κ

i }, ω̇κ, s, {si}, λ′) to
the original extractor. It follows that the modified extractor is successful if the
original extractor is.

Now we give details on how the prover may form a modified proof without
much additional effort. First of all we let h̃, h̃1, . . . , h̃N ∈ Gq be a set of uniformly
and independently distributed elements, i.e. no participant knows any non-trivial
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relation among these elements. Then we define g̃ = h̃κ, and g̃i = h̃κ
i for i =

1, . . . , N . Thus we have h̃ = g̃1/κ, and h̃i = g̃
1/κ
i , which is very useful. We define

the modified prover below.

1. P chooses σ, ρ, τ, α, αi, λ, λi ∈ Zq uniformly and independently at random.
2. P computes:

t = gτ , ν = gρ, ω = gσ, µ = gλ, µi = gλi

g̃′i = g̃
1
κ ri

N∏
j=1

g̃
1
κ Aji

j , g̃′ = g̃α
N∏

j=1

g̃
αj

j , u′ = gα
N∏

j=1

u
αj

j , v′ = yα
N∏

j=1

v
αj

j

ν̇i = gκ
∑N

j=1 3α2
jAji+ρri , ν̇ = gκ2 ∑N

j=1 3α3
j+κτλ+κρα,

ω̇i = g
∑N

j=1 2αjAji+σri , ω̇ = gκ
∑N

j=1 α2
j+κσα, ti = g

∑N
j=1 3αjAji+κτλi

3. P computes a challenge:

(c1, . . . , cN ) = H
(
tκ, νκ, ωκ, µκ, {µκ

i }, {g̃′κi }, g̃′κ, u′κ, v′κ, {tκi }, {ν̇κ
i }, ν̇κ,

{ω̇κ
i }, ω̇κ, g, y, g̃, {g̃i}, {(ui, vi)}, {(u′i, v′i)}

)
.

4. P computes s = κα +
∑N

j=1 rjcj , si = καi +
∑N

j=1 Aijcj , and λ′ = κλ +
κ

∑N
j=1 λjc

2
j . The proof consists of the following tuple:

(t, ν, ω, µ, {µi}, {g̃′i}, g̃′, u′, v′, {ti}, {ν̇i}, ν̇, {ω̇i}, ω̇, s, {si}, λ′) .

The proof of the modified prover corresponds to a proof where τ is replaced by
κτ , ρ is replaced by κρ, σ is replaced by κσ, and so on. It is therefore easy to
see that the constructed proof is correct. Since κ generates Zq the distribution
of the new random elements are not altered by this modification.

Note that we may replace g̃′i = g̃
1
κ ri

∏N
j=1 g̃

1
κ Aji

j above by g̃′i = h̃ri
∏N

j=1 h̃
Aji

j ,
i.e. this requires no additional exponentiation or κ-multiplication. This is why
we introduced the h̃ and h̃i elements. It is not necessary to verify that h̃, h̃i ∈ Gq

explicitly. A more efficient method is choosing h, hi ∈ Z∗
p randomly and defining

h̃ = hκ and h̃i = hκ
i .

Note that h̃i and g̃i may be reused for several proofs, i.e. in the mix-net of
Section 5.1 each mix-server Mj computes the g̃i only once. This requires N + 1
κ-exponentiations.

Apart from this both the prover and the verifier computes 5N +9 additional
κ-exponentiations, and the prover computes 2N +6 additional κ-multiplications.
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